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Getting Started FP Web-Server

1.1 BEFORE YOU START

Please read the following notes on HTML. It will make working with the FP Web-
Server easier for you:

Make sure that you have worked through the First Steps (on page 3-1) before you try
out the HTML functions of the FP Web-Server.

In order to use HTML you do not have to be able to tag or program HTML. Various
software is at your disposal:

e Word 2000, Frontpage (supplied by the Internet Explorer), Netscape
Composer (supplied by the Netscape Navigator) et.al. can serve as
editors for creating HTML files.

e The created HTML file will be saved on the FP Web-Server with the help
of the Configurator.

o A browser (Netscape Navigator, Internet Explorer) is used to display the
.htm file. Recommended are Netscape Navigator version 4.7, 4.75 or
7.0, or Internet Explorer version 5.0 or 5.1 or 7.03. Other versions have
not been tested and should not be used.

These software tools provide the logical markup (i.e. text parts are automatically
adjusted to any screen format without using a lot of memory) and the easy linking that
define HTML.

Please refer to the respective software company for questions on software, not
provided by Matsushita, mentioned in this manual (or on the software you chose to
work with HTML).

There are two ways to create HTML files:

e Simple: You use editors that translate data into HTML automatically.
When using these editors, you need no special knowledge about HTML.

e Advanced: You create HTML files directly. You need to have
knowledge about HTML.

For the FP Web-Server you need to have basic knowledge on how to use HTML.

In case you lack knowledge about HTML, Matsushita provides you with a brief
introduction: see First HTML Page Including PLC Data (on page 10-22). In addition,
we have inserted examples on HTML (see "Description of the HTML Examples" on
page 10-3) on the CD (supplied with the FP Web-Server). You can install and modify
them easily without knowledge of HTML.
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1.2 Product Numbers and Versions

Product name Part number
FP Web- FP WEB-SERVER UNIT FP-WEB
Server (AFP0610)
(Hardware)
Configurator | Control FP WEB FP-WEB-TOOL
Software Configurator Tool (AFPS30510)

The information of the following components:
e Control FP WEB Configurator Tool

e Serial number

¢ Name of owner and organization

can be retrieved from the Configurator with the help of the system menu (click on the
icon on the upper left corner) and the "About Box".

About Control FP WEB Configurator Tool

@E Control FP WEE Configurator Toal
YWerzion 1.3 (bt 27 -July-2003]

K|

Dwner Mame:  Mame
{Orgarization: ~ Mame

Copyrght [C] 2001-2003 M atzuzhita Electnc \Woarks [Europe] AG

Serial Mumber:  AFPS30510-0-0000000

Using the system menu you can also minimize the configurator window.
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1.3 System Requirements

The FP Web-Configurator tool has the following system requirements:

MS Windows NT/ XP/ 2000 (or 95/ 98/ ME)
At least 20MB of available memory
Color or monochrome monitor

Internet Explorer version 5.0 or 5.1 is recommended
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1.4 Advantages and Functions of the FP Web-Server

The multifunctional FP Web-Server unit provides the opportunity to access FP Series
PLCs via Ethernet networks (Intranet and Internet) for bi-directional data exchange.

The access can carried out by a computer and a standard browser, such as MS

Internet Explorer or Netscape Navigator. You must specify the adjustable IP address
of the unit as the target. The HTML page can be generated with standard tools, such
as Netscape Composer, Frontpage or MS Word (not supplied with the Configurator).

FP Web-Server Advantages:

Use standard browser, save Scada software
Use existing Intranet, save wiring
Representation of PLC data in HTML pages

Value input and change of values in the PLC (set value, outputs, internal
relays) via HTML pages.

Password protection for access

Email send function (alternatively via Internet dialup), e.g. for the alarm
function (definition of fixed or variable texts/ addresses)

Remote programming: remote access via modem (via remote access
Server/ Dial-up Networking)

Data transfer: process control system, PLC programming, telemetry,
remote maintenance, monitored state function

Interfacing RS232C serial data via Ethernet, i.e. two FP Web-Servers
are used to send RS232C data via Ethernet

Modem gateway functions to other PLCs equipped with an FP Web-
Server
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Factory A

FP Weab-Sarvar

Office

LAN
Intranet
Interneat

Factory B

FP Web-Server

_—

Computer of User

Ellemed

FP Web-Server Functions:

The FP Web-Server works as an interface between a LAN or a WAN network
(Internet/ Intranet) and all PLCs of the FP Series. The following main features are
supported:

RS232C/ Ethernet Interface (see "Generalities on the Ethernet/ RS232C Ports"
on page 8-2):

e RS232C to Ethernet redirection/ conversion

e Programming and visualization tools access via Ethernet

e Optional second, full transparent port
Web-Server (see "Details on the FP Web-Server's Web Page Functions" on
page 7-2):

e PLC data presented as HTML pages

e Access via standard Internet browser
e HTML entry field for PLC data exchange

e Optional password protection

Email (see "Email Functions of the FP Web-Server" on page 6-2):
e PLC can send out an email

o PLC defined or pre-stored email text
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e Email sending via Internet dialup
Modem/ Ethernet Gateway (see "Dial-up Networking Setup for Computer/ FP
Web-Server" on page 9-2):

e FP Web-Server can be dialed up via modem for local or network access

¢ One remote gateway for multiple FP Web-Servers provided in a local
Ethernet network

e Remote password handling

The FP Web-Server comes in an FP0 housing and has the following interfaces,
see Hardware (see "Introduction™ on page 2-2):

o RS232C interface which can be connected to the PLC (MEWTOCOL
protocol)

o Ethernet 10BaseT interface for network connections using the TCP/ IP
protocol

¢ 2nd RS232C interface for an optional modem or for full transparent
Ethernet/ RS232C communication

Configurator Software (on page 4-1)

A Windows program is supplied to make the configuration and the setup of the FP
Web-Server easy. This configuration program is called "Control FP WEB Configurator
Tool". It helps the user to quickly set up and change the following items, e.qg.:

e Automatic integration of PLC data into HTML pages
e Preparation of pre-stored mail addresses and texts
e TCP/IP address and parameter configuration (DHCP is also possible)

e Password and security setup
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1.5 FP Web-S erver Block Diagram

Ethemet _ | z =
O e . 10BaseT b =
! BIOS / RTOS © | Task 1: MEWMAIN | Eg -
) o H ! 2 o
e HTTP| . | |HTML | HTML | =
o |uop - fIWeb [T CGIGet ¢ CGI Post | B e
L |Ter  ||served | i | RS232C Handler | 15t Raaoc | Hhe | (e
| |oHeP [lceh | | {510 1; MEWTOCOL)~— "ol e 2o | [ P
| |FTP ¢ | | Email Sender B | =
! | TELNET] I— i -
1 [UDP- ] i 3 -
| | Config. e ] A A _! B[] =
| ' | __2ndRS233G |3 | |=2| | =
! ! opt. Task 2: MEWS094 toModem ) | 5 | |5 = =
! o | 3 clients; 1st %ZC g - E
Server : { i } @‘ [I
[ | apt. Task 3: MEWS095 ™) o
: | Transparent Poit — a
! -I {1 client; 2nd RS232C) (_ £
|

{*} The sacond RS232C can be usad for full transparant
communication if no PPP modem gateway is needed.
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1.6 System Sample Network

Any combinations of the LAN and the dial-up functions are possible, e.g. an Ethernet
network connecting several FP Web-Servers with one FP Web-Server set up as a

gateway for the dial-up connections.

Etharnat
Telephone Line

=]
=]
=]
FP Weh Server
PPP Gateway E
a

PSTH
Telephone Metwark

EP-modem| Telephone Line
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Hardware Description FP Web-Server

2.1 Introduction

~

" ATTENTION!

Please read the safety instructions and note in the section with the Important Notes (on
page 2-8) and the section about the Mechanical Installation (on page 2-11) carefully.

The FP Web-Server allows you to connect the Matsushita FP Series PLCs to an
Ethernet Network (LAN).

The FP Web-Server works as an Interface between a LAN or a WAN network
(Internet/ Intranet) and all PLCs of the FP Series.

The following main features are supported:

o RS232C/ Ethernet Interface (remote programming monitoring and
visualization)

o Web-Server (HTTP-Server supplies HTML pages with PLC data <See
Note>)

¢ Email (SMTP protocol)
o Modem/ Ethernet gateway (PPP Server function)

e A Windows program is supplied to make the configuration of the FP
Web-Server easy <See Note>.

See above for a more detailed overview (see "Getting Started" on page 1-1) of the
FP Web-Server functions and also find there a block diagram, a list of features and a
brief description.

A data sheet can be found below which also lists the supported standards and
protocols.

Comments:

e A standard HTML Editor (not supplied with the FP Web-Server
Configurator Tool) is needed for designing the HTML Web pages.

e Recommended are Netscape Navigator version 4.7 or 4.75, or Internet
Explorer version 5.0 or 5.1. Other versions have not been tested and
should not be used.
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2.2 FP Web-S erver Unit Package

The FP Web-Server unit package of Matsushita contains:

e one FP Web-Server unit
e a24V DC power cable
¢ a leaflet providing installation instructions

¢ Phoenix 3-pin screw terminal

Comments:

o The FP Web-Server network will be configured via the Control FP WEB
Configurator Tool.

e The Control FP WEB Configurator Tool can be purchased separately.

e For creating HTML pages a standard HTML editor (not supplied with the
Configurator) is required.
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2.3 Parts and Functions

Below are two illustrations of the FP Web-Server's parts and their functions:

FP Weh-Server
Ethernet "’g*: -2
> D: S
23 o RS232C
o ! mE H

Tk
lecaaa
oooooooan

PINEB

25.0

/@ 10 BaseT (RJ45)

(10BASET)

ETHERNET COM

con
—

PLCCOM
(RS232C)
8§ R @
Q
=]
=

g
7]
£
8
=
g
g

@
@
@’D
@@
L@

FP-Web

—3

power cable

Note:

Web Server
a fOWER
B‘/ (2)RS232C (without handshake)

(32nd RS232C (Sub-D 9 pin male)

(@ 24V DC, use Matsushita

FPOCPU

E0OEOEEER

6.0

60.0 3.5 /@ DIP Switches

]

[l

uuuquuuuuu
GHEELE S sy (K

DI]D[IT

90.0

Qﬂﬂﬂﬁ g ﬂﬂﬂﬂ@
W=/

Units: mm

The green wire MUST be connected to FG!

1) 10BaseT (RJ45)

e Use Standard Ethernet CAT.5

2) RS232C (without handshake)
e Screw terminal. Connects to the PLC.
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3) 2nd RS232C (SUB-D 9 male)
e Compatible to IBM PC serial port.

o Use standard serial computer cables.

e a) Connects to modem (PPP) or
e b) Transparent communication with 2nd PLC, computer, panel, etc.

4) 24V DC use Matsushita power cable
e brown =+24V DC

e blue=GND

e green = framing ground
5) DIP Switches

SMD DIP Switch

O Factory Setting:
All DIPs = ON
DIP No.

1: MEWTOCOL Port

2: HTML write to PLC
3: 2nd transparent Port
4: ON
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2.4 Installation

~

oV ATTENTION!

Be sure to install the FP Web-Server unit in locations designed for electrical equipment,
e.g. in a closed metal cabinet such as a switch cabinet.

Make sure you are not electrostatically charged before you touch the FP Web-Server or
one of its units: the discharge of static electricity can damage parts and equipment.

Please install the FP Web-Server in the following order:

-
¢ PROCEDURE

1. Mount the unit on the DIN rail on which the FP0 PLC is mounted

See also Mechanical Installation (on page 2-11).
2. Set operation mode DIP switches
DIP 1: MEWTOCOL Port (Ethernet/ RS232C) ON/ OFF
DIP 2: Submit data in HTML Function to Write data to the PLC ON/ OFF
DIP 3: 2nd, transparent Port (Ethernet/ RS232C) ON/ OFF
DIP 4: Not used ON

3. Before connecting the power supply, please read the information on Power
Supply (see "Connecting the Power Supply” on page 2-16)

4. Connect the Ethernet (10BaseT) with a standard cable

5. Connect the PLC via RS232C
For the wiring see PLC Connection, Modem, Cable Drawings, DIP Switches
(see "PLC Connection, Cable Drawings, Modem, DIP Switches" on page 10-7) or
the "FP Web-Server Leaflet".

6. Configuration: For the first configuration and how to get started with the
Configurator please see First Steps (on page 3-1)

This is a brief description on how to put an FP Web-Server into operation. For a
detailed description please also refer to First Steps (on page 3-1).
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2.5 Technical Data

Feature

Description

Product Number
FP Web-Server:

FP-WEB

PLC Connection:

PLC COM: RS232C via 3-pin screw terminal port Plug:
Phoenix product: MC1,5/3-ST-3,5 Order Number: 18 40 37 9

Modem Connection /
2nd transparent port:

Modem COM: RS232C via 9-pin SUB-D port, with RTS,
CTS Plug: 9-pin SUB-D female

Power Supply:

24V DC Molex35 plug on the bottom side of the unit

Ethernet Connection:

Ethernet: 10BASE-T via RJ 45 female connector

LEDs:

Power, Ethernet COM, PLC Data Exchange

Protocols and Standards:

TCP/IP, UDP/IP, DHCP, FTP, TELNET, HTTP, SMTP, PPP

Flash Memory:

512 KBytes, also see Available Memory Calculation (see
"Available Memory" on page 7-39)

RAM Memory:

512 KBytes

Operating Voltage:

24V DC (10,8 — 26,4V DC supplied by class 2 circuit only)

Current Consumption:

Approx. 95mA at 24V DC, 240mA at 12V DC

Protection Class:

IP20

Ambient Temperature:

0°C to +45°C

Storage Temperature:

-20°C to +70°C

Humidity:

max. 30% to 85% (non-condensing)

Vibration Resistance:

10Hz to 55Hz, 1 cycle per minute with a double amplitude of
0,75mm; 10 minutes every X-, Y-, and Z-axis

Shock Resistance:

min. 10g; 4 times every X-, Y-, and Z-axis

Dimensions:

Height 90mm, Width 25mm, Depth 64mm

Operating Conditions:

Free of corroding gases and excessive influence of dust

CE Conformity:

EMV Standard 89/336/EEC 1989EN 55022/Class B
EN 55022/Class B; EN 61000-4-2/A1; EN 61000-4-3
EN 61000-4-4; EN 61000-4-6

UL Approval

UL number "2LD7" (file E232530)

2-7



Hardware Description FP Web-Server

2.6 Important Notes

Please also see the installation sheet "FPWEB_Server_Leaflet" supplied with your FP
Web-Server for important notes, cables and installation.

Please read the following notes carefully before installing your FP Web-Server.

* NOTES

1. Avoid installing the unit in the following locations:
- Ambient temperatures outside the range of 0°C to 55°C/32°F to 131°F
- Ambient humidity outside the range of 30% to 85% RH
- Sudden temperature changes causing condensation
- Inflammable or corrosive gases
- Excessive airborne dust or metal particles

- Fuel, paint thinner, alcohol or other organic solvents or strong alkaline solutions
such as ammonia or caustic soda

- Excessive vibration or shock
- Direct sunlight
- Water in any form including spray or mist

2. Avoid noise interference from the following items:

- Influence from power transmission lines, high voltage equipment, power cables,
power equipment, radio transmitters, or any other equipment that would generate
high switching surges.

- If noise occurs in the power supply line even after the above countermeasures are
taken, it is recommended to supply power through an insolated transformer, noise
filter, or the like.

3. Measures regarding heat discharge:

- Always install the unit orientated with the tool port facing outward on the bottom in
order to prevent the generation of heat.

- Do not install the unit above devices which generate heat, such as heaters,
transformers or large scale resistors.
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- Maintain a minimum of 100mm/3.937in. between devices to avoid adverse affects
from noise and heat when installing a device or panel door to the front of the FP
Web-Server unit.

100mmi3.937in.

7 or more

Ep Other device or panel door
Web- il
Server

7

- Keep the first 100mm/3.937in. from the front surface of the FP Web-Server unit
open in order to allow room for programming tool connections and wiring.
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2.7 Mechanic al Installation

a) Adding to FPO:

-
¢ PROCEDURE

1. Raise the expansion hooks on the top and bottom sides of the unit with a
screwdriver

Expansion hook

Q S
sovouses® svwnwnway

2. You can align the pins and holes in the four corners of the control unit and
expansion unit, and insert the pins into the holes so that there is no gap
between the units

However you need not necessarily connect the FP Web-Server in this way.

Control unit

r“— FP Web-Server

o
R
N
N
N
N
N
N
\

.
\
N
N
N
N
N
N
\

Note:
Make sure that the FP Web-Server is the last unit attached. Otherwise the CPU
cannot communicate with the expansion units.
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3. Press down the expansion hooks raised in step 2 to secure the unit

b) Attachment to DIN Rails:
e The FP Web-Server unit enables a one-touch attachment to DIN rails.

N
¢ PROCEDURE

1. Fit the upper hook of the FP Web-Server onto the DIN rail

2. Without moving the upper hook, press on the lower hook to fit the FP Web-
Server into position

Mounting panel

DIN rail
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¢) Removal from DIN Rail:
¢ You can easily remove the FP Web-Server as described below.

\./
AP ¢ PROCEDURE

1. Insert a slotted screwdriver into the DIN rail attachment lever

2. Pull the attachment lever downwards

3. Lift up the FPO unit and remove it from the rail

FP Web-Server

DIN rail

DIN rail attachment
lever

Slotted screwdriver

d) Installation Using FPO Slim Type Mounting Plate

e Use M4 size pan-head screws for attachment of FPO slim type mounting
plate (AFP0803) to mounting panel.

FPO slim type
mounting plate
d q Screw - - Mounting panel
d @ A
[m O E 9
d @ 8
bo__ o Screw ]
d =
g AQ,E 6.0mm -

-
¢ PROCEDURE

1. Fit the upper hook of the FP Web-Server onto the FP0 slim type mounting
plate

2. Without moving the upper hook, press on the lower hook to fit the FP Web-
Server into position
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| l FPO slim type
mounting plate

FP Modem-EU

e When using an expansion unit, tighten the screws after joining all of the
FPO slim type mounting plates to be connected. Tighten the screws at
each of the four corners.

Example: Two Expansion Units
FPO slim type mounting plate

| | Dia. 5.0
Dia. 5.0 /’Cg’/ﬂ /%)/
- 1| o
Ve ™
Dia. 5.0 /éﬂ ﬁ\ Dia. 5.0
50.0 (unit: mm)

e) Installation Using FPO Flat Type Mounting Plate

e Use M4 size pan-head screws to attach FPO flat type mounting plate
(AFP0804) and install according to the dimensions shown below.

FPO flat type
mounting plate

° s o - / Mounting panel

screws

60.mm
g

\-,
AP ¢ PROCEDURE

1. Raise the expansion hooks on the top and bottom of the unit

2. Install the FPO Web-Server on the FPO flat type mounting plate
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3. Align the expansion hooks with the plate and press the hooks back down

FPO flat type mounting
plate

2 mp

An FP Web-Server with an attached FPO flat type mounting plate can also be
installed sideways on a DIN rail.

DIN rail

I~ FPO flat type mounting
plate
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FP Web-Server

2.8 Connecting the Power Supply

The FP Web-Server unit will turn ON as soon as the power supply has been
connected.

* NOTES

¢ When connecting the power supply (class 2 circuit) make sure the

polarity (+/-) is correct.

o The FP Web-Server unit and the PLC have to be supplied by THE

SAME power supply unit.

o If power is supplied, the green POWER LED will be ON.

Power supply i

l

FPO-CPU

FP Web=Server

¢ Framing Ground (FG) must be connected.

o Please read the Important Notes (on page 2-8).

Ethernet

¢ Please also read the "FP Web-Server Leaflet" sheet supplied with

your FP Web-Server.
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3.1 Generalities on How to Get Started

For an initial demo of the HTTP function of the FP Web-Server you can access the
Matsushita Internet demo unit. For carrying out the test you need an Internet browser
that can access the Internet.

Please enter the following address: "http://62.180.233.51/"

In the following, putting the FP Web-Server into operation for the first time is
described.

The subsequent step by step example depicts the general configuration and the use
of the integrated Web-Server for displaying HTML pages.

For an expansion of this example with email functions see Email Functions of the
FP Web-Server (on page 6-2).

For details on programming the email support on the PLC see PLC Program with
Function Block from the Library M_CE_Lib (on page 6-7).

For further information on the RS232C/ Ethernet Ports see Ethernet/ RS232C Ports
(see "Generalities on the Ethernet/ RS232C Ports" on page 8-2).
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3.2 The Ethernet Network

The FP Web-Server is supplied with a 10BaseT Ethernet connection. This type of
Ethernet network uses a pier to pier connection with twisted pair cables. To establish
a network, hubs and switches are used to connect the participants in a star-shaped
way.

To be able to configure the FP Web-Server, a Windows computer with an Ethernet
network interface card has to be connected to the same network as the FP Web-
Server. The FP Web-Server can be connected to an existing Ethernet network. It is
also possible set up a separate network for the FP Web-Server (plus computer for the
configuration).
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3.3 Connection of the FP Web-Server

For an initial function test (without the PLC data) the FP Web-Server has to be
connected to the Ethernet and it has to be supplied with operating voltage (24V DC
and FG). Please make sure that all DIP switches are set to ON, so as not to turn off
any function for the initial test (upon delivery of the FP Web-Server all DIP switches
are set to ON). For a detailed description of the cables and the DIP switch functions
see PLC Connection, Cable Drawings, Modem, DIP Switches (on page 10-7).

In the second step, the FP Web-Server has to be connected to the PLC (via
RS232C). The RS232C setting of the PLC must correspond to that of the FP Web-
Server see New Project (on page 4-5). This setting can be defined in the PLC
program (FPWIN Pro) under the system parameter settings.

Please memorize the ID number you find on the type label of the FP Web-
Server. It will be needed for identification later when the configuration is
carried out.
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3.4 Installation of the Configurator Program

To be able to configure the FP Web-Server, a Windows computer with an Ethernet
network interface card has to be connected to the same network as the FP Web-
Server. The computer must be configured in such a way that it supports the TCP/ IP
network protocol see TCP/ IP Setup for Configurator/ Browser Operations via
LAN (see "TCP/ IP Setup for Configurator/Browser Operations via LAN" on page 10-
14).

To install the Configurator, start the setup program on the CD and follow the
instructions of the installation program "Control FP WEB Configurator Tool". Various
examples (see "Description of the HTML Examples" on page 10-3) and HTML pages
are installed along with the Configurator. In addition, the tool DnsDisp.exe, which
locates DNS addresses of an Internet Service Provider (ISP), is copied to the
installation folder.

The Configurator can be started in the Windows start menu under "Programs, NAIiS
Control, Configurator, FP-WEB".
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3.5 Determin ation of the IP Configuration

Every Ethernet participant must have an individual IP address. This address may not
be used a second time in the same network. The IP address consists of 4 numbers
(any 0 to 255, see also IP and TCP/ IP (on page 10-12)). The first numbers define the
network address, the other numbers define the participant's address. The IP address
of the FP Web-Server can be fixed or it can be allocated dynamically by a DHCP-
Server. Also see DHCP or Fixed IP Address (on page 5-4).

=
¢ PROCEDURE

1. In a "self set-up" network (e.g. with only one hub) the IP addresses can be
assigned by yourself

In this case, do not use DHCP. See also Setup of an Individual Ethernet LAN
(on page 10-20).

2. If the FP Web-Server is to be connected to an existing network, the
following data must be obtained from the network administrator:

- Is there a DHCP-Server in the network? If NOT:
- IP address: Which fixed IP address can be assigned to the FP Web-Server?

- Netmask: How is the network address set up (length of the network address
and/or the participant's address)?

- Gateway: What is the gateway's IP address? (0.0.0.0 if there is no gateway to be
used).
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3.6 Generate a New Configurator Project

After having started the Configurator, a Configurator project can be opened from the
local hard drive with [OPEN] (see "Open Project" on page 4-4). A Configurator project
consists of the configuration plus the email texts plus the HTML pages. Upon the
initial start the "default_project" is automatically offered with [OPEN]. With [OPEN]
you can also load one of the examples (see "Description of the HTML Examples" on
page 10-3) (example1 to 9). You can save it under a new name with [SAVE AS] (see
"Save Project As" on page 4-5). On the "Config" page you can adjust the following
most important settings. At least the following inputs have to be made:

e The IP configuration has to be entered accordingly, see also
Determination of the IP Configuration (on page 3-6).

e The RS232C parameter to the PLC may have to be adjusted (19200
801 is pre-adjusted).

e |tis also recommended to enter an individual user name and a
password of your own.

e The HTTP-Server has to be activated for this initial test. (Please turn off
email and PPP!):
"‘ﬂql:unﬁguratul Project: Example3 HE E

Pioject Confia | Email | HTML| Ports | PP |

— Ethemet IP Address——————————— [ PLC Interface

¥ GetIP address from DHCP server Im Baud rate

(133 [133 26 |52  [IPaddress| | g™ <[ patahits

Jess Jess 285 o Hetmask m Bl

ID ID II] ID Bisteviay |1 vI PLC station address

— Password Protecion———— 1~ Main Functions
Iuser U ¥ HTTF server enable
SE A ¥ EMail sending enable

I xxxxxxxx Fassward [ MEWTOCOL TCRAP port

V¥ Tranzparent TCEAP port server
[" Transparent TCRAP port client
[" PPF zerver enable

Web pages showing PLC data:
IHTML controlled 'I Pazzword

|F0r context-zensitive help, highlight Buttan or entry field [uze TAB key] and press F1 key.

End Hilfe |

For the initial test, no other parameters have to be altered. Save the changed project
with [SAVE] (see "Save Project" on page 4-4).
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Comments:

To receive additional help and information on the various Configurator
entries, please move the cursor to the respective input field and press
<F1>.

The "default_project" works without PLC data, i.e. it does not need to be
connected to the FP Web-Server. Nevertheless, in case "Example1" is
used a PLC should be connected.
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3.7 Transfer a Configurator Project to the FP Web-Server

With [FIND] (see "Find Server Function" on page 4-6) the network is searched for all
FP Web-Servers. A list of all FP Web-Servers found will be displayed. Please select
the ID number of the respective FP Web-Server (double-click or press <ENTER>).

If the FP Web-Server is put into operation for the first time (or a new version of the
Configurator was installed), please initialize the FP Web-Server ONCE before
transferring the project, i.e. click [INITIALIZE] (see "Initialize Unit and Upload
Firmware" on page 4-12) and answer the safety request with [YES].

As there are HTML pages required for this initial test, the checkbox "HTTP Files (see
"Upload Configuration Including HTML Files" on page 4-10)" should be activated.
With [SEND] (see "Upload Configurator Project to the Remote Unit" on page 4-8) the
project (configuration plus HTML pages) can be transferred to the respective FP
Web-Server.

‘ﬂ-| Configurator Project: Default_Project _ O] |

Project | Canfia| Email | HTML| Ports | PPP |

— Local Project:
Default_Project
Save | I e | Save Az
— Remate nit;
Find | cErE | | A Retiost
[~ HTTF files

NAIS

|F|:|r context-zenzitive help, highlight buttan or entry field [use TAB key] and press F1 key.

End Hilfe |

Please click [REBOOT] (see "Reboot Button to Restart the FP Web-Server" on page
4-12) after transmission. Wait a little bit and the click [FIND] again to make sure that
the FP Web-Server is online again and to find out which IP address it is using.
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Comments:

Please memorize the IP address for the following tests with the browser
below.

If the FP Web-Server was configured with the wrong fixed IP address, a
query with [FIND] will be made.

FP-Web: What to do? =l

ID=02098 |P=139.199.26.52
The IP configuration of the zelected unit iz not nght.

|lpdate the remate unit IP configuration with the walues from the project?

Hein |

In this case click [YES]. By doing that the FP Web-Server is set to the IP
address entered in the current Configurator project. After a short waiting
period, click [FIND] again.

If the current password of the FP Web-Server is not the same as the
password of the project, the user name and the password are asked
before transmission and/or restart. (([SEND], [INITIALIZE], [REBOQOT)).

Remote unit authentication

IJzer name; I

Pazzword: I
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3.8 Internet Browser to Test the FP Web-Server

The HTML pages of the FP Web-Server can be displayed with a standard Internet

browser. Start the Internet browser and enter the IP address of the FP Web-Server
into the "Location" field.

At Location: fhttp://193.193.26.52/ =]

The HTML page "MAIN.HTM" of the FP Web-Server will be displayed. For the

"Default_Project" (without PLC data, FP Web-Server may not be connected to a PLC)
for example:

¥ FP-WebServer - Main Page - Hetscape

File Edit “iew Go Communicator Help
| 4 2 2 X a & &
Back Forward  Reload Home Search  Metzcape Frirt Security |

§ " Bookmarks A Goto:[hitp://199.199.26 52/mainkim > | @511 What's Related

FP-WebServer default MAIN.HTM

The users PLC homepage comes in here.
Seel the configuration of the "FP-\Webserver"

Cogywight B Matzushitz Elechic Waorks (Evmpe) AG

= == | |Dacument: Done

Or for "Example1" (with PLC data):
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% FP Web-Server - Main Page - Netscape

File Edit Miew Go Communicator Help H First Test - Metscape

- P File Edit Wiew Go Communicator Help
2« ®© A A a2 i : .
Back. Forward  Reload Harme Search  Meb: Q_ Qﬂ \3. <8N

o Bookmarks & Goto[nip:/7133139 26 52/main. i Back | Fowed Relad
EEEE v J'Bnnkmarks A Location: ﬁ"w’ha

FP Web-Server Example 1 [~

TDisplay DT201: 1234

The users FLC homepage comes in here.

[See] the first PLC Web page "FIRST HTw: | DiPlay T1: On

¥1 Control OFF/ON

Copyight B fztzeskits Eleckic Works Ewmpe) AG

Enter DT201 |1234

Fiss ER
’E|={D'=| |Dnu:ument: [ione I s o B T
Comments:

¢ In MAIN.HTM you cannot use PLC data items. Furthermore, it is
impossible in MAIN.HTM to use password protection.

e Ifthe FP Web-Server is operated in an office network with a Proxy
gateway to the Internet, accessing the FP Web-Server HTML pages
might take a long time. In this case, shut off the Proxy function of the
browser for this specific IP address of the FP Web-Server. For the
browser setup see also TCP/IP Setup: Configurator/Browser
Operations Via LAN (see "TCP/ IP Setup for Configurator/Browser
Operations via LAN" on page 10-14).
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3.9 Further Information

o Details on Web-Server's Web Page Functions (see "Details on the FP
Web-Server's Web Page Functions" on page 7-2)

e The PLC sends Emails (Alarm Emails with FPWIN Pro Library (see
"Email Functions of the FP Web-Server" on page 6-2))

e Details on Ethernet/ RS232C Ports (see "Generalities on the Ethernet/
RS232C Ports" on page 8-2)

o Dial-up Networking Setup for Computer and FP Web-Server (see
"Dial-up Networking Setup for Computer/ FP Web-Server" on page 9-2)

3-13



First Steps FP Web-Server

3-14



Chapter 4

Configurator Software



Configurator Software FP Web-Server

4.1 General Information on the FP Web-Server
Configurator

The FP Web-Server Configurator administers "Configurator projects". These consist
of:

e FP Web-Server project file (FP-Web.fpw)

e FP Web-Server configuration (CHIP.INI file)

e Email texts (MAIL_x.TXT files)

e HTTP files (MAIN.HTM; *.HTM; *.GIF; *.JPG ...)

Every "Configurator project" is stored in a separate folder. Email text files, .INI text
files and a subfolder "HTTP" in which all in Web pages for the FP Web-Server are
stored belong to a project.

i_, Address I::I ZHiProgram FilesiMais ControliConfigurakorFP-WEEY Examplal :J e I
: Folders *X | | Mame ¢ ; Size 1 Type ] Modified ]

| £ MAiS Control e | |Shep File Folder 2002-06-01 11:39

i E|{:_] Configurator chip.ini 3KE Configuration Settings  2002-06-23 15:27

I = 8 Safeb, fow 1 KB FPweb-Configurator File 2001-06-22 14:48

i :] BaseFiles 1KE Text Document 2001-06-22 14:49

| E"a Default_Project mail_1.txt 1 KB Text Document 2001-06-22 14:49

| -] (st A |E) mail 2t {KE Text Document 001-06-22 14:4%

| E'Q-] Examplez rnail_3. bt 1KE Text Document 2001-06-22 14:49

| {0 Example3

There are 3 ways to start the FP Web-Server configurator:
1. Start -> Programs ->NAIiS Control/Configurator/FP Web/FP Web Configurator
2. Double-click the project file *.fow of the project within the file explorer

3. Via a DOS command line that includes the configuration to be opened, e.g.
C:\Programs\NAIiS Control\Configurator\FP-Web\FP_Web.exe example1/FP-
Web.fpw

To administer ((OPEN], [SAVE]...) "Configurator projects"”, edit the configuration
(including email texts and HTTP files) and to control the FP Web-Server
(transmission of files, initialization, reboot...), the FP Web-Server Configurator
provides the following main components:

e Control Buttons (see "Configurator Software" on page 4-1)
e Base Configuration (on page 5-1)

e Email Configuration and Texts (see "Email Setup" on page 6-1)
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o HTTP Files and Editor Call (see "HTTP-Server Functions/ Web Pages"
on page 7-1)

e TCP/RS232C Ports Configuration (see "Ethernet/ RS232C Ports" on
page 8-1)

e PPP-Server Configuration (see "PPP-Server Setup" on page 9-1)

In the following sections the individual control buttons of the first page ("project" page)
of the Configurator are described in detail:

“T| Configurator Project: Default_Project [_|O0N %] |

Proiect | Config| Email | HTML | Farts | FPP |

— Local Project;
Default_Project
Save | I e | Save Az
— Remate it
Find | ek D s Reboot
[~ HTTF files

NAIS

|F|:|r context-zenzitive help, highlight buttan or entoy figld [use TAB key] and presz F1 key.

End Hilfe |
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4.2 Control B uttons for the Administration of the
"Configurator Project”

= LaEal PROJREEL = = s o o ey

Seie J Mew SEvE L

4.2.1 Open Project

Open an existing Configurator project on the local hard drive and load it for
processing into the computer's internal memory. Instead of using this button you can
also open an existing project by double-clicking the *.fpw file with the file explorer.

Atfter clicking [OPEN], the last project opened will be offered. Upon initially starting the
Configurator after its installation, the "default_project” will be offered.

A Configurator project will be saved in its own folder. The name of the Configurator
project is equivalent to the folder name.

If the selected folder does not contain a valid Configurator project, you receive the
following error message: "This is not a valid project folder."

After opening a Configurator project, the control buttons [SAVE] and [SAVE AS] are

released and you can switch over to the Configurator pages "Config", "Email",
"HTML", "Ports", "PPP" to edit the parameters therein.

4.2.2 Save Project

Saving an open and possibly changed Configurator project on the local hard drive.

Before a Configurator project can be transferred to an FP Web-Server, an already
changed Configurator project must have been saved.
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4.2.3 New Project

Create a new Configurator project on the local hard drive. After clicking [NEW], the
name of the Configurator project (respectively, the folder in which the Configurator
project should be saved) is entered. Do not use spaces when entering the name.

When finished entering the name, please press <ENTER>. Afterwards, select a main
folder in which the Configurator project is to be saved, i.e. in which the folder of the
Configurator project is to be created. A new project will be created with the default
data from the "BaseFiles" folder.

4.2.4 Save Project As

An open Configurator project is saved on the local hard drive under a new name as a
new Configurator project. After clicking [SAVE AS] the new name of the Configurator
project (i.e. the name of the folder in which the Configurator project should be saved)
can be entered.

Do not use spaces when entering the name.
When finished entering the name, please press <ENTER>. Afterwards, select a main

folder in which the Configurator project is to be saved and/or in which the folder of the
Configurator project is to be created.

4.2.5 Enter New Project Name (_[NEW], [SAVE AS]_)

Entering a new Configurator project's name (i.e. the folder in which the Configurator
project should be saved):

Do not use spaces when entering the name.
When finished entering the name, please press <ENTER>. Afterwards, select a main

folder in which the Configurator project is to be saved and/or in which the folder of the
Configurator project is to be created.
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4.3 Control Buttons for FP Web-Server Control

Remate Lnit:

ol | e | e Fahen!

4.3.1 Find Server Function

The Configurator tries to find all FP Web-Servers in the network. A list of all FP Web-
Servers found will be displayed. The user can select the FP Web-Server that should
be configured.

For this the Configurator software sends an "UDP Broadcast" command via its
Ethernet card into the network, e.g.: "FP Web-Servers, report back to the
Configurator!" All FP Web-Servers in the same network (in which the computer is also
installed and on which the Configurator is running) receive this "UDP Broadcast"
command and send their status information back to the Configurator. The status
information (ID number, IP address and name of the last Configurator project) is
displayed in a list.

A selection from the list can take place by using the mouse or the TAB key and by
pressing <ENTER>.

After selecting an FP Web-Server from the list, it will be checked to see that it is
functioning properly. See also Select From List of Units Found (on page 4-7).

If you do not find the desired FP Web-server in the list, double-click Additional units:
Manual IP address entry (see "Enter IP Address Manually" on page 4-7) to enter an
IP address manually.

Comment:

An FP Web-Server using a modem gateway or a router cannot be found with an
"UDP Broadcast" because of blocked communication. Such an FP Web-Server
(behind a gateway or router) can be configured via TCP communication when the IP
address is entered manually at Additional units: Manual IP address entry (see
"Enter IP Address Manually" on page 4-7).
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4.3.2 Enter IP Address Manually

Enter the IP address of the desired FP Web-server manually. The address will be
checked and used in case an FP Web-server is found.

Remote unit IP address entry |

Enter the P address of the remate unit to
be configured. Alza unitz ‘Behind' gateways
ar routers can be addrezsed.

{192 176 12 20 | IP addess

cocs|

4.3.3 Select from List of Units Found

Select of the FP Web-Server from the list of the units found by double-clicking or
pressing <ENTER>.

After selecting an FP Web-Server, it will be checked whether this FP Web-Server can
be reached via the network with a conventional TCP/ IP connection. If the FP Web-
Server selected does not possess a valid IP address for the network, the following
message will be displayed:

— Remate Unit;

Find I Semd l | mitralize | Hebomt |

FP-Web: What to do? |

ID=0209E IP=199.199.26.52
The IP configuration of the zelected unit iz not right,
|lpdate the remate unit IP configuration with the walues fram the project?

Hein |

After clicking [YES], the new IP configuration of the current Configurator project will
be transferred to the FP Web-Server via a "UDP Broadcast" command. (The UDP is
used because the TCP/ IP transmission of the configuration does not work yet.) After
a short waiting period [FIND] can be clicked anew to select the FP Web-Server.
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Comment:

The FP Web-Server configured with the help of a "UDP Broadcast" command only
reconfigures the IP address. For this reason, do not forget to transfer the other
configuration data by clicking [SEND]!

4.3.4 Transfer Co nfigurator Project to the Remote Unit

[SEND] transfers the configuration data of the current Configurator project to the FP
Web-Server selected. If all HTTP files (HTML and graphic files) are to be transferred
simultaneously along with the configuration (parameters and email texts), the
checkbox "HTTP Files " should be activated.

If the transfer is successful, the FP Web-Server will be checked for the version of the
firmware used. If the latest firmware is not used, you will be asked to download the
latest firmware supplied with the configurator tool by clicking [INITIALIZE].

Before transmitting data to the FP Web-Server, a safety request is carried out:

FP-Web: What to do? |

/'E?
Q Transfer;

Computer > FP 'Wfeb-Server

Really modify the remote umit?

MHein |

Data transmission to the FP Web-Server starts after clicking [YES], whereupon the
existing FP Web-Server settings will be irrecoverably overwritten.

After the transfer is successful the following message allows the unit to be rebooted
immediately.

FP-Web: Success B4 |

/’ih“ Femote upload succesfully completed.
With the next BEBOOT the changes will be activated.

Reboat the remate unit now?

Hein |

4-8



FP Web-Server Configurator Software

If you do not reboot the unit at this moment, you can click [REBOOT] (see "Reboot
Button to Restart the FP Web-Server" on page 4-12) after data transmission to
activate the altered configuration.

For data transmission, a Configurator project has to be opened and a FP Web-Server
has to be selected with [FIND]. After having made changes to the configuration data,
store the Configurator project by clicking [SAVE] before clicking [SEND] — otherwise
you will receive the following error message:

FP-web: Problem E|

The current project has been changed but not sawved.
Fleaze zave the changes before uploading ta the unit.

If the current Password (see "Password for Web Pages Containing PLC Data" on
page 5-6) of the FP Web-Server does not correspond to that of the Configurator
project, the user name and the password will be requested before data transmission.

Hemote unit authentication E |

Ilzer name:; I

Paszward: I

If a transmission error occurs, an explanatory text will be displayed along with it. If
data transmission could not be carried out completely because of a transmission
error, the following error message is displayed at the end of the [SEND] function:

FP-Web: Problem E|

0 Errar: Bemate upload not succeszsful. Configuration not completely uploaded!
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Comments:

¢ Any communication of the FP Web-Server via Ethernet must be stopped
before a new configuration is sent to the FP Web-Server. For example,
the FPWIN Pro online mode must be ended before changing the
configuration of the FP Web-Server.

¢ In some cases it might be even necessary to exit and terminate FPWIN
Pro completely to be able to release the TCP connections of the
"Communication Manager".

¢ When using the command [SEND] immediately after opening a version
1.0 project with version 1.2 of the FP WEB Configurator Tool you will
receive the following message. You should save the project to update
static parameters.
FP-Web: Problem ]|

Pleaze S4WE the curment project before pou can SEMD it to the remaote unit.
Some ztatic project parameters need to be updated to the new version.
The project can sl be edited with previouz versions.

¢ Accept the message with [OK], save the project and proceed with
[SEND]. After completing this procedure you can still open this project
with version 1.0.

e [Send] also checks if the unit's firmware needs to be updated. If this is
the case, a message is displayed to use [Initialize] to update the
firmware.

After the transfer of the project is successful you will receive a message that the
upload is complete. Click [YES] to when asked if you want to reboot the remote unit
now. All settings are transferred and you do not need to click [REBOOT] after the
upload.

4.3.5 Transfer Co nfiguration Including HTML Files

The checkbox "HTTP files" can be activated in order to transfer the configuration
(parameters and email texts) and all the HTTP files (HTML and graphic files)
simultaneously. The transfer is started by pressing [SEND].

HTML files that contain PLC Data Fields (see "Data Fields for Displaying PLC Data
on HTML Pages" on page 7-10) are compiled automatically before data transmission.
In case the formatting errors are diagnosed when the PLC data fields are interpreted,
you will receive an error message similar to the following:
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FP-Web: Problem |

Errar in HTML File 'dt200. ktm';
Error number: -8

Erar text: 'PLC datafield length ermar. Use {Topetddress Length/OnT ext_Format DT ext)
Position in HTML file: 1264 [character count]

Source: . ADT205 u_+dle fonks < fonts< b

<bre<bs ...

and the data transmission is not carried out.

If only the HTTP files have been changed (the configuration has remained unaltered
since the last restart of the FP Web-Server), the HTML pages can be accessed
immediately, without restarting the FP Web-Server.

If the HTTP files sent to the FP Web-Server exceed the available memory (see
"Available Memory" on page 7-39) you will receive the following message:

FP-Web: Problem ]

Error: The flazh memory of the remate unit iz fulll Pozsible zolutions;
* Reduce the size of the HTML and azzociated files.
*Set the 'HTTP files' checkbox before SEMD to remove ald HTHL files.
* Reduce the zize of predefined email texts.
* Dizable unneeded functions [Email, HTTF, Ports ..

Approximately 148kB of the flash memory are available for HTML files. To reduce the
memory used, try one of the following solutions:

1. Reduce the size of the HTML and associated files.

2. Set the 'HTTP files' checkbox before clicking [SEND] to remove old HTML files.

3. Reduce the size of predefined email texts or delete unused text files.

4. Disable unused functions (Email, HTTP, Ports ...) in the "Config" tab.

5. To free memory of the FP Web-Server click [Send] again when HTML pages
containing PLC data fields are tested and error-free. This will delete the *.MTM

files (copy of HTML files when PLC data fields are deleted) that are no longer
used on the FP Web-Server.
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Comment:

To be able to provide HTML pages for the browser, the HTTP-Server of the FP Web-
Server has to be activated. See HTTP-Server Enable (on page 5-10).

4.3.6 Initialize Unit and Transfer Firmware

Initialization of the selected FP Web-Server (after a safety request has been carried
out). The following steps will be executed:

e All data on the FP Web-Server is deleted.

e The current firmware (from the "BaseFiles" folder of the Configurator) is
transferred.

e A default configuration (with DHCP, all functions shut off) is transferred.

Afterwards, the respective Configurator project should be transferred with [SEND]
(see "Upload Configurator Project to the Remote Unit" on page 4-8). After that a
[REBOOT] (see "Reboot Button to Restart the FP Web-Server" on page 4-12) should
be performed.

If the current Password (see "Password for Web Pages Containing PLC Data" on
page 5-6) of the FP Web-Server does not correspond to that of the Configurator
project, the user name and the password will be requested before data transmission.

Comment:

If the FP Web-Server is put into operation for the first time (or a new version of the
Configurator was installed), please initialize the FP Web-Server ONCE before
transferring the project, i.e. click [INITIALIZE] and answer the safety request with
[YES]. If you did not initialize the unit, a message after the next send informs you to
update the firmware with [INITIALIZE].

4.3.7 Reboot Button to Restart the FP Web-Server

Reboot the FP Web-Server to make sure that the last configuration changes have
been accepted (after having pressed [SEND]). After waiting for about 15 seconds,
click on the [FIND] button to determine whether the FP Web-Server is online after
rebooting and to find out which IP address it is using.

After rebooting, the current firmware version of the FP Web-Server is detected and
displayed, e.g. with hardware version 1.0:
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FP-%eb: Success |
r”i‘ Fiebooting in progress,
\) Please wait 15 zeconds and then try a new FIMD,
05 Info

Sefialnumber=02038

Boatstrap werzion 02.08

Bioz werzion V1.00 LARGE_FPFFP
Build: May 4 2001

If the current Password (see "Password for Web Pages Containing PLC Data" on
page 5-6) of the FP Web-Server does not correspond to that of the Configurator
project, the user name and the password will be requested before the reboot.

4.3.8 Password Window Popping Up Automatically

If the current password of the FP Web-Server does not correspond to that of the
Configurator project, the user name and the password will be requested before data
transmission/ rebooting (click [SEND], [INITIALIZE], [REBOOT]):

Remote unit authentication |

Ilzer name: I

Paszward: I

After entering the user name by pressing the <TAB> key or clicking the mouse, you
can write into the password field.

It makes no difference whether you use capital letters or small letters when entering
the user name and the password. See also Default Passwords (see "Preinstalled
Passwords and Safety Instructions" on page 10-28).
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5.1 Main Configuration

The main settings for the FP Web-Server are adjusted on the "Config" Configurator
page. At least the following entries need to be made:

The IP configuration has to be entered.

The RS232C parameter to the PLC might have to be readjusted (19200
801 is pre-adjusted).

It is recommended to enter an individual user name and password.

Depending on which settings are required, the main functions have to be
enabled.

q-1-| Configurator Project: Example3

Pioject Confia | Email | HTML| Ports | PP |

— Ethemet IP Address——————————— [ PLC Interface

¥ GetIP address from DHCP server |15200 vI Baud rate

19 [is |26 |52 IPaddess Data bits

IS vI
[255 T8 [o55 o Netmask [04d =] Paity
I‘I vI

ID ID ID IIj EEIEIE! PLLC ztation address

— Password Protecion———— 1~ Main Functions
Iuser U ¥ HTTP server enable

SE A ¥ EMail sending enable
[~ Essnerd I~ MEWTOCOL TCPAP por

V¥ Tranzparent TCEAP port server
[" Transparent TCRAP port client
[" PPF zerver enable

Web pages showing PLC data:
IHTML controlled 'I Pazzword

|F0r context-zensitive help, highlight Buttan or entry field [uze TAB key] and press F1 key.

End Hilfe |
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5.2 Ethernet IP Configuration

Every Ethernet participant must have an individual IP address. This address may not
be used a second time in the same network. The IP address consists of 4 numbers
(any 0 to 255, see also IP and TCP/ IP (on page 10-12)). The first numbers define the
network address, the other numbers define the participant's address.

ot Nl etwork Compuer ivost |
f;:s-sgvf . Network Computer | Host ]
ey 10 Network Computer I Host]
e 0 Muticast Address |
s M Undsfined Format ]

The IP address of the FP Web-Server can be fixed or it can be allocated dynamically
by using a DHCP-Server. See also DHCP or Fixed IP Address (on page 5-4).

=
™ ¢ PROCEDURE

1. In a "self set-up" network (e.g. with only one hub) the fixed IP addresses can
be assigned by yourself

See also Setup of an Individual Ethernet LAN (on page 10-20).

In many cases a class C network is used. The network is identified by 3 numbers.
The participants (Computers, Units, FP Web-Server...) are distinguished by the
last number (1 to 254), e.g. 192.168.206.1 to 192.168.206.254.

In case this network is connected to a second network via a gateway (e.g. the
computer for configuration might be in this network), the gateway address also
needs to be specified, e.g.:

Computer in x.y.206.z Network with Netmask 255.255.255.0, using the x.y.206.1
Gateway.

FP Web-Server in x.y.60.z Network with the following settings:
- IP Add=x.y.60.31
- Netmask=255.255.255.0

- Gateway=x.y.60.1
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2. In case the FP Web-Server should be connected to an existing network, the
following data must be requested from the network administrator:

- Is there a DHCP-Server in the network? If NOT:
- IP address: Which fixed IP address can be assigned to the FP Web-Server?

- Netmask: How is the network address set up (length of the network address
and/ or the participant's address)?

- Gateway: What is the gateway's IP address? (0.0.0.0 if there is no gateway to be
used).

5.2.1 DHCP or Fixed IP Address

If a DHCP-Server is used in the network, the FP Web-Server requests and receives
its IP configuration (IP address, netmask, gateway IP address) from this DHCP-
Server. The DHCP-Server assigns the |P address of the FP Web-Server dynamically.
The current address can be detected by clicking [FIND] (see "Find Server Function"
on page 4-6).

The advantage of the DHCP-Server is that no fixed address needs to be requested
by the network administrator. The disadvantage is that the IP address might change
upon every restart of the FP Web-Server. In such a case the address also has to be
readjusted on the client's side (browser, programming tools)!

Comment:

If the FP Web-Server is configured to use a DHCP-Server for starting the FP Web-
Server and it cannot find a working DHCP-Server, the FP Web-Server will use the
fixed IP address of the configuration instead! Being aware of this, it is a good idea to
configure the fixed IP address, the netmask and the gateway address first and to
activate the DHCP flag then.

5.2.2 IP Address

If no DHCP-Server is used, the fixed IP address of the FP Web-Server needs to be
entered here. For further information on the IP Configuration see also Main
Configuration (on page 5-2).
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5.2.3 Netmask

If no DHCP-Server is used, the netmask of the network used needs to be entered
here. This netmask assigns the address sections for the network's and/ or the unit's
addressing. For further information on the IP Configuration see also Main
Configuration (on page 5-2).

5.2.4 LAN Gateway Setup

If no DHCP-Server is used, the optional IP address of the gateway used in this
network has to be entered. If no gateway should be used 0.0.0.0 must be entered
there.

If a gateway is used, every unknown IP address (which cannot be found in the local
network) is transferred to external networks by the gateway.

For further information on the IP Configuration see also Main Configuration (on
page 5-2).

Comments:

e A gateway is needed if the FP Web-Server should communicate with a
computer (Internet browser, Email-Server, FPWIN...) which is located in
a different sub-network. See Details on the Email-Server (see
"Generalities on the Email-Server" on page 6-12) for an example
configuration.

o Ifan FP Web-Server is set up as a remote gateway (PPP via modem)
the IP address of this particular gateway FP Web-Server has to be
entered here. See PPP Modem-Server (see "Dial-up Networking Setup
for Computer/ FP Web-Server" on page 9-2) for detailed information and
a setup example.
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5.3 Password Protection

5.3.1 User Name and Password

The user name and the password for the following functions of the FP Web-Server
are determined here:

¢ Transmission of the Configuration with [SEND] and [INITIALIZE]
e Reboot and Request for Version with [REBOOT]

e Optional Access to HTML Pages see Password for Web Pages
Containing PLC Data.

e PPP-Server Modem Gateway Access
Note: Do not use capital letters for the user name or the password for
the PPP-server connection.

If no PPP server function is used it makes no difference whether you use capital
letters or small letters when entering the user name and the password. The user
name and password must have 1 to 9 characters. Not allowed are umlauts, Japanese
characters and an empty user name or password entry. See also Default Passwords
(see "Preinstalled Passwords and Safety Instructions" on page 10-28).

After a password change in the Configurator the following steps will activate the new
password on the remote FP Web-Server.

e Save Configurator project with [SAVE] to local disc
¢ [FIND] the remote unit and start configuration upload with [SEND]
e Upon request enter the previous (old) password for remote connection

o After successful configuration upload [REBOOT] remote unit
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5.3.2 Password for Web Pages Containing PLC Data

This selection only relates to HTML pages showing PLC data.

“Wweb pages showing PLC data:
iHTML cortrolled j Fassword

HTML contralled i
All data pages

All Data Pages All pages containing PLC data are protected by a password.

None None of the pages containing PLC data are protected by a password.

HTML Controlled Only those HTML pages containing the marker {PW} in the HTML text are
protected by a password. The marker{PW} is invisible in the browser.
Also see Activating Password Protection for an Individual HTML
Page (on page 7-19).

Comments:

e The homepage of the FP Web-Server MAIN.HTM cannot administer
PLC data fields and it cannot be protected by a password.

e If you enter a password the browser will memorize until it is restarted,
i.e. if you do not exit the browser you have to enter the password only
once.

e If you are working with Netscape you also have to end Netscape
Composer to force the browser to forget the password just entered.
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5.4 PLC Interface

The FP Web-Server receives its data (for the HTML pages, the MEWTOCOL port,
email requests) from the PLC via the 3-pin RS232C port with the name "PLC COM."
For a detailed description of the cables and the DIP switch functions see PLC
Connection, Modem, Cable Drawings, DIP Switches (see "PLC Connection, Cable
Drawings, Modem, DIP Switches" on page 10-7).

The following settings have to correspond to the respective RS232C ports (TOOL or
COM port) of the PLC. To do so, open the "Tool Port" or "COM Port" settings in
FPWIN Pro under "PLC Config", "System Register" and compare and/or adjust the
parameters. The TOOL port of the PLC always uses an odd parity:

MNo | Rem Mame Data Dimensi | Range Additional Information |

412 f COM port selection Computer-Link & Unused Selects the function of communication mode
Cormputer-Link far the COM port.
General purpose

413 1 COM port sending data length g Tto8 COM port data length.

413 1 COM port sending parity check Wyith-Odd 3 MNone COM port parity check
With-Odd
With-Even

413 1 COM port sending stop bit it 1t02 COM port stop bit.

413 1 COM port sending terminator CR CR COM port terminator.
CR+LF
ETa
Nane

Mo-5TH COM port header.
STH

19200 Specifies the baud rate settings
9600 for the COM port

4800
2400
1200
GO0
300

415 { COM port unit Mo i 11032 Station nurmber when the
COM port is used
for computer link communication

I&

1 |

413 1 COM port sending header Mo-5Tx

I8

414 1 COM port baud rate 19200

B COM port rmodern connection Dizable bt Digable Format rodern connection for COM port
Enable Set System Register 413 so that the
total number of bits used to send
- a character adds up to 10 bits
M7 | General port receive buffer top value 1] OtoB144 Starting address of receive buffer
in general purpose communication.
418 i General port receive buffer capacity 1] Otob144 Specifies the nurmber of words

to be used as a buffer
defined in Systemn Register 417.

5.41 PLC RS232C Baud Rate

Baud Rates of 1200 to 115200 BPS must comply with the PLC Setting (see "PLC
Interface" on page 5-8).

The FPO TOOL Port is preset to 9600 BPS.
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5.4.2 PLC RS232C Number of Data Bits

The number of data bits is 7 or 8 depending on the PLC Setting (see "PLC Interface"
on page 5-8).

The FPO is preset to 8 data bits.

5.4.3 PLC RS232C Parity Bit

What kind of parity there is, if there is a parity, depends on the PLC Setting (see
"PLC Interface" on page 5-8).

The FPO TOOL Port is preset to the odd parity.

5.4.4 PLC MEWTO COL Station Address

The MEWTOCOL station address specified here is used by the FP Web-Server for
PLC data requests in case of email or HTTP operations. The values from 1 to 64
correspond to the PLC Setting (see "PLC Interface" on page 5-8) of the RS232C that
it used.

The selection EE refers to a universal address ALL PLCs respond to (Never use it in
C-net mode!).

The FPO is preset to MEWTOCOL station address 1.

Upon the request of PLC data for HTML pages, the address adjusted here can be
modified by the calling parameter &A=x in the "Location" row of the browser. For
details see Web Pages (see "HTTP-Server Functions/ Web Pages" on page 7-1).
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5.5 Selection of Main Functions

5.5.1 HTTP-Server Enable

This checkbox enables the HTTP-Server within the FP Web-Server. If HTML web
pages are used (with or without PLC data display/ input), this checkbox should be
activated.

For the administration of the HTML files of the Configurator project, see Configurator
HTTP Administration and Functions (on page 7-35).

For the definition of PLC data fields in HTML pages, see Details on Web-Server

Functions and Web Pages (see "Details on the FP Web-Server's Web Page
Functions" on page 7-2).

5.5.2 Email Sending Enabled

This checkbox on the main configuration page is identical with the email configuration
page.

See Email Enable/ Disable (on page 6-24).

5.5.3 MEWTOCOL TCPI/IP Port Enabled

This checkbox on the main configuration page is identical with the configuration page
for the ports.

See Enable MEWTOCOL Port (see "Enable MEWTOCOL Port Server" on page 8-6).

Comment:

Disable the MEWTOCOL port if not used to save the FP Web-Server's memory (see
"Available Memory" on page 7-39).
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5.5.4 Transparent TCP/IP Port Enabled

You can select between using a transparent TCP/IP port server (see "Enable
Transparent TCP/IP Server Port" on page 8-9) or a transparent TCP/IP port client
(see "Enable Transparent TCP/IP Client Port" on page 8-9).

This checkbox on the main configuration page is identical with the configuration page
for the ports.

Comments:

e You can use either the transparent TCP/IP port or the Internet email
server (see "Internet Dialup Settings" on page 6-17) because both need
the RS232C port for data exchange.

o If the PPP-Server of the FP Web-Server is active and a modem is
connected to the 9-pin RS232C, transparent communication is
impossible, i.e. either a transparent RS232C port or a PPP-Server for
external modem access (PPP Gateway to the Ethernet) is possible.

¢ Disable the transparent communication port if it is not used to save the
FP Web-Server's memory (see "Available Memory" on page 7-39).

5.5.5 PPP-Server Enabled

This checkbox in the main configuration is identically to the one in the PPP-Server
configuration page.

See PPP-Server Enable/ Disable (on page 9-17).

If the PPP-Server of the FP Web-Server is active and a modem is connected
to the 9-pin RS232C, transparent communication is impossible, i.e. either a
transparent RS232C port or a PPP-Server for external modem access (PPP

Gateway to the Ethernet) is possible.
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6.1 Email Functions of the FP Web-Server

The FP Web-Server can send out emails, e.g. in case of an alert. An existing Email-
Server is used to distribute the emails triggered by the PLC see also Details on the
Email-Server (see "Generalities on the Email-Server" on page 6-12). The PLC can
use predefined text messages (stored in the FP Web-Server) as well as variably
created email texts (stored as ASCII strings in the PLC). The FP Web-Server informs
the PLC if the email has been sent out correctly.

After a predefined time interval (for example every 7 seconds) the FP Web-Server
checks an internal relay of the PLC (via MEWTOCOL) to find out if the PLC wants to
send out an email. The polling interval (see "PLC Polling Interval" on page 6-27)
between the PLC requests (and the address of the PLC internal relay that starts the
sending of the email) can be defined in the Configurator project.

If the HTTP-Server and/or the Ethernet/ RS232C ports are carrying out MEWTOCOL
communication with the PLC at the same time, the polling time can take longer than
specified in the setup. Especially when carrying out the multi-frame MEWTOCOL
commands (PLC program download) via the Ethernet/ RS232C ports, the email
polling of the PLC internal relay is delayed.

A) Using an email server via Ethernet LAN:

Please ask your network administrator to clarify the following requirements:

¢ An email SMPT-Server in the LAN is required. See also Setup of an
Individual Ethernet LAN (on page 10-20).

e The address of the Email-Server has to be stated correctly in the
Configurator project.

e A defined email address, which is known to the Email-Server, should be
assigned to the PLC (respectively the FP Web-Server).

B) Dialing up an email server in the Internet:
e A modem is needed to dial up an ISP

e An email account of an Internet email ISP is needed.

6.1.1 Email Parameters in Configurator Projects

The following settings of the Configurator project concern email functionality
(Examples (see "Description of the HTML Examples" on page 10-3) include the
Configurator project "Example2" for Ethernet LAN usage and "Example7" for Internet
email).
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The communication parameter of the RS232C to the PLC for email handling is
defined in the Configurator's tab "Config".

PLC interface

|1920|:| vl B aud rate
IB vl Drata bits

Odd * | Parity

I'I "I PLC station address

Open the "Email" Tab in the Configurator for all further settings:

T'1":|5-|[:I:Inl‘iguratu::l Project: Example3

Project | Canfig Email |HTML| Pors | FPP |

¥ Email zending enable

Email Server || 39499 2620 Email zerver address

Iplc@server.tst Email zender addrez=
R |20 R |21 PLC contral relay
pTfio0 DT[I0T PLC addiess register e el

Dial-up and
IE Fall time delay [=] ISP zettings

a | Emaill recipient addresz: 0
- |<persu:un'l (@gerver taty

a | Email kext number; 2

FROM: PLCES erver Tat ﬂ

SUBJECT: FPO Email Alert. Alarm Button 3 was prezsed!

FPO haz releazed an alert - triggered by button 3! Please zend the semvice
vehicle and inform the general management.
Thank you and best regards from pour FPO. ;j

End Hilfe |

"Email sending enable":

This setting is used turn the email function of the FP Web-Server on or off. Disable
this checkbox if the email function is not used. This saves the FP Web-Server's
memory (see "Available Memory" on page 7-39).

[Email Server]

See Email Server Settings (on page 6-13) for detailed information.
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"Email server address":

The name of the server or the IP address configured in the Email Server Settings
(on page 6-13) dialog is shown here.

"Email sender address™:

The email sender's address (email address of the PLC, i.e. the FP Web-Server) is
defined here. It must be known to the SMPT email server.

Always enter the email sender's address without <> characters! Japanese
characters are not allowed, nor are ASCII characters that contain umlauts.

[Internet Email: Dial-up and ISP settings]

See Internet Dial-up Settings (see "Internet Dialup Settings" on page 6-17) for
detailed information.

"PLC control relay":

e The PLC internal relay Rxy is prompted by the FP Web-Server and is
set by the PLC in case an email has to be sent. Rxy is reset by the FP
Web-Server after the email has been sent.

e If an error occurs, the Rxy+1 is set by the FP Web-Server after the email
transmission. Otherwise the Rxy+1 will be reset.

This setting also has to correspond to the PLC Program (see "PLC Program
with Function Block from the Library M_CE_LIB" on page 6-7).

"DT PLC address register":

e PLC 16-bit DT Address DTzz: For sending the email, the value
(Content) of the storage location DTzz is read by the FP Web-Server
and interpreted as a DT address (Pointer), where the string (an FPWIN
Pro string with a header) with the recipient's email address begins. If the
value of the DTzz lies in the range of 0 to 3, the Recipient’s Address
(see "Selection and Input of Predefined Email Recipient's Addresses" on
page 6-27) defined in the Configurator project is used.
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e DTzz+1: For sending an email, the value (Content) of the storage
location DTzz+1 is read by the FP Web-Server and interpreted as a DT
address (Pointer), where the string (an FPWIN Pro string with a header)
with the recipient's email address begins. If the value of the DTzz lies in
the range of 0 to 3, the email text defined in the Configurator project is
sent (see below).

* NOTES

e Data in the FL range is impossible!

¢ This setting also has to correspond to the PLC Program (see "PLC
Program with Function Block from the Library M_CE_LIB" on page 6-
7).

"Poll time delay"”:

After the time interval has been predefined (for example every 7 seconds), the FP

Web-Server checks the internal relay PLC Control Relay (see "PLC Email Control
Relay Register" on page 6-25) of the PLC (via MEWTOCOL) to find out if the PLC

wants to send an email.

The "Poll time delay" works in the range of 1 to 60 seconds.

This interval has to agree with the "Server_Timeout" definition in the global
variables of the PLC Program (see "PLC Program with Function Block from
the Library M_CE_LIB" on page 6-7).

"Email recipient address: x":

Predefined email address of the recipient No.0 to No.3: With the [Spin] buttons (arrow
up/ down) you can choose among the 4 input fields for the recipient's addresses.
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Comments:
e Always enter the predefined email address of the recipient with <>
characters!

e Umlauts and Japanese characters are not allowed.

e Arecipient's address can be selected by using the numbers 0 to 3 in the
PLC Program (see "PLC Program with Function Block from the Library
M_CE_LIB" on page 6-7).

"Email text number: x":
Predefined email texts No.0 to No.3, see also Predefined Email Texts on the FP
Web-Server (on page 6-6):

With the [Spin] buttons (arrow up/ down) you can choose among the 4 input fields for
the email text input.

Comment:

A predefined text can be selected by using the numbers 0 to 3 in the PLC Program
(see "PLC Program with Function Block from the Library M_CE_LIB" on page 6-7).

6.1.2 Predefined E mail Texts on the FP Web-Server

Up to 4 email texts (0 to 3) can be predefined on the FP Web-Server. These can be
selected and sent from the PLC alternatively to the email text string (in the PLC
memory). In the first line of the text files, any text concerning the subject can be
entered:

SUBJECT: arbitrary text

Afterwards, up to 31950 characters (almost 32kB) of email text can follow. Also the
same quantity of characters is allowed when reading email from the PLC.

Comment:

For email text, use only 7-bit ASCII characters. A binary (8-bit) attachment is planned
for the next version.

The email texts are saved in ASCII text files as "mail_x.txt" in the Configurator
project. Whereas _x stands for a number from 0 to 3. If it is absolutely necessary to
edit these files outside of the configuration, use a text editor only (Notepad,
EditPad...). Do not work with a word processing system, such as WinWord.

e.g.: File mail_0.txt from the Configurator project "Example2":

SUBJECT: Email Alert
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Hello PLC user,
This is an email alert from your
PLC. Service required.

Code words in the first line of the email:

The RFC 822 regulation defines several keywords such as the keyword "Subject",
used in the examples above. If you read the RFC regulations, you will find that you
can freely define a return address and a date when an email was sent, "Cc", "Bcc",
which should also work with the FP Web-Server.

6.1.3 PLC Program with Function Block from the Library M_CE_LIB

The following section describes a PLC program that cooperates with the Configurator
project "Example2". By activating the PLC input, the "M_CE_Tst.asc" program sends
out an email.

For creating the following PLC program, "NAiS Control FPWIN Pro", the file
"M_CE_Tst.asc" (program) and the file "M_CE_Lib.sul" (library) are required. This
PLC sample program is thought of as an example for individually developed PLC
programs. You can find the library and the program in the installation path
"Programs/NAiS Control/Configurator/FP-WEB/FPWIN Pro_Example" of the
Configurator.

=
AP ¢ PROCEDURE

1. Copy the files "M_CE_Tst.asc" and "M_CE_Lib.sul" into a new folder

2. Start FPWIN Pro and create a new project
3. Select the "Library Pool" in the FPWIN Pro Navigator

4. Select and install "M_CE_Lib.sul" from the new folder by pressing [Edit],
[User Library] and [Install/Create]

5. Import the project M_CE_Tst.asc with [Project] and [Import Project]
Now the project should already be faultlessly translatable. Do not forget to save it.

6. Double-click "Libraries" in the FPWIN Pro Navigator to open the Library
Pool

7. Click with right mouse button on "M_CE_Lib" and select "Open" from
context menu

Do not enter a password. Open the library with [OK].
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8. Double-click "Global Variables™ under "M_CE_Lib"

Class | [eritier | Woteusti | 1EC_tddres| Typo
N MALPLC_CTR s (R20 | !
e
___2_ VAR, GLUB.:F-.L

9. The following variables have to be compared and adjusted (where
necessary) to the settings of the configurator project

a)

MAIL_PLC_CTR_srt R20
MAIL_PLC_CTR err R21

H |2':I H I:21 PLC contral relay
b)

MAIL_PLC_POI_rec DT100
MAIL_PLC_POI_txt DT101
DT[100 DT[I01 PLC addess register
c)

Server_Timeout 50

50 * 0,2 = 10s This value needs to significantly exceed the value defined in the
poll time delay of the Configurator project! If the FP Web-Server sends an email
via Internet dialup the value should be set about 1000s (3 minutes).

d)

The email text stored at the variable 'email_txt' in the PLC can contain
theoretically up to 32.000 7-bit ASCII characters but FPWIN Pro allows only a
maximum string length of 255 characters. This string length can also be set in the
Global Variable List.

10. Select the program "Email Test" in the "POU Pool" and open the "Body"
It is absolutely necessary to adjust the recipient's email address in network 4.

Please use your own email address and do not forget to put the <> brackets
around the address.
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Input #3:
| Send the predfined text no. 2 to 3 wariable email recipient address.

................... E_MOVE
........ EN END
------- WY persondf@server tsts' —— 3 Num
............... |ns-tance-1. . . . . .
----- BE - : b_Send_Emsil

Ir Send Active
---------- 4 —— Recipiernt tdail Done
---------- 2 —— Emazil Text ail Error

—ra=il_add- - - - - - - -

) Attertion: max
: 52 characters

11. Please make sure that the RS232C parameter of the PLC for the
communication with the FP Web-Server is set correctly

The RS232C parameter of the PLC can be adjusted in FPWIN Pro. The RS232C
communication parameter of FP Web-Server to the PLC for the email handling is
determined in the Configurator "Config" tab, see also PLC Interface (on page 5-

8).

— PLC interface
15200 b

-

I

0dd %

-

]

Baud rate
Drata bitg

Parity

PLC station address
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12.

These settings have to correspond to the settings of the respective RS232C ports
(TOOL or COM port) of the PLC. To do this, open the "System Register", "Tool
Port" or "COM Port" settings in the "PLC Config" and compare and/ or adjust the
parameters. The TOOL Port of the PLC always uses an "Odd" Parity:

Mo | ltem Name

Data

Dimensi | Range

Additional Information

412 | COM port selection Computer-Link & Unused Selects the function of communication mode
Cornputer-Link for the COM port.
e | General purpose
413 | COM port sending data length 8 7t08 COM port data length
13 [ COM port sending parity check Wyith-Odd ¥ Mone COM port parity check
With-Odd
Wyith-Even
413 | COM port sending stop bit 1 Tto2 COM port stop bit
413 | COM port sending terminator CR ¥ CR COM port terminator.
CR+LF
ETX
| Mone
413 | COM port sending header Mo-5Tx ¥ Mo-5TH COM port header.
n STX
414 1 COM port baud rate 19200 ¥ 19200 Specifies the baud rate settings
9600 for the COM port
4800
2400
1200
600
300
416 | COM port unit Mo 1 1to 32 Station nurmber when the
COM port is used
far computer link communication
A6 | COM port modern connection Disable ¥ Disable Format modern connection for COM port
Enable Set System Register 413 so that the
total nurber of bits used to send
| a character adds up to 10 bits
417 | General port receive buffer top value [u] OtoB144 Starting address of receive buffer
in general purpose communication
418 | General port receive buffer capacity u] DtoB144 Specifies the number of words
to be used as a buffer
defined in Systerm Register 417

Compile the program, transfer it to the PLC and start it

Make sure that the FP Web-Server is connected and online.

13. The program waits for the inputs X1 to X3 and generates the following
emails if a positive edge is detected at the input

Nw 2: Input X1

Code 1:

Email to a recipient's email address (No.1) that was
predefined in the Configurator project.

Code 3:

project.

Email text (No.3) that was defined in the Configurator

Nw 3: Input X2

Code 0:

Email to a recipient's email address (No.0) that was
predefined in the Configurator project.

Code 4:

"mail_txt".

Max. 255 characters!

Email text that was created by the PLC program in

The sequence of characters $n stands for a carriage
return (CR LF).

Nw 4: Input X3

Code 4:

Max. 52 characters!

Recipient's email address that was created by the
PLC program in "mail_add".
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Code 2: Email text (No.2) that was defined in the Configurator

project.
B o g e B DTN e e gk e g e e A e e b e
Tnput %1:
Sand the pradefined test no_ 3 to email recipient sddress no. 1
Frestored emeil 12l and recipient addresses are delined during FF Web-Jerver sstup,
T | T n = & ot T o Nl e s,
' .;.:.1 o B M_Send Email R PREr S8 phH L S e e T
Ikl Send Mlx-&|rLj—Ft2 DRI '
S - -+ - f—— Raciplent Mailbons | ——( A3 - - - - - -
-3 e Emiall Taut =il Error | il PR
| When "Send” changes fram FALSEte | "MsilErreris updated st the li me "Meil Done’
TRUE, 1he FB sends auttheemall, < | isset ,;
Bl o e T A R T i e B e g et e g e e
| Input K2
Send & variable lext to =mail racipient address no, 0 [prestorad in FP Web-Ssrver] ¢
- e - - - -
o —EM-MEND}—----- ......
'E:LIE JECT: NarrﬁﬁnTHsls sr alerd fram lhe PLC — g @m il b - '
it AT MR L et et P T e e 1 el
) v . E M_Send Email o P A A T e A
el gend .I'-'u:ln.-e|rL FRS . : :
---------- 0 — Recipient M!allDone,— *ne - -
Soes s e i EmaliTant MaIIEm:-r -{ ‘|_. ......
Input K3
Send the pradefined test no. 2 te = varizble email resipien sddress, “
EEEn - -
EM ENDO — L P -
K F=parzonipeesver tebe' —— & NUm ——mmil_sdd: - oo ooo0o- e
o B
D | e sl e
Ikl gsend Active —| hRE :
< - -+ . -4—— Reciplent Mallbone ——f pa - - - .- - -
© o R e Eral Tat Hail Errar L ¥ v

Output "Active™

"Active" indicates if the function block "M_Send_Email" or the FP Web-Server is still
busy sending the email.

Output "MailDone"

"MailDone" is set as soon as the sending of the email has been completed. Output
"Active" is reset simultaneously.

Output "MailError"

"MailError" is reset when the function block is activated. It is set together with
"MailDone" in case an email transmission error has occurred.
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6.1.4 Generalities on the Email-Server

A) Email-Server in the LAN:

The FP Web-Server was developed to cooperate with an Email-Server in your local
network. Contact your network administrator for detailed information. Often, Email-
Servers also allow the transmission of SMS and FAX via email. To send an email to
someone via the Internet, the Email-Server needs to have access to the Internet. This
poses no problem if you are using an Email-Server in your LAN that uses the Proxy to
the Internet.

“i¥| Configurator Project: Example2 Email Server Settings
PrDiEClI Config  Email IHTMLI Partz Email server settings and definitions:
. _ _ Server addiess: [~ Mame [needs DMS serverk
2 Enmﬂs?nmngename Logir: [™ ‘es[heeds POP3 server
Email Server ||1931932&20 — SMTP Semer
|D|C@$dnmain.cnm Server address: i'ISS i'lElS IEE |2EI
R |2D R |2-| PLC cc Reply brneout; iSDDD ms
DT {100 DT f101 PLC ac
I?— Paltime del —POF3 Server:
Hilizabi Severaddiess: [159 192 |5 [0
a | Email recipient address; 0 :
- Logir rame: Iusar
hd |<persun1 @rdomain. com:
: Login pazsword: l********
| Email text number: 0
* | |SUBJECT: Email Text 1 : — Mame Server:
Default "Examplez" email text. DNSadmew1:|1SS |139 I25 |2U
DNS addiess 2 |99 [159 [26 |55 [opt)
Feply tirmeaut; IEDDD ms

End

ok I

Cancel |

You only need to set the following email server parameters (also see "Example2" of
the HTML examples (see "Description of the HTML Examples" on page 10-3))

e Server IP address (SMTP server)

e Email sender address

These parameters are available from your network administrator. Optional you can
use the server name (DNS is required) and you can log in with a POP3. For more
detailed information, see email server settings (on page 6-13).

B) Internet email

The FP Web-Server can also use a modem connected to the 9-pin port to dial up the
Internet and send emails via an Internet Service Provider.
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¥ Confi

Project

igurator Project: Example?

| Config Email | HTML] Fats | PRP |

¥ Email sending enable

Email Server | Imx fieenet de Email server address

[PLODT @Freenet de

A

£

DT {100 DT |1D'\ PLC address register

Email sender address

20 R |21 PLC control relay

7 Poll time delay [s]

Internet Email:

Dial-up and
ISP seltings

Email recipient address: 0
!< recipient0&domane. com:

Email text number. 0

SUBJECT: Email Text 1
Email zent via Freenet dialup und Freenet Email Server.
Thig iz a non working example.

Email Server Setlings Bl PPP Client / Internet Dial-up Settings [ x]

Email server settings and definitions:

Dialup Intemet Service Provider [15P) for emaik

Server address: ¥ Name [needs DNS serverf

W ilse intemet email server [Modem at 9 pin connectort

Login
~SMTF Server:

v ‘es [needs POP3 server]

Reply timeout:  |10000 13

Server addiess: | freenet de

i~ POP3 Server.

Server addiess: [pop3 freenet de
Login name: pl=01

i~ Mame Server

DNS address 1: |62 104|191 !241

i~ ISP Dial-up Settings:

Tel. number: | 0101901321 750
Login name:  |user

Password: l—
—Madem Settings:
Authentication mode: PAF -

RS 232C [modem] baud rate: 19200 -
Idle timeout (0 = na timeoutl 360 3

% Modem ¢ Null modem cable

DNS address [62  [104 [196 [134  (opt)

End

Fieply timeout: [muuu—m Cancel
Ok I Cancel I |

When using this function you need a modem (or GSM module) and the following
parameters (also see "Example7" of the description of HTML examples (see
"Description of the HTML Examples" on page 10-3)).

Dialup ISP account and DNS server address, for detailed information

refer to Internet Dial-up Settings (see "Internet Dialup Settings" on

refer to email server settings (on page 6-13)

[ ]
page 6-17)
[ ]
[ ]
settings
e Email sender address

Two email server names (SMTP and POP3), for detailed information

Email account with user name and password, also see email server

These parameters are available at your ISP ( for detailed information also see email

server settings (on page 6-13)).

6.1.5 Email Server Settings

There are two possibilities for the configuration:

Static IP addresses (for LAN recommended)

Server names (require DNS server IP address)

This is the recommended configuration for sending email via Internet
dial-up. See the following procedure.

-
¢ PROCEDURE

1. Activate the check boxes "Server address" and "Login" according to the
information on the email server used
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Email Server Settings E

Ermail zerver zettings and definitions:

Server address: [V Mame [heeds DNG server)

Logir: ¥ iYes Inceds POP3 servert
—SMTP Server:

Server address: !domain.olg

Reply timeout: |SDDD ms

—POF3 Server
Server address: ldomain.olg

Login name: Iuser

Login password: !****x***

—Mame Server:
DNS addiess1: [199 193 |26 |20

DNS addiess2: [193 [193 |26 |58 [opt)

Feply timeot: |3IJEID ms

Caticel I

Note:

For the server name, the user name and the password only ASCII characters are
allowed. Do not use umlauts or Japanese characters.

Enter the name of the email server used

When using an internet email server, setting a server name is recommended. In
this case the DNS address is also required to automatically link the server's name
to its address.

In case you deactivated the check box "Server address name", enter the IP
address of the email-Server (see "How to Find out the Address of the Email
Server" on page 6-16). See Details on the Email-Server (see "Generalities on
the Email-Server" on page 6-12).

Enter Email Server timeout

Values from 700ms to 60,000ms are valid. Higher values are recommended for
internet servers.

Enter POP3 server address
Depending on the check boxes activated, enter the name or the exact IP address
of the POP3 server used. This information is provided by your network

administrator or the Internet Service Provider.

Enter login name
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If you activated the checkbox "Login", the FP Web-Server logs on the POP3
server with the login name and password given before sending an email.
Therefore a POP3 email server is required.

This login function (SMTP after POP3 login) is always necessary when using an
internet email server.

If you did not activate the check box "Login", no personalized login to an SMTP
email server is used when sending an email. Most LAN SMTP server do not
require a login.

6. Enter login password

7. Enter the DNS addresses (see "How to Find out the DNS Addresses" on page
6-15)

This is only necessary when you enter the server addresses using the server
names. A secondary DNS server is not absolutely required. If only one DNS
server is used, enter 0.0.0.0 in the second DNS IP address field. This information
is provided by your network administrator or the Internet Service Provider. Also
see section, "How to find out the DNS addresses".

8. Enter DNS timeout

Values from 700ms to 60,000ms are valid. Higher values are recommended for
internet servers.

Comments on DNS:

¢ If you use the server names and their DNS addresses, your email
configuration remains valid when the email-ISP changes the IP address
of the email servers.
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6.1.5.1 How to Find out the DNS Addresses

At the time the FP Web-Server establishes a dial-up connection via modem, the DNS
servers from the dial-up ISP are to be used. As the FP Web-Server (hardware version
1.0) cannot yet detect the DNS servers used automatically, the IP addresses must be
configured manually. To find out the IP addresses of the Dialup-ISP DNS servers a
Windows computer can be used:

—
¢ PROCEDURE

1. Configure and establish a remote network connection to the Internet (via
modem)

2. Use the DOS command prompt to enter the “IPCONFIG /all”’ command or
3. Use the program “DnsDisp.exe” supplied within your installation folder

While online double-click "DnsDisp.exe" within the file explorer. Then click [Start].

n:,; Find DNS servers [Uses “ipconfig /all”)

Found DNS server addresses: -
Windows NT IP-Konfiguration: DNS = 62.104.191.241
Windows NT IP-Konfiguration: DNS = 62.104.156.134
Details
‘Windows NT IP-Konfiguration
Host-Mame .........:tst-08
DNS-Server. . .......:62104191.241

Knotentyp. . .......:Hybnd _."_I

Comment:

DnsDisp.exe is based on IPCONFIG, which only runs on WindowsNT, 2000 or XP,
i.e. Windows 95, 98 or ME does not show all information. If DnsDisp does not work
while online, ensure the folder of your configurator installation is added to the path
variable or copy the DnsDisp.exe in a respective folder that is added to the path
variable.

6.1.5.2 How to Find out the Address of the Email Server

Normally the name of the email servers can be found on the Internet pages of the
email-ISP. See sections called ‘Technical details’, ‘Experts’ or ‘How to setup email
client program’. Please also make sure that no ASMTP (special encrypted login
method) is needed. The FP Web-Server only supports plain ‘SMTP after POP3’
authentication.
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If possible it is recommended to find out the names' IP addresses. You can request
from the email-ISP or by using a Windows computer:

\.,
™ * PROCEDURE

1. Configure and establish a remote network connection to the Internet (via
modem)

2. At the DOS command prompt, enter the command “PING xyz” which
displays the IP address

15 M5 -D05-F ingabeaul ford erung

'xyz’ indicates where the SMTP (POP3) email server name is.

6.1.6 Internet Dialup Settings

The following step-by-step procedure enables sending emails via internet dialup:

Register an email account with your email ISP

-
¢ PROCEDURE

1. Enter an email sender address

2. Click on [Email Server]
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3. Enter login name and password

] | Eani

Praject

¥ Email sending enable

Lagir: W ‘Yesineeds
WET Imp..'.'eenel de Email server add SMTP Server
plc0l @Freenel.de) Emal sender ade | gerver address: [myliesnst.de
R |20 R |2l PLC control relay Reply timeout:  |7500 ms
orfioo DT[IET  PLC addiess iegister el
Ll ~POP3 Server
B Palltime delay [<] ISP settings

=
C

igurator Project: Examplel

| Config Email |HTML | Pats | PPP |

Ernal recipient address: 0
I(useﬂ (@gmu. et

Ernail text number: 0

Email Server Settings

Email server setiings and definitions

Server address.

Server address: |pop3.freenct.de
Lagin name: ‘m

Login passwur

SUBJECT: Far tests anly

[~ Mame Server.

FP Web-Server

Emai from freenet dialup and freenet email server.

DNS addiess 1: |62 |104 i131 241
DNS address 2 |52 [104 i1 9 [134 | [opt)
Reply timeout: | 7000 ms

Cancel

End

Register an Internet dialup account with your dial-up ISP

-
¢ PROCEDURE

1.

Click on [Internet Email: Dial-up and ISP settings]
2. Activate the checkbox "Use Internet email server ..."

PFPFP Client / Internet Dial-up Settings

Dial-up Internet Service Provider (ISP for email:

¥ Usze Intemnet email server [Modem at 3 pin connechar

— ISP Dialup Settings:
Tel. numbe ‘ 1019019231750

Lagin narm

uzer

sy

Pazzword:

— Modem Settings:
Authentication mode:

13200

360
& Modem © Mull modem cable

RS232C [modem) baud rate;

-

|dle hmeout [0 = no timeout];

Cancel |

3. Enter the telephone number for modem dial-up
If you use a PBX: Set the string “Ow” in front of the number.

4. Enter login name and password for the dial-up account
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* NOTES

The Authentication method is normally set to "PAP".
Set a baud rate that complies with the modem used

The FP Web-Server always connects with the internal settings of 8 bits, none
parity and 1 stop bit.

Set the idle timeout
The idle timeout can be lowered to approx. 2 minutes (120s). After this interval
without data communication the FP Web-Server disconnects from the dial-up ISP

and hangs up the modem connection.

For the settings on "Modem" or "Null modem cable", refer to Modem or Null
Modem Cable Selection(on page 9-20)

If the modem connection from a remote client to the PPP server is
established and an email is to be sent via Internet dialup by the FP
Web-Server, the PPP server connection will be cancelled
automatically so that it can call the ISP via modem. After the email is
sent to the ISP, the PPP server is enabled again.

For the user name and password only ASCII characters are allowed.
Do not use umlauts or Japanese characters.

You can use either the Internet email server (check box is activated)
or the fransparent TCP/IP port (see "Configurator Parameters to the
Transparent Port" on page 8-8) because both need the RS232C port
for data exchange.

Comments:

It is possible to dial up one Internet Service Provider (Dial-up ISP) and
use the email server(s) from a second ISP (email ISP). But some ISPs
will not allow this.

Using one ISP for both dialup and email is recommended.

In the Internet the email server(s) are normally addressed with a name
rather than with its direct IP address. But for name resolution, the IP
address of an Domain Name Server (DNS) is necessary. (FP Web-
Server hardware version 1.1 simplifies the DNS usage).

For easier configuration using the email server(s) IP addresses directly
is recommended. (...if it can be acquired and is not changed by the
email ISP)
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An SMTP (Simple Mail Transfer Protocol) server is needed to send
emails. An Internet SMTP server only allows registered users
(registered email sender addresses) to send emails. Additionally some
email ISPs protect their SMTP servers with a login procedure. For this a
POP3 email server is used to check the user name and password
before an email can be sent.

Most of the time a POP3 login is used.

You can also set up an FP Web-Server that is configured as a PPP-
Server which is dialed up instead of an ISP. This FP Web-Server, i.e.
the PPP-Server, works as a dialup gateway for a LAN where an email
server can be used to send emails.

Notes for Advanced Users

If you use the FPWIN Pro library "M_CE_Lib” for sending emails you
have to increase the idle timeout for Internet dialup operations. In the
library delivered with the new version (see installation path "Programs /
NAIS Control / FP-WEB / FPWIN-Pro_Example”) the idle timeout is
already set to 3 minutes.

Class Idantifies Matsushita | |EC_Addre: | Type Iriitial Au Comrent
3 MAIL_PLC CTR an i Sl 20 B00L ¥ FALSE FP Weh-Serer stat sending emall
& MAIL PLC_CTR e |R21 [%NOD21 BOOL  FFALSE | |FP Web-Server enar sending
!-l\’.-'u'L_I-'I. C_POi_nec [ D700 1 WIS 100 -EH' ¥ .IJ 1 .H-' Wieh-Server pointer 10 rédipesm adl.'n:ﬁﬁ:
0B, QTI'L’AJLl_.F'Il.C_.PF'.:_Ix'I 1 E.TIEI' 3 '.-,w'.'.‘E. 101 -!H_ N 9-'0. =3 [P '-J‘-p'er.n-éz;l:.-e- |:.ol|r.|te -.10 ':e>| =Aring or ﬁietr:
4 VAR GLOBAL COME Sener Timeow [ | IMNT 5 I"II 2% FP Wigh-Servgr firmeout |
5 v.'—F_'l_'?-E.-é.L E-ﬁ'all_aej 1 I:.TID -:-',rf"'é :D, -;SI'P ‘.'-'Z.-|.'52| ¥ “cplo.wabi v : “‘.f-a':l;?cfdelél:u:'E'l:t address s'.ung-
VAR GLOBAL £ mail_tm '."r-'n'u 'a.n*'.w 300 | STRNG|SZ| il SUBIECT & I'-J‘.'. rizhle email fext strng
B Email alert |
Bast egand

If your FP Web-Server is configured to use a gateway, i.e. if
communication with the FP Web-Server is set up via a gateway, you
need to take in account that the FP Web-Server does not use this
gateway during an active dialup connection. This means that a TCP
port, FPWIN, PCWAY or HTTP communication through the gateway is
temporarily interrupted while an Internet email is being sent.
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Before dial-up connection:

11.11.13.129
11.11.13.108

LAN Gateway | |
-
g ot
Ethemnet LAN P £
rccee oo s =
-
o Ethernst LAN
AT
=4
E o ] s
2 g 2 3
E & & & &
5 | & oo ] &
4 4 = by =
=g 2 g
[ S 2
FP Web-Server
uses Gateway
168 128 36 1

The FP Web-Server can find all stations shown in the picture above.

During dial-up connection:

—————
e tl
o T
i ~,

’ WWW |

L } _

3 F i
i oo b _1". ‘A ;{

11.11.43.124
11,11.13.109

"~

G:mew‘
---- e o 4
Internet Gateway Ethernet LAN &
fid

L SR Ty

1367 6.16.208

1
N\
Y

~

Temporary \'h-,

dialup cennection

Ethernet LAN

£ X

133.75.16 208
Matem Gatevray
1
FF Weh-Server
168.128,36.62
169.123.36 53

Modem  FP Web-Server
uses Gatevway

138.76.16.208
Both stations (e.g. 168.128.36.53 and 168.128.36.54 without using the
gateway) can communicate with the FP Web-Server during the Internet
dialup connection. The other stations (e.g. 11.11.13.129 and 11.11.13.109
that use the gateway) may get communication errors while Internet
dialup is active. This is valid for all connection modes of TCP
communication, e.g. HTTP, email, port communication and configuration
(Telnet, FTP).
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e Some email ISPs, e.g. GMX, may block sending emails if the PLC sends
too many emails or emails are sent in quick succession. No official
documentation or explanation could be found at GMX. It can be
assumed that GMX blocks sending 'swamp mail'.

Modem connection and setup

e If a standard computer modem is to be used it also can be connected by
a 1:1 9-pin RS232C cable (standard computer to modem cable) to the
9-pin connector of the FP Web-Server. Before the modem is connected
to the FP Web-Server, please use a terminal program to enter the
appropriate AT commands (see modem manual) to:

* Ignore DTR changes (AT&DO)

* RTS/CTS hardware handshake (AT&KO&RO)

* No wait on dial tones (ATX3)

This setting is saved with the command AT&W for the next power-up or
ATZ command.

If the modem is connected via a PBX to the PSTN, a “Ow” or “0” can be
put in front of the Dialup ISP telephone number.

Dialup and email tests

¢ The new, enhanced email functions like POP3 login and name
resolution via DNS can also be tested in a LAN, i.e. also in the local
Ethernet a POP3 login and DNS access can be tested. The network
administrator can provide the parameters and addresses.

To test the Internet dialup and the Dialup ISP parameters, a Windows
computer with ‘remote dialup networking’ can be used. This setup plus
an email client like “Eudora” or “Outlook” can be used to test the email
servers and the Email ISP parameters.

For tests in Germany we included "Example7", see description of
HTML examples (see "Description of the HTML Examples" on page 10-
3).

Later versions will implement an extended status display.

FP Web-Server configured as PPP-Server

¢ You can also configure the FP Web-Server as a PPP-Server which is
dialed up instead of an ISP. This FP Web-Server, i.e. the PPP-Server,
works as a dialup gateway for a LAN where an email server can be used
to send emails.
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Comments for Using a Cellular Phone (GSM) Modem

Please note the following when a cellular phone (GSM) module is used by the FP
Web-Server to call an ISP before sending an email:

1.

At the dialog "Email Server Settings (on page 6-13)" enter a high value
(17000ms or more) for the timeout of the DNS and Email Server.

. At the dialog "Internet Dialup Settings" only the baud rate can be set. The FP

Web-Server always uses 8 data bits, no parity and 1 stop bit.

. Be careful with the GSM antenna! Keep distance to the other units (PLC,

modem, FP Web-Server...). that may cause interference by high level radio
waves.

. Set the GSM module to the factory settings (default settings) before connecting

to the FP Web-Server.

. Please reboot (power up) the FP Web-Server after changing cables and

connectors. Especially after connecting a modem / GSM module to the FP
Web-Server, it is necessary to restart the unit for modem initialization and
recognition.

. Most of the GSM providers also offer Internet services. In this case these

providers will not allow you to dial up other Internet Service Providers via GSM!
l.e. if you have a GSM contract with company XYz and this company also offers
Internet dial-up services then you cannot use your GSM module to dial up
Internet services from the other company, e.g. ABC.
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6.2 Email Configurator Input Fields

In the following the individual input fields of the Configurator are described:

T""15-|I::rl:nnliguratvl:-l Project: Exampled

Project | Config Email |HTML| Ports | PP |

¥ Email sending enable

Email Server | I" 93193 2620 Email zerver address

|plc@server.tst E mail sender address
R |20 R |21 PLC control relay
DT[100 DT[I0T PLC address register I e Sl
Dialup and

15 Pall time delay [z] ISP zettings

| Email recipient address: 0
- |<|:uer$|:|n1 (@zerver bty

Email text number; 2
* | [FROM: PLC@S epver. Tt -
SUBJECT: FPO Email Alert, Alarm Button 3 waz preszed|

FPO haz releazed an alert - triggered by button 31 Please send the service
vehicle and inform the general management.
Thank you and best regards from pour FPO. ;!

End Hilfz |

6.2.1 Email Enable/ Disable

Switches the email functions of the FP Web-Server ON or OFF.

If they are switched on, an Email-Server (see "Generalities on the Email-Server" on
page 6-12) must be available. The PLC Program (see "PLC Program with Function
Block from the Library M_CE_LIB" on page 6-7) should also be prepared for email
administration. As soon as the email function is enabled certain internal relays (see
"PLC Email Control Relay Register" on page 6-25) in the PLC will be requested by
the FP Web-Server in regular intervals (see "PLC Polling Interval" on page 6-27) to
detect when an email has to be sent. For detailed information on the email functions
see also Email Functions of the FP Web-Server (on page 6-2).

Comment:

Disable the email function if it is not used to save the FP Web-Server's memory (see
"Available Memory" on page 7-39).
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6.2.2 Email Server Settings

When clicking on [Email Server] the dialog "Email Server Settings" opens.

See Generalities on the Email-Server (on page 6-12), Email Server Settings (on
page 6-13) and Internet Dialup Settings (on page 6-17).

See Setup of an Individual Ethernet LAN (on page 10-20) for tips on how to build
your own network.

6.2.3 Internet Email

When clicking on [Internet Email: Dial-up and ISP settings (see "Internet Dialup
Settings" on page 6-17)] you can configure sending emails via PPP-Client.

6.2.4 Email Sender's Address

Enter the PLC's, i.e. the FP Web-Server's email address here. This email sender's
address should be known to the SMPT Email-Server. Using Internet email the
registered sender address must be entered as stated from the ISP.

Always enter the email sender's address without <> characters! The
address is limited to 79 characters, e.g. plc@domain.com.

6.2.5 PLC Email C ontrol Relay Register

As soon as the email function is enabled the relay register in the PLC is requested by
the FP Web-Server in regular intervals (see "PLC Polling Interval" on page 6-27) to
detect when an email has to be sent.

The relay registers Rxy and Rxy+1 defined here have the following functions:

e The PLC internal relay Rxy undergoes regular polling from the FP Web-
Server and is set by the PLC in case an email has to be sent. Rxy is
reset by the FP Web-Server after the email has been sent.

e If an error occurs, the Rxy+1 is set by the FP Web-Server after the email
transmission. Otherwise the Rxy will be reset.
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This setting also has to correspond to the PLC Program (see "PLC Program
with Function Block from the Library M_CE_LIB" on page 6-7).

6.2.6 PLC Email P ointer Data Register

The data registers determine which email recipient's address and which email text is
to be used. The two data registers DTzz and DTzz+1 are read when an email should
be sent.

They have the following significance:

e PLC 16-bit DT Address DTzz: For sending the email, the value
(Content) of the storage location DTzz is read by the FP Web-Server
and interpreted as a DT address (Pointer), where the string (an FPWIN
Pro string with a header) with the recipient's email address begins. If the
value of the DTzz lies in the range of 0 to 3, the Recipient's Address
(see "Selection and Input of Predefined Email Recipient's Addresses" on
page 6-27) defined in the Configurator project is used.

Data in the FL range are impossible!

e DTzz+1: For sending an email, the value (Content) of the storage
location DTzz+1 is read by the FP Web-Server and interpreted as a DT
address (Pointer), where the string (an FPWIN Pro string with a header)
with the recipient's email address begins. If the value of the DTzz lies in
the range of 0 to 3, the email text predefined in the Configurator project
is sent.

Data in the FL range are impossible!

This setting also has to correspond to the PLC Program (see "PLC Program
with Function Block from the Library M_CE_LIB" on page 6-7).
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6.2.7 PLC Polling Interval

If the email is turned on, the internal relay (see "PLC Email Control Relay Register"
on page 6-25) of the PLC is requested according to the predefined interval (for
example 7 seconds). The "Poll time delay" works in the range of 1 to 60 seconds.

If the HTTP-Server and/or the Ethernet/ RS232C ports are carrying out MEWTOCOL
communication with the PLC at the same time, the polling time take longer than the
setup. Especially when carrying out the multi-frame MEWTOCOL commands (PLC
program download) via the Ethernet/ RS232C ports, the email polling of the PLC
internal relay can be delayed.

This interval has to agree with the "Server_Timeout" definition in the global
variables of the PLC Program (see "PLC Program with Function Block from
the Library M_CE_LIB" on page 6-7).

6.2.8 Selection and Input of Predefined Email Recipient's Addresses

Predefined email address of the recipient No.0 to No.3: With the [Spin] buttons (arrow
up/ down) you can choose between the 4 input fields of the recipients' addresses.

e Always enter the predefined recipient's email address with <>
characters! The address is limited to 79 characters, e.g.
<operator@domain.com>.

e Arecipient's address can be selected under the numbers 0 to 3 in the
PLC Program (see "PLC Program with Function Block from the
Library M_CE_LIB" on page 6-7).
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6.2.9 Selection and Input of Predefined Email Texts

Predefined email texts No.0O to No.3, see also Predefined Email Texts on the FP
Web-Server (on page 6-6):

With the [Spin] buttons (arrow up/ down) you can choose between the 4 input fields of
the email text input.

Code words in the first line of the email:

The RFC 822 regulation defines several keywords such as the keyword "Subject",

used in the examples above. If you read the RFC regulations, you will find that you
can freely define a return address and a date when an email was sent, "Cc", "Bcc",
which should also work with the FP Web-Server.

Comments:

e A predefined text can be selected under the numbers 0 to 3 in the PLC
Program (see "PLC Program with Function Block from the Library
M_CE_LIB" on page 6-7).

e The email text file can be edited with a text editor (e.g. n otepad) without
using the configurator tool. If you edit an email text file with notepad, the
configurator project should not be opened with the FP Web
Configurator. After editing is finished, open the project with the
configurator tool and click [Save] to be sure that the text is not longer
than 32,000 characters.
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7.1 Details on the FP Web-Server's Web Page Functions

For an initial demo of the HTTP function of the FP Web-Server you can access the
Matsushita Internet demo unit. To carry out the test you need an Internet browser that
can access the Internet.

Please enter the following address: "http://62.180.233.51/"

For further information also see:

e Calling Parameter (see "HTTP Address, CGI Function PLC and Calling
Parameter" on page 7-6)

o Data Fields (see "Data Fields for Displaying PLC Data on HTML Pages"
on page 7-10)

e Input Fields (see "Defining Input Fields for PLC Data on HTML Pages" on
page 7-21)

7.1.1 Testing the F P Web-Server Functions

For details on how to put a FP Web-Server with HTML Pages in operation, see also
First Steps (on page 3-1). The HTML Pages of the FP Web-Server can be displayed
by a standard Internet browser. Therefore, start the Internet browser and enter the IP
address of the FP Web-Server in the input field "Location™:

A Location: |itp://199133.26 52/ =]

The HTML page "MAIN.HTM" of the FP Web-Server will be displayed.

7-2



FP Web-Server HTTP-Server Functions/ Web Pages

For the "default_project" (without PLC data, FP Web-Server may not be connected to

a PLC) for example:

FP-WebServer - Main Page - Hetscape

File Edit “iew Go Communicator Help

ii-g\aﬁadﬁi

Back Fanward  Relnad Home Search  Metzcape Frint Securty

o Bookmarks £ Goto:fhip://193193.26 52/mainhim =] @507 What's Related

FP-WebServer default MAIN.HTM

The users PLC homepage comes in here,
=ee] the configuration of the "FP-WWebserver"

Copyrght © Wetseshits Elechic Works (Eumpe) AG

= == |Documert: Done = -ie RS =R 2|

Or for 'Example1' (with PLC Data):

- FP Web-Server - Main Page - Metscape

First Test - Hetscape

File Edt “iew Go Communicator Help

i - B File Edit Wiew Go Communicator Help
<« ® 3 N a2 [ .
Back Forward  Reload Home Search  Met: Q @, \a N

wf “Bockmaks & Gotofnip//155.193 2652/main, o Baek  Farad Rclead

I - W!YBookmarks &Location:.'Wha
FP Web-Server Example 1 [

Display DT201: 1234

The users PLC homepage comes in here.

[Seel the first PL.C Web page "EIRST HTM: || 7t 1 ©n

Y1 Control OFF/ON

Coppight B fztershita Elechic Works Eumpe) AG

Enter DT201 |1234

[ (== |Document: Done S S VR 1 — vem

7-3



HTTP-Server Functions/ Web Pages FP Web-Server

Or for 'Example2":

% FP Web-Server - Main - Netscape

File Edit “iew Go Communicator Help

1 e 2 A D e mo3 & B N

Back Forward Reload Home Search  Metzcape Frint Security Shop =
2w Bookmarks A Gotor[htp /133133 26 52/ | @17 what's Related

FP Web-Server Example 2

This is a test of the FP Web-Server

)
[Display] process parameters of the FRO NAI

[Enter] sorme OT values fname: user pasaword: user)

[2ee] example of HTKWIL formats for PLC data Ma‘tsu sh ita
[Test] the email functions of the PLC Electric Works

[See] the configuration of the FP Web-Server

Coayrght B Matzeshitz Electic Works Evmpe) A5

[=F =B=| |Document: Done Teh P EEl 2| 2

7.1.2 Internet Browser Settings

If the FP Web-Server is operated in an office network with a Proxy gateway to the
Internet, the access to the FP Web-Server HTML pages might take a long time. In
this case, shut off the Proxy function of the browser for this specific IP address of the
FP Web-Server. For the browser setup see also TCP/IP Setup: Configurator/Browser
Operations Via LAN (see "TCP/ IP Setup for Configurator/Browser Operations via
LAN" on page 10-14).

7.1.3 Generalities on PLC Data Fields in HTML Pages

"Example2 (see description of HTML examples (see "Description of the HTML
Examples" on page 10-3)) is used for the following explanation:
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Here is the HTML page '"MAIN.HTM' of the FP Web-Server displayed. By clicking the
links you can test the individual pages. For example, by clicking [Display] the DT200
page (with PLC data) is displayed:

3% FP Web-Server - DT200 - Netscape

File Edit Wiew Go Communicator Help

< ¢ A A} a2 W IS &£ O

¥

Back Farwerd Reload Hame Search  Metzcape Print Security Shop
© W Bookmarks & Goto:[http://199.199 26 52/plc°dt200 | @7 what's Fielated

-

FP Web-Server Example 2

Display some process = Incrementer DT204: 19406

values from the FPO: +« Parameter DT205. +1234
o Siwitch X0 OPEN
« Lamp Y0 OFF
= Blinker R4 (4s); 0 ®

Control parameters » LampYd OnfoOff

of the FPO:

Back] to the main FF Web-Server page.

Activate] 4 seconds delay before automatic page reload

Activate] 2 seconds delay before automatic page reload —
Dizable] automatic page reload. (Use browser 'Reload' button far update).

[ (== | |Dacument; Dione

By clicking on [On] or [Off] the output of the PLC can be set.

This page contains PLC data fields whose data address has been entered in the
HTML source text. The address is replaced by PLC data upon the calling of the
browser. For the format (see "Data Fields for Displaying PLC Data on HTML Pages"
on page 7-10) and the input in a HTML code, see also HTTP Address, CGI Function
PLC and Calling Parameter (on page 7-6).

To accomplish this, the HTML pages that should also display PLC data are marked
with the data name extension .MTM instead of .HTM. This is done with the assistance
of a "HTML-Compiler" (integrated into the Configurator) before the transmission to the
FP Web-Server is carried out by the Configurator.

In the example above, the PLC data are (not necessarily) marked in red. These data
were requested from the PLC by the MEWTOCOL Address (see "PLC MEWTOCOL
Station Address" on page 5-9) that is defined in the Configurator project. This
"default" MEWTOCOL address can be modified by the calling parameter &A=x in the
"Location" field. For a description of the parameter, see also HTTP Address, CGI
Function PLC and Calling Parameter (on page 7-6).
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FP Web-Server

7.1.4 HTTP Address, CGI Function PLC and Calling Parameter

Please also note the display/ input in the "Location" field:
"http://199.199.26.52/plc?dt200" of the browser. With the parameter after the IP

address you can control various functions.

HTTP Address Function

http://199.199.26.52/ Downloads MAIN.HTM (in MAIN.HTM you can
neither use PLC data fields nor password
protection)

http://199.199.26.52/zzz.HTM Downloads HTML page zzz.HTM

http://199.199.26.52/plc?yyy Downloads HTML page yyy.MTM incl. PLC data.

The file format .MTM is equivalent to the .HTM
format plus PLC data. The .MTM file is generated
by the Configurator.

http://199.199.26.52/plc?yyy&U=xx With automatic reload/ update after xx seconds. The
maximum refresh rate is reached with the input
&U=0.

http://199.199.26.52/plc?yyy&A=xx All following PLC data displayed (including

yyy.MTM) are addressed to the PLC with the C-

Net/MEWTOCOL Address xx (0..32). 0 is equivalent
to the universal address EE. The default address (if
no &A parameter is used) can be determined in the

base configuration setting PLC MEWTOCOL
Address (see "PLC MEWTOCOL Station Address"
on page 5-9). The &A operator does not affect the
default addressing for input fields.

http://199.199.26.52/plc?yyy&Rxxy=w Before downloading the page yyy, the internal relay
with the address Rxxy is set (w=1) or reset (w=0).
(xx=0...999

y=0...F w=0/1)

http://199.199.26.52/plc?yyy &Y xxy=w Before downloading the page yyy, the output with
the address Yxxy is set/ reset. (xx=0...999

y=0...F  w=0/1)
http://199.199.26.52/plc?yyy&Y0=1&A= | Composed types of commands are also possible!
5&Y0=1
Comments:

o http://199.199.26.52/' can be omitted for relative hyperlinks in an .HTM

(or .MTM).
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o Only when the HTTP-Server is turned on (HTTP-Server Enable (on
page 5-10)), can the modification of PLC data (via &Y and &R
commands) be temporarily turned off with DIP switch 2. If an error
occurs the DIP 2 might also be the cause, because it prevents writing to
the PLC. Therefore the functioning of the Ys and Rs is also affected. For
the DIP switch settings see DIP Switches (see "PLC Connection, Cable
Drawings, Modem, DIP Switches" on page 10-7).

¢ The functions &Y and &R can be limited with [Add. Range] (see "PLC
Address Range Definition" on page 7-42)

e The name of the CGI function must be in small letters, i.e.
"http://199.199.26.52/PLC?yyy" will not work.

e The PLC address of the &R and &Y commands cannot be replaced by a
variable name i.e. "http://199.199.26.52/plc?yyyeR'name'=1" will not
work. For further information see also Using Variable Names Instead
of Absolute PLC Addresses (on page 7-15).

¢ All file names have to correspond to the DOS 8.3 format, i.e. the name
may only have up to 8 characters and the extension (type) only up to 3
characters after the period. If long file names, spaces or Japanese
characters are used, an error message pops up before transmission to
the FP Web-Server.

7.1.5 Configurator Settings Concerning the HTTP-Server

Please refer to the following descriptions:

1. Password Protection, see Password Protection (on page 5-6)
2. PLC Interface Settings, see PLC Interface (on page 5-8)
3. HTTP-Server Enable, see Selection of Main Functions (on page 5-10)

4. Automatic page reload (see "Automatic Page Reload upon Submitting PLC
Data" on page 7-29) upon submitting PLC data
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7.1.6 Editing HTML Pages

All web pages the FP Web-Server should be able to display should be created and/
or edited on a computer. To do so, it would be best to mark the respective file of the
project in the configurator in the "HTML" screen and start the preinstalled editor of the
operating system by double-clicking (or pressing <Enter> or [OPEN]):

“"']?-ltonfiguralor Project: Example2

Proiect! Eonfigl Email  HTML |F'orts I PPP I

Select file to edit:

chip.gif 2 kB TIF-Buidl

;- deA00. htm 3R Metzeape Hop
m_ce_lb.gif 15kE  TIF-Buidl

— Default Editar —
Open

d

mail. htm 5 kB Metzcape Hppertext Document Edit \with ...
main. htm 2kB  Metzcape Hppertext Document

ment. hitm 2kB  Metscape Hypertext Document

nais.jpg EkE Paint Shop Pro B Bild s As o
pilglgt  1kB TIFBuid HEmaa
pirl. gif 1kB  TIF-Buidl el Erc. 7
test.htm 8kE Metscape Hypertest Document

Send EiE

i

— PLC Settings: ——
Add. Range...

Project folder info:
|C:\Programme\NAiS ControConfiguratorFP-WEBE sample2yhip

End

|

Alternatively you can select an installed editor by pressing [Edit With]. The editor can
be an HTML editor or a standard ASCII text editor.

ASCII Text Editor:

With a standard text editor like the "NotePad" of the operating system, all HTML
features can be ideally utilized. Nevertheless it takes time to get used to the HTML
format. For training purposes, the following links are recommended:

http://archive.ncsa.uiuc.edu/General/Internet/WWW/
http://www.uni-siegen.de/help/html/
http://developer.netscape.com/
http://developer.netscape.com/tech/javascript/index.html
http://developer.netscape.com/tech/dynhtml/
http://WDVL.com/Authoring/HTML/
http://whatis.techtarget.com/
http://selfaktuell.teamone.de/links/

The first HTML page that displays PLC data might look as follows (text file):
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<html>

<head>

<titlerS3how DTZ00</titles

</ head:>

<hody>

<p>PLC data DTZ00: {DT200_5 u}</p>
</body>

</html:>

% Show DT 200 - Netscape _ (O] x|

File Edit “iew Go Communicator Help

1w » 4 N

Back Fomweard  Reload k

5 w!' Bookmarks i Location: ]@'Wh-

PLC data DT200: 43108

HTML Editor:

Standard HTML editors like "Frontpage" (Microsoft Browser), "Composer" (Netscape
Browser) and "MS-Word" provide many user-friendly functions to design HTML
pages. Many browsers also provide an integrated editor (see Netscape Composer in
the example below or Frontpage of the IE).

Recommended browsers are:

o Netscape Navigator version 4.7, 4.750r 7.0
¢ Internet Explorer version 5.0 or 5.1
e Opera7.03

Other versions have not been tested and should not be used.

7.1.7 Compiling and Transferring HTML Pages

To insert PLC data fields into an HTML page, the PLC address information is
enclosed in {...} curly brackets. You will find a detailed description of the format of the
{...} PLC data fields in the following section. If an HTML page with {...} PLC data fields
has been created/ changed, it has to be transformed into an .MTM file by the "HTML-
Compiler" and transferred to the FP Web-Server afterwards.

7-9



HTTP-Server Functions/ Web Pages FP Web-Server

This is done automatically upon pressing the [SEND] (see "Upload Configurator
Project to the Remote Unit" on page 4-8) button of the Configurator. If the 'HTML
Compiler' discovers an input error, you receive an error message and the location of
the error found in the HTML code is displayed. If the compilation is carried out error
free, the file .MTM is created and transferred to the FP Web-Server.

An .MTM file corresponds to an .HTM file besides the following issues:

e A Java Script sub-function has been added to the "Header" to display
submit confirmations.

e A meta tag has been inserted into the "Header" to control the optional,
automatic reload of the page.

e The{...} PLC data fields are replaced by the respective number of
spaces.

e The information (addresses, formats...) of the PLC data fields were
attached as binary data.

* NOTES

¢ The maximum size of the .HTM and the .MTM file is limited to 64kB.

o Please do not use special characters and umlauts in {...} PLC data

fields. The following characters are strictly forbidden: " _ % \ < > &
' ?

7.1.8 Data Fields for Displaying PLC Data on HTML Pages

To integrate PLC data display fields into an HTML page, the following parameters are
enclosed in {...} curly brackets and inserted directly at the respective location on the
HTML page.

¢ Data type and data address of the PLC
¢ Number of display locations on the page (for numbers)

e Specification of the format displayed (format of numbers or text ON/
OFF for internal relay)

The {...} fields can only be seen in the HTML editor (ASCII Text Editor) and are
replaced by the respective number of spaces by the "HTML-Compiler". Such a file is
then named an .MTM file and saved on the FP Web-Server. Upon the request of an
Internet browser, the fields are filled with he current data by the FP Web-Server and
displayed by the browser.

Display on the HTML editor (Netscape Composer):
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5. FP Web-Server - DT200 : file:/2/D1/In...ttp/dt200_htm - Metscape Composer

File Edit “iew [nset Fomat Toolz Communicator Help
04&8 8 & # & 2 & &8 ®» M — #H &
i{ Mew Open Save PFublsh Preview Cof Copy Paste Print Find Link Target Image H. Line Table Speling
| Nomal =] [ Sl A A A # == EEE
Display some process| * Incremerter DT204 ¥DT204_5_u} |
‘values from the FP0: | * Parameter DT205: {DT205_6_+d} i
: |« Switch X0 {X0_OPEN_CLOSE} |
L e Lamp YO {YO_OFF_ON} |
{ = Blinker R4 (4s): {R4_0_1} {Rd_@_@]il
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
IControl parameters : * Lampv0: On/oOf : | =
Jd - | Ll_l
|Document: Done

File Edit “iew Go Communicator Help

=

i-?@%i\aﬁé.dcig

Back Farward:  Reload Home Search  Metzcape Prinit Security
2 wf Bookmarks A Gotor[hitpr/4139.159 26 52/plc7dt200 | @7 what's Felated
e
Display some process « Incrementer DT204; 19483 B
values from the FPQ: » Paramester DT205; +1234
s Switch X0 OPEN J
s [amp YO ON
* Blinker R4 (4s): 1 ®
Control parameters o Lamp¥0: On/Off =
= == |Dacument; Dane Sl nE S B A
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The setup of the field for PLC data display always has the format {TTxxxy_aa_bb}
with the following parameters:

TT PLC Data Type. Implemented PLC data identifiers: DT, FL, LD, R, X, Y
xxxy | Address of the PLC Data, e.g. DT200 or Y7.
The address range supported by the FP Web-Server is 0 ... 32765.

For internal relays, the last position of the address is a hexadecimal number from 0...F,
e.g. R2F

aa Numbers: Number of characters reserved in HTML. The rest will be cut off.

Internal Relays: Text that should be displayed at internal relay state 0, .g. OFF.

bb Numbers: Number format, i.e. type of the display. See below.

Internal Relays: Text that should be displayed at internal relay state 1, e.g. ON.

The data type and address part TTxxxy can be replaced by the corresponding
variable name from the FPWIN Pro project, e.g. {'VarName'_aa_bb} or e.g.
{'name’'_5_i}. For details see Variable Names (see "Using Variable Names Instead of
Absolute PLC Addresses" on page 7-15).

There is no space allowed between the curly bracket and the first character. For
example { DT3_4 u} or{ 'name’_5_i} is not allowed. It will be interpreted as a Java
Script (see "Example on Java Script Automations" on page 7-29) command and
copied unchanged into the final HTML file.

The setup of the format specification bb for numbers is
[flags][width][.precision][I]type

Format examples can be seen in TEST.HTM. Only the specification 'type’ is
obligatory. The other inputs are optional. In the following list the corresponding
FPWIN Pro types are listed in brackets:

type Data Type Specification. Permitted markers are:

d = decimal, whole-numbered (16-bit, INT)

i = decimal, whole-numbered (16-bit, INT)

u = unsigned decimal, whole-numbered (16-bit, WORD)
o = unsigned octal (16-bit, WORD)

x = unsigned hexadecimal, lower case (16-bit, WORD)

X = unsigned hexadecimal, upper case (16-bit, WORD)

f = floating point number without exponent (32-bit, REAL)

o

= floating point number with exponent (small e for exponent, REAL)

m

= floating point number with exponent (capital E for exponent, REAL)

«

= either e or f, depending on what seems to be more compact (REAL)

7-12



FP Web-Server HTTP-Server Functions/ Web Pages

type Data Type Specification. Permitted markers are:

G = like g, but also taken into account for the exponential display (REAL)

s = FPWIN Pro strings with current string length in the "Header" (STRINGI])
S = string without "Header". Generated like it is with F95. (WORDI])

¢ = a single ASCII character

type 'long’ Type Modifier for 32-bit Values. Permitted markers are:

Id = 32-bit decimal, whole-numbered (DINT)

li = 32-bit decimal, whole-numbered (DINT)

lu = 32-bit unsigned decimal, whole-numbered (DWORD)

lo = 32-bit unsigned octal (DWORD)

Ix = 32-bit unsigned hexadecimal, lower case (DWORD)

IX = 32-bit unsigned hexadecimal, upper case (DWORD)

precision A number that defines the number of (decimal) positions, which makes sense to
be used for floating point numbers and strings.

width A number that gives the minimum length of the field. If the number is shorter, the
field is filled up with spaces.

flags The following characters are permitted:

+ = The algebraic sign (+ or -) is always indicated.

0 = Leading zeroes are indicated.

'' = (blank character) Prefix the output value with a blank if the output value is
signed and positive.

# = Forces the output value of the e, E, or f format to contain a decimal point
(but only if digits follow). When used with the g or G format, the # flag also
prevents the truncation of trailing zeros.

Comments:
¢ In the text parameters aa and bb for the specification of the texts for the
internal relay's statuses, it is also possible to use complex HTML blocks,
e.g. to display graphics.

e Please do not use special characters and umlauts in {...} PLC data fields
(and/ or the format parameters aa and bb). The following characters are
strictly forbidden: " _ % \ <> & ' ?
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o PLC data display fields can also be used in the [VALUE] field of the
[SUBMIT] input fields to indicate an (editable) output value.

LTeg

Enter tag name and any attributes or parameters for one tag only:

<input size="8" name="DT204_5_u" value="{DT204_5 u}" maxsize="15" :]

w
4 F

Ok I Cancel Werify Help |

e Strings to be displayed have a maximum length of 52 characters. For
PLC data input fields, only strings with 48 characters are possible.

e The special characters < and > are transcribed as 74 and % characters
when a strings is displayed on an HTML page. Please also see ASCII
Character Codes for Strings (on page 7-33).

e The "default" MEWTOCOL address can be modified for the current
browser request of this page with the calling parameter &A=x .
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o Ifan HTML page from FP Web-Server is requested by the browser but
the PLC data cannot be readout from the PLC (Baud Rate, DIP Switch,
Problems with Cables...), an HTML page with an error message will be
displayed instead of the requested page.

- FP Web-Server - Error - Netscape

File Edit “iew Go Communicator Help

éﬁ-a&i\aﬁadﬁtﬂ

Back Ferward  Reload Home Search  Metzcape Prink Secur
Y W Bookmarks & Goto:[ntp://193.199.26 52/pic?dt200 v | @517 What's Related
R

FP Web-Server —

C Gl Function 'plc’ Error!

Fossible causes:

* Hile mame not found [use only file name MMTH files)

* Command-lime typo [use only &l &f &Rx=y &Y=y

* Sat DIP switch 2 to OMto allows writing to PLC

* PLC communication problem [check RE232C settings and cable)

Use ‘reload’ button to retry! =

]
% o2 & 2| 4

e (== | |Document: Done

7.1.9 Using Variable Names Instead of Absolute PLC Addresses

The data type and address part TTxxxy of a PLC data display or input field can be
replaced by the corresponding variable name from the FPWIN Pro project, e.g.
{'"VarName'_aa_bb}.

During the compilation and the transfer of the HTML page the variable name is
replaced by the absolute, global PLC address found in the CSV file. The CSV file is
exported by FPWIN Pro and stored in the Configurator project folder. There is only
one CSV file allowed in the Configurator project folder. The CSV file can have any
name - but it must have the CSV extension (CSV file type).

For variable names please use numbers from 0 to 9, letters from A to Z and the
underscore only! Please do not use special characters like * - <> $ % / & and so on!
Upper and lower case letters have the same meaning. For example 'VarNam' is the
same as 'varnam' or 'VARNAM".
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In the following example based on "Example4" (see description of HTML examples
(see "Description of the HTML Examples" on page 10-3)) the FPWIN Pro project with
the following global variable list is used:

|: Chip_Blink [PRG] Body [LD] M=
Exampled:  Increment OT200 every 2 seconds using RI0O1D.

.......... FNG | -
EN ENO— - - - - - o

™ Global Variable List [_ O] %]
Class Identifier Matsushita | IEC Addre: | Type Initial A=
0 WAR_GLOBAL & Blinker RIOID %aNx0.901. % BOOL FFALSE |
1| WAR_GLOBAL | Counter DT200 WMYWE 200 PYWORD o
2| VAR_GLOBAL 2| String! DTEO0 WMYWEBOD P STRING[3Z] )
L« U3 VAR _GLOBAL  2fi Realt DDT260 | %MD5260 iREAL 314
| | _’l—

Carry out the following steps in FPWIN Pro to export the global variable list as a CSV file:

Generating a CSV File

\-’
] ¢* PROCEDURE

1. Use the menu items "Extras -> Export CSV File..."
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2. Select the folder where the Configurator project is stored

131-3 Programming System - Global Yariable List

View | Extras ‘Window Help
y E Backup Project...
— Restore Project. ..

| Declare External Variatles...

! Delete External Yariables. .. (2 e e =
N F35 NG | ; Somi o omsomsomeomeomeomeomiomom
Wl abe bariatles | _EM ~ ENO EEEEEE TR
: ﬁ e e N ] E xport to file HE

""""""""" J Export C5V File. . | Speichern in:la Exampled LI gl
Options...

Prink Cpions. ..

http
(a Exampled. cav

lasg —————tero=
\R_GLOBAL 2} Blinker
sR_GLOBAL % Counter
\R_GLOBAL  2f String1
\R_GLOBAL %[ Reall

[rateiname:

wam ¥ Speichem I
[rateityp: IESV-Export general [*.cav] j Abbrechen |

The settings in the following dialog "CSV-Export general" need not be changed

3. Save the CSV file by clicking on [Export]

CSV-Export general
— Project — D4 AExampled.cay
Class ! Export Field 1 [Class)
|dentifier header Field 2 (Identifier]
IEC_Address Field 3 [IEC_address)
M atsuszhita_Address Field 4 (Matzuzhita_Address]

Type fssian Field 5 [Type]
Iritial —l Field E (Initial)

Cormrment Figld 7 [Cornment)

Hemaye

Export
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These steps have generated a CSV file in the Configurator project folder

I Inhalt won ‘D:AFP Web-Server ProjectshExampled’

Marne | Gr'ciBel Tvp I
kit | Dateiordner

@ chip.ini 3KB  Konfigurationzeinst...
Ej Exampled.csv 1KBE  Microsoft Excel-ko..
@ il 0.kt 1KB  Test Document

@ mail_1.tek 1KE  Test Document

@ mail_2. bk 1KE  Text Document

@ rail_3 bk 1KB  Test Document

If a text editor is used the contents of the CSV file looks like this:

E Exampled4_csv - Editor [_ O] =]
Datei  Bearbeiten Suchen 7
Field 1;Field 2;Field 3;Field 4;Field 5;Field 6;Field 7 ;ﬂ

UAR_GLOBAL ;Blinker ;2MXB.961 .13 ;R901D ;BOOL ;FALSE ;"'Sys Reg"
UAR_GLOBAL ;Counter ;%MWS .280;DT280;WORD; 8;" Incrementer™
UAR_GLOBAL ;String1;%MWS .600;DT600;STRING[32];" *;UString”
UAR_GLOBAL ;Real1;%HDS.2608;DDT268;REAL ;3. 145" Float™

Accessing a CSV File via an HTML Page

-
¢ PROCEDURE

1. If a Configurator project also has a FPWIN Pro CSV file, the PLC addresses
in a HTML page can be referenced by its (global) variable name

In the HTML editor the use of these variable names instead of absolute address
values can look as follows:
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-..-]-‘ Configurator project: Exampled

P|o|ect| Eonflgl Emal HTHL IPorts I FFFP I

Select file to edit: )
rnain. htm Metecape Hypertest Document "Dalault e —‘

him Metscape Hupertest Document Open

u FrontPage Express - [D:\FP Weh-Server Projects\Exampl._._ [E[=]
@'Eile Edit View Go Insett Format Took Table Wwindow Help —|
B8

INmmaI j ‘ ITimes Mew Roman j | A AT | B 7 U

DSH|BR|i2a« (280 e
Jabi vV = D| Text Box Properties

Name: I‘Countel'_B_d
Note: HTTP o | Blinker (R901D): (Blinkes’ OF On}
Project folder ir ] Initizl {‘Counter' & _d}

walue:
DAFPWebSe | v snter (DT200): ('Counter'_6_d}

Width in characters: 12

g g
Enter Counter: " Pazsword field: " Yes ¢ Mg

- oK I Cancel | Eahdale...l Extended...l Help |

2. If this HTML page is now downloaded to the FP Web-Server the variable
names are replaced by the absolute PLC addresses found in the CSV file

Looking at the example above, with the browser it should look as follows:

#% Exampled - Netscape

File Edit “iew Go Communicator Help

4 3 4 . @ o

Back Forward  Reload Home Search  Metzcape Frint secl
" Bookmarks M  Gote[//199139 26 52/l vardisp [+ | @57 What's Related

-

Blinker (RF01D): Off
Counter (DT200% 55

Enter Counter: |55

=== |Document: Dore =l ns KD =P | s

7.1.10 Activating P assword Protection for an Individual HTML Page

With the FP Web-Server the Password (see "Password for Web Pages Containing
PLC Data" on page 5-6) protection for ALL HTML pages containing PLC data can be
switched on or off. To have only individual pages protected by a password, the
special command {PW} has to be entered in the HTML code. The text {PW} is not
displayed on the browser anymore after having been translated by the HTML-
Compiler, i.e. with the command [SEND] to the FP Web-Server.

Three variations are possible:
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o {PW} protects the page by user name and password (on page 5-6)

o With the marker {PW_pppp} set in the HTML code, the user name
specified in the base configuration (see user name and password (on
page 5-6)) and the password pppp of the new command will be asked
for before displaying the data. Hence you can assign different
passwords to different HTML pages.

e The tag {PW_ip.ip.ip.ip} enables the display of the page only within that
browser which is installed on the computer with the IP address
ip.ip.ip.ip. Thus you can display certain HTML pages only by certain
computers. If the computer has the wrong IP address, the following
standard dialog is displayed by the browser:

Uzername and Pazzword Required I

Enter uzemame for FP Web-Server at 118.116.26.52:

IJzer Mame: I

Pazzwaord: I

0k I Cancel

But the FP Web-Server will not accept any entry.

The individual page protection should be switched on in the configuration (also see
Password (see "Password for Web Pages Containing PLC Data" on page 5-6)).

7.1.11 Inputs for Controlling PLC internal relays on HTML Pages

To control PLC internal relays via HTML pages, hyperlinks, as they are described
under Calling Parameters (see "HTTP Address, CGIl Function PLC and Calling
Parameter" on page 7-6), are used. In the example projects you can find "links" for
controlling in the DT200.HTM and MENT.HTM pages:
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. FP Web-Seiver - MENT - file:///DI/In___http/ment_htm - Netscape Composer
File Edt Wiew Insent Fomat Look Communicater Help

it B P & B
# Wew Open 5ave Publish Preview Cut Copy Pastel Pink Find Lik Terget Image H Line

A I DM A A A & 3 & 4 33
FP Web-Server Example 2

‘Control display: i
WPage is password protected) (P} 4

A , e = 5 T

* Incrementer DT204: {DT204_8_u}
o Parameter DT205 {DT205_6_+d}

o Switch X0 ?{XU_OPEN_CL
: ;e Lamp YO {YO_OFF_ON}
iUse browser Reload’ button for update? = Blinker R4 [4s): {R4_0_1}

i e LampY0, @/ OfF |

! i

Character Properties

Character Link | Paragraph |

- Link source
Linked fext:
On

- Link tar

Link ta a page location o local fle:

Choose Fils FRemoveLink

ID\D?mEm&Ynzw

(No targets n selected page]

Show taigats i

T Cunent page

€ Selectedfle

Extia HTHL...

08 || Abbrechen | [ Oiene e | Hie |

7.1.12 Defining Inp ut Fields for PLC Data on HTML Pages

HTML [SUBMIT] fields are used to integrate PLC data input fields into an HTML
page. The same PLC data field definition as for the display field is used, except for
the curly brackets. Make sure that the definition is entered in the "Name" field.

An example thereto can be found in the MENT.HTM file of the configurator project

"Example2".

HTHL Tag

Enter tag name and ary attributes or parameters for one tag only:

<input MAME="DT205_&_d" SIZE="6" M&xSIZE="15" WaLUE=""">

-

L
4 r

o]

Cancel Werify Help I
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It is also possible to use a PLC display field to obtain an editable pre-allocation of the
input field.

HTML Tag

Enter tag name and any attributes or parameters for one tag only:

<input NAME="DT205_6_d" 5IZE="6" MAxSIZE="15" WALUE=""": :]

(1] I Cancel Werify Help I

This has to be interpreted as follows:

VALUE="{DT205_6_+d}" DT205 is readout of the PLC and interpreted as a
signed decimal number and displayed in the input field
with the algebraic sign. After that, the input editor is
started in the HTML page.

NAME="DT205_6_d" If the input editor is ended with <ENTER> or [SUBMIT],
the input field is interpreted as a signed decimal number
with 6 positions and saved as DT205 on the PLC.

The setup of the format specification for numbers is comparable to the format (see
"Data Fields for Displaying PLC Data on HTML Pages" on page 7-10) of the input
fields. The data type and address part TTxxxy can be replaced by the corresponding
variable name from the FPWIN Pro project. For example {'"VarName'_aa_bb} or
{'name’'_5_i}. For details see Variable Names (see "Using Variable Names Instead
of Absolute PLC Addresses" on page 7-15).

A little browser window is generated, after the input and the transmission of the data
to the PLC, either to indicate a possible error message or a successful transmission:

i DOME - Netscape HE E

#* ERROR - Netscape [H|E E3

FP Web-Server FP Web-Server
Data values transfered to PLC. Submit or PLC write error
Check cables and switch 2
K]

o]

This window can be disabled, see automatic page reload after submitting PLC
data (see "Automatic Page Reload upon Submitting PLC Data" on page 7-29).
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If an error occurs, DIP switch 2 might be the cause. DIP switch 2 prevents writing to
the PLC. See PLC Connection, Modem, Cable Drawings, DIP Switches (see "PLC
Connection, Cable Drawings, Modem, DIP Switches" on page 10-7) or the PLC
address range was limited with [Add. Range] (see "PLC Address Range Definition"
on page 7-42).

In general, there are two ways of defining an input field:

A) Send Input with Button:

Several input fields can be summed up in one 'input field' and sent to the PLC with a
separately defined button. A confirmation dialogue box (OK or ERROR) is generated.
In the following HTML code, the current value of DT204 is written into the first input
field before and after the input editor is started. The inputs for DT204 and DT205 can
be edited and then sent to the PLC by clicking [SET]. The input for DT204 is
interpreted as an unsigned decimal number. The input for DT205 is interpreted as a
signed decimal number (The <ENTER> key has no function here.):

<form ACTION="/plepost™ METHOD="POST"™ TARGET="SUBWIN" CHNSUEMIT="opensubwin(200,100) ;">
<prEnter DT204 <input MAME="DT2Z04 5 u" SIZE="6" VALUE="{DT204_ 5 u}">

and DT2Z05 <input NAME="DTZ05 6 d" SIZE="e" VALUE="">

and <input TYPE="zubmit"™ MNAME="Button" VALUE=" set "></p>
</ formws

B) Send Input with <ENTER> Key:

A single input field (It is also possible to use several input fields in one HTML page!)
does not necessarily need a button of its own; it can be sent to the PLC immediately
by pressing <ENTER>. A confirmation dialog box (OK or ERROR) is generated. In
the following HTML code, the current value of DT260 is displayed in the input fields
initially after that the input editor is started. The input can be edited and then sent to
the PLC by pressing <Enter>. The input is interpreted as a 32-bit floating point
number:

<form ACTICH="/plcpost™ METHOD="POIT™ TARGET="3IUBWIN" CHNSUEMIT="opensubwin (200,100} ;">
<prxEnter DT260 <input NEHE="DT2ED_12_f” SLZETT13™" UELUE="{DTZED_12_+g}”> </ p>
</ forms

The individual HTML commands can be entered (exactly as described above) into the
HTML code of the page and then adjusted respectively. Some HTML editors provide
additional help and automatic generation for creating submit fields. The commands
have the following significance:

ACTION="/plcpost" Enter precisely like this. CGI function of the FP
Web-Server.

METHOD="POST" Enter precisely like this. Method of the CGl call.

TARGET="SUBWIN" Enter precisely like this. Display the result in a
separate window.
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ONSUBMIT="opensubwin (200, 100) Enter precisely like this. Java Script call and
window size.

Enter DT204 Variable text will be displayed as seen.

NAME="DT204 5 u" Specification of the memory address in the PLC

and interpretation of the input format.

SIZE="6" Width of the input window in number of
characters.

VALUE="{DT204 5 u}" Initial value of the input field. Pre-allocation of the
Edit field.

Only for the definition of buttons in case A):

TYPE="submit" Enter precisely like this. Function of the [SUBMIT]
buttons.
NAME="Button" Enter precisely like this. Name of the [SUBMIT]
button.
VALUE=" set " Variable labeling of the [SUBMIT] buttons.

Notes on Strings:

The format definition S is used for ASCII strings without "header”,
i.e. an ASCII string is generated with the F95 command in the PLC.
The length that was determined in the input field definition is the
maximum string length that can be transferred to the PLC. It can be
shortened even further with the format command .xS. In this case x
stands for the number of characters of the shortened string length.

- NULL-String: If such a string has the length 0 (zero) the data in the PLC is not
changed.

The format definition s is used for ASCII strings with "header"”, i.e.
ASCII strings that have been generated with the string commands of
FPWIN Pro (from version 3.0 on) in the PLC. The "header"” consists of
two 16-bit words before the real ASCII string.

- 1st Word: Maximum string length permitted that can be saved here. Zero
disables writing.

- 2nd Word: Current length of the strings.

- 3rd Word and following: ASCII characters of the string in LO/ HI sequence in the
word.
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- Firstly, the entered string will always be shortened to the length that is depicted
in the SIZE="X" command. Secondly, this string can be shortened even further
with the format command .xs. Thirdly, the maximum memory permitted (Header
1st Word) has to be taken into account. After the transmission of the string to the
PLC, the "header" (2nd Word) with the new length will be updated.

- Un-initialized String: If a string variable is not initialized by the FPWIN Pro
project, the 1st Word (maximum string length) is zero. With this the FP Web-
Server cannot store any character in this string because no memory is reserved
for storing!

- Null-String: If such a string has the length 0 (zero) the current length of the
string (2nd Word) is also set to 0, i.e. the string is deleted.

e A string (s or S) of an input field (determined by MEWTOCOL) can
only be 48 characters long! Compare to display fields for strings that
are 52 characters long!

e The special characters < and > are transcribed as 2 and %
characters when the strings are displayed. If the special characters "4
and % are used in input fields, they will be transcribed into the
characters < and > before they are transmitted to the PLC.

e Only 7 bit ASCII characters are supported when strings are displayed
or entered in HTML. Please see the ASCI/ Character Codes for Strings
(on page 7-33).

Comments:

In the current version only DT, FL and LD values can be defined in input
fields. The input of internal relay values (R, Y) has to be realized via
hyperlinks in the format, as it is described under Calling Parameter
(see "HTTP Address, CGI Function PLC and Calling Parameter" on
page 7-6).

In the definition of the input field NAME="DT205_6_d", only numbers
from 0 to 9, letters from A to Z and the underscore are permitted! Please
do not use special characters like *-<>$ % /' & and so on!

The data type and address part TTxxxy can be replaced by the
corresponding variable name from the FPWIN Pro project. For example
{'"VarName'_aa_bb} or {'name’'_5_i}. For details see Variable Names
(see "Using Variable Names Instead of Absolute PLC Addresses" on
page 7-15).

In the current version, octal and hexadecimal numbers cannot be
entered, i.e. format specifiers _o and _x and _X have not been
implemented yet!
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The "default" MEWTOCOL address of the PLC cannot be modified by
the calling parameter "Address Modifier" &A=x for input fields!

In case A) where several input fields can be sent to the PLC with a
button, the maximum number of characters of all NAME="..." commands
is limited to 300. The number of characters of all VALUE="..."
commands is limited to 300 as well.

Only if the HTTP-Server is switched on (HTTP-Server Enable (on page
5-10)) can the modifying of PLC data via the [SUBMIT] fields be
switched off temporarily with DIP switch 2. If an error occurs, the DIP 2
might be the cause. DIP 2 prevents writing to the PLC. See PLC
Connection, Modem, Cable Drawings, DIP Switches (see "PLC
Connection, Cable Drawings, Modem, DIP Switches" on page 10-7).

You can limit the PLC write access with the function [Add. Range] (see
"PLC Address Range Definition" on page 7-42).

7.1.13 Example on Formatting Display and Input Fields

The file TEST.HTM of the "Example2" project shows a multitude of formatting
methods:
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TEST.HTM: In the HTML Editor:

E FiontPage Express - [D:\FP-WEB\Example2\httpitest_htm] M=l E3

m’Elle Edt View Go Ingert Format Toolk Table ‘Window Help

=18 ]

INolma\

_'_i | IAnaI

ol AW

o

n
H
H

NEE| &R & hR|v- | 2nue/ ->Bolv v

FEF c O

FP Web-Sarver: Some possible data formats:

|Reload] page

[Back] main page

16 Bit Integer:

-
DT204

Signed Dezirmal 'd' und '+d* I

Signed Integer i und +06i" .
Unsigned Integer 'u’ .1

Unsigned Integer (oktal) 'o" 1
Unsigned Integer (hex) %' und O4x" .
Unsigned Integer (hex)

(DT204_17_d} (O7204_12_+d} .1
(DT204 17 i {DT204_12_+0Ri}
|
(DT204_12_u} .l
{DT204712 ajo .1
{DT204_12_xih
(DT204_12_0dujh .1
[DT204_12_x}h

[(pT204 & +d}]
|

32 Bit Integer:

Signed Long Dezimal 1d: .1

(DT250_12_1d} .

act={DTEOT 5 u))

i Signed Long Integer it o {DT250_12_li} | |
DT260 Unsigned Long Integer Tu* EERERS0 D e e
Unsigned Long Integer (oktal) ot J {DT250_12_lojo .1
Unsigned Long Integer thex) Tx* . {0T250_12_beth .0
Unsigned Long Integer (hex) T+ 1DT250_12_[¥th
32 Bit Float: .i[Real fund '2f .1 (DT260 22 § (DT260.22 2%t 1 |[{DT260_12_+y|
DT260 Real Exponent =" .1 {DT260_22 e} .l | |
Real Exponent E" .1 v s (|| e -
Real Shortform 'g* . {DT260_22 g}
Real Shorform " 1DT260 22 5}
String: . String (FPWYIN-Pra) s’ {DTBE00_40_s} .1 ||{DT6EIEI_13_S} ||
DTR00 (Header: max={DTE00_5_u}

Characters: .|

String (F95) 'S’ und 35"

(DTEO00_12_S} {DTA00,10_35)
gl

DT500 Char [F585) 'c! | |
omo0 1t e 0 e
Relays: I Relay R28 'OPEN;CLOSE" {R23_OPEN_CLOSE}.I Set / Resat .
Output Y1 'OFF;ON" L1 ¥1_OFF_ON} .1 Set/ Resat .
Relay R2F 'GraficD; Grafic1" {R2F B B B

[Aseconds [ [T 4

[+

-

Input Fields in the HTML Editor:

Text Box Properties [E3 |l Text Box Properties

Hame: [DT204_6_d

Initial
walue:

width in characters:

JiDT201_6_+d}

EN

Pazsword figld: ' Yes & Ng
ok I Cancel | Ealidate...l Extended...

Help I

Hame: [DT250_12_Id

Initial

omice [(DT250_12_+id}

Wwidth in characters:

Pazzword field:

o]

EN

© Yes ™ Mg

Cancel | Ealidate...l Extended...

Help
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Text Box Properties

Text Box Properties [ ]

Hame: [DT260_12_f

Initial

ohie [DT26012_+g}

EN

wiidth in characters:

Mame: [DT500_12_5

Initizl

whloe: |DTE00_12_5}

ER

Wwiidth in characters:

Password field: ez O Mo Password field: £ ez ¢ Mg
0K l Cancel | Ealidate...l Extended...l Help I QK. i Cancel I Ealidate...l Extended... Help
Text Box Properties
Hame: [DTEO0_13_s
Iitial
i JioTRO0 128}
Width i characters: I‘I 3
Password field: ez O Mo
0K l Cancel | Ealidate...l Extended... Help
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TEST.HTM: Displayed in the Browser:

IPC@CHIP - TEST - Netscape

File Edit %iew Go Communicator Help
< o A D4 » m oS &£ B @
£ Back Forweard Reload Home Search  Metscape  Print Security Shop Stop |
f wf Bookmaks M Goto:[htp://139.139 28 52/plc7test [~ ] @07 What's Related
FP Web-Server: Some possible data formats: [Reload] page  [Back] main page T |
16 Bit Integer: |Signed Dezimal 'd" und '+d" 19605 +19509 |+19509
DT204 Signed Integer ' und '+Bi" 19609  +159E509
Unsigned Integer 'u 19609
Unsigned Integer (oktal) 'o" 46231 o
Unsigned Integer (hex) ' und 04x' |4c89 h 499 h
Unsigned Integer (hex) =" 4099 h
32 Bit Integer: |Signed Long Dezimal d* 1078523331 +1078527331
DT250 Signed Long Integer 'li* 1078523331
Unsigned Long Integer 1u" 1078523331
Unsigned Long Integer {oktal) o 10022172703 o
Unsigned Long Integer (hex) 1x%  [4048fEc3 h
Unsigned Long Integer (hex) =% [4048F5C3 h
32 Bit Float: |Real fund '2f: 3140000 314 G574
DT260 Real Exponent ‘8" 3. 140000e+100
Real Exponent 'E" 3. 140000E-+000
Real Shorform gt 3.14
Real Shortform 'G" 3.14
String: String (FPYWIN-Pro) 's" FRWIN-Pra String |FF'WIN-F'r0 Sty
DTEOO {Header: max=32 act=16] always max=0
Characters: String (F98) 'S' und "35" F95 String  F95 I|F95 String
DTS00 Char (F95) " E:
Relays: Relay R28 'OPEN,CLOSE" OPEN Set f Reset
Qutput ¥1 'OFF; 0N Set f Reset
Relay R2F 'Graficl; Grafict” 1= = i
| =0=| |Document: Dore i

Please note that the string at DT600 needs to be initialized by the PLC program
before data can be stored there. Also see second note in "Notes on Strings",
Defining Input Fields for PLC Data on HTML Pages (on page 7-21).

7.1.14 Automatic P age Reload upon Submitting PLC Data

If the html file "s_m_done.htm" is uploaded to the FP Web-Server hefore you start the
unit; the html code of this file will be reloaded to the browser after submitting PLC
data. The following default window will be replaced by displaying the file
"s_m_done.htm".

FP Webh-Server

Data values transferad to PLC.

o]
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Example 1: Automatic refresh of an html page after sending PLC data
Enter the following lines in the file "s_m_done.htm":

<html><head><title>DONE</title></head><body>
<script language="JavaScript">
opener.location.reload(true);
window.close () ;

</script></body></html>

Comments:
e This script also automatically closes the default window OK or DONE

¢ Find a copy of this file in \Example4\http in your installation directory
¢ Using this file you can execute Java script applications after sending PLC data
e The file "s_m_done.htm" may not contain PLC data fields, e.g. {DT100 6 d}

¢ Restart the IEC Configurator after you have modified the file "s_m_done.htm".
(When modifying other htm files the unit does not have to be restarted.)

Example 2: Automatic refresh of an html page after sending PLC data but
without closing the OK window automatically

Using this script you have to click [OK] to close the OK window

<html><head><title>DONE</title></head><body>

<p align="center"><font face="Arial"><strong><big>FP Web-
Server</big><br>

</strong><small>Data values transfered to PLC.</small></font></p>
<form><div align="center"><center><p>

<input type="button" value="OK" + " onClick="self.close()"></p>
</center></div></form>

<script language="JavaScript">

opener.location.reload(true);

</script></body></html>

This script cannot be used with all versions of MS Internet Explorer while some
windows of html browsers are opened at the same time containing different data.

Comment:

Thus beware when using advanced Java script because different versions of
browsers and/ or manufacturers may be incompatible.
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7.1.15 Example on Java Script Automations

In the Configurator project "Example4" and "Example5" (see description of HTML

examples (see "Description of the HTML Examples" on page 10-3)) the usage of

Java Script is demonstrated.

In the Configurator project "Example4" Java Script is used to generate a "line" in the
HTML output with the number of dashes read from of PLC data DT200. The source in

the HTML file looks as follows:

% T| Configurator project: Exampled

F'roiec:tl Eonfigl Email HTHL | Ports I FPP I

Select file to edit:

| (O] %]

rnair. bt M etzcape Hupertest D ocument SR el
). htrn Metscape Hypertext Document Open
@’ File Edit %iew Go Inset Fomat Toolz Table “Window Help _Iﬁllﬂ
INormaI j ITimesNewHoman j A Av| B 7 U |,@
DSl SR s @~ | SET|& B
WFFD‘ 3 Script
; . —Language
Blinker (R901D): (Blinker' OF On) .| A
ﬁ‘ ('j'J To00): (¢ 6 d I B G enEtar S e
|5[: ounter (D 0 {'Counter’_ 6_d} & JavaSorint
e T T lf"Dther:l—
| Enter Counter. :
| The next line uses Javascript to show DT200  Seipt
E war n={'Counter'_A_d}:
for {1=0; 1<n : i++ ) {
document writei'—');

L4
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In this example DT200 (variable name "Counter") is read from the PLC and
interpreted as number 'n'. In a loop that follows, 'n' dashes ('-') are output. The
resulting HTML page looks as follows:

# Exampled - Netscape

File Edit Wiew Go Communicator Help

{?@Z\Eﬁadﬁ

Back Farnward.  Reload Hame: Search  Metzcape Frirt Secuity
w§ Bookmaks A Gotor[nitpr//133.133 26 52/plo?vardisp | | €51 What's Related

Blinkeer (R901D): OF

Counter (DT200%: 35

Enter Counter: i35

The next line uses Javascript to show DT200 times a '-'

=== |Document: Done =l e %L 2@ A 4

The character { in Java Script must be followed by a space character, tab
character or a new line. Otherwise it is interpreted as a PLC data field.

Example:
for (i=0; i<n ; i++ ) {document.write('-'); }

will generate a compiler error. But the following code will work as expected:

for (i=0; i<n ; i++ ) {

document.write('-");
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7.1.16 Notes on HT ML Frames

In the following file "MAIN.HTM" of "Example8" (see description of the HTML
examples (on page 10-3)) two frames are used.

chtml
<head:
<title:FP-WebServer Exampled — Frames<-title:
¢<head:
¢frameszet rows="L50¥ 50%" frameborder="vesz" border="1" framespacing="1":
<frame name="topFrame" src="plcYtopill=1" =scrolling="auto":
¢frame name="untenFrame" src="plctunten" scrolling="auto":
(noframes:
<body text="#000000" bgcolor="#FFFFFEF":
<<body >
{snoframes:
<sfraneset »
<shtml

The content of each frame is stored in a separate HTML file:
TOP.HTM
UNTEN.HTM

Each HTML file can be edited separately. Both HTM files show PLC data but the
TOP.htm site is automatically updated every second.

7.1.17 ASCII Character Codes for Strings

Only 7 bit ASCII character codes are supported when strings are displayed or entered
in HTML.
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Dac Ham Char Dwc Hem Clhar Dwc Haxm Chat
iz |1 |ap s |40 | o6 [0 |
3T (11 |t 65 (41 | or |61 |a
4 |z | i (42 |B & [6z | T
35 |1 |4t 67 |43 | == I e
|14 |G i (44 | wo |64 [
37 |25 [ ig |45 |R wl |65 |e
3w [ |& 7 |45 |F wz (e | £
m |z7 |* |47 |G w3 |67 |g
0 (2= | 72 |48 |H 04 (82 | T
a1 |2 [y 7= |49 |1 ws | |1
42 [za [ |4 | w6 | 6a |
43 [z |+ 75 |48 |K w7 (s |k
a | |, 7 |4z |L ws |6z |1
45 |iD |— 77 |40 |M 109 |60 | H
46 |2E | . % [4E |N 10 [éE |
47 |2F |~/ 7 [4F | 111 |6F |am
43 [z |A g0 |sn |P 1z |7 |1
o |31 (1 g1 |51 |@Q 11z |71 | g
sz |2 22 |52 |R 14 |72 |1
51 [z |3 gz |53 |8 15 = |=
i1 | |4 24 |54 |T 1 (= |t
i3 |3 |5 g5 |55 (U 117 |75 |(m
LTI T | = a6 |56 U 118 |76 | w
5 |37 |7 87 |57 |W 19 |77 | w
i 3= (g ax |58 M 10 |7 |
37 | (o g0 |50 |Y 121 (7w |y
s o fza [ oo |sa |2 122 (74 | =
5o | | o1 |se |L 12 |78 | 4
60 |3 |4 (= T Y 124 |7 |}
61 |30 [= o [iD |1 15 | 3
62 [3E | > o4 |SE |~ 126 |72 |~
63 [3F [T o5 |iF | 127 | 7F

7-34



FP Web-Server HTTP-Server Functions/ Web Pages

7.2 Configurator HTTP Administration and Functions

All web pages for the FP Web-Server are created and/ or edited on the computer. To
do this, it would be best to mark the respective file of the project in the Configurator in
"HTML" screen and start the preinstalled editor of the operating system by double-
clicking (or pressing <Enter> or [OPEN]):

"‘Tl Configurator Project: Example2 [ |2 x]
Project ! LConfig I Email  HTHL | Parts I FPP I
Select file to edit: )
chipal 85 TIFBud sttt
) JkB M e Hupertest [ Open |
m_ce_lib.gf  159kB  TIF-Buidl
mail.htm 5kB  Metscape Hypertest Document Edit Wwith ... I
main. htrm 2kB  Metscape Hypertest Document
ment.htm 2kB  Metscape Hypertext Document
nais.jpg EkB Paint Shop Pro B Bild = TR
pigigf  1KB TIF-Buid il
pl1rl.agif 1kB TIFBuid Fd e 7 I
test.htm 8kB Metscape Hypertext Document
Send File I
— PLC Settings ——
Add. Hange...l
Project folder info:
|C.\Prugramma\NAiS ContiolConfiguratorsFP#/EBAE xample2ihitp
End Hilte |

After double-clicking, the file name extension (type) is analyzed and then the
computer tries to find an installed program in the registry that can open and edit that
type of file. If no such program is installed on the computer, you will receive an error
message:

FProblem

Error: Mo editor found For this type of file. Please install an editar for thiz tupe of file and make it the default editor.

Alternatively you can select an installed editor by pressing [EDIT WITH]. The editor
can be an HTML editor or a standard ASCII text editor.
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We recommend installing the following programs and defining them as "default" for
this type of file:

HTM Netscape Composer (is installed automatically with the Netscape Browser)

.GIF .JPG PhotoEdit (can be installed with MS Office)

If the Microsoft Internet Explorer browser is used, the editor "Frontpage Express" has
to be installed separately. See "Custom Install" during IE installation.

To test which editor is installed, click (while in Windows Explorer) on an .HTM file and
use the right mouse button to call up a list of available editors.

For supplementary information on how an editor can be defined as the "default" editor
see below Open File with Default Editor (see "Open File With a Default Editor" on
page 7-36).

* NOTES

¢ All file names have to correspond to the DOS 8.3 format, i.e. the
name may only have up to 8 characters and the extension (type) only
up to 3 characters after the period. If long file names, spaces or
Japanese characters are used, an error message pops up before
transmission to the FP Web-Server.

¢ Recommended are Netscape Navigator version 4.7 or 4.75, or
Internet Explorer version 5.0 or 5.1. Other versions have not been
tested and should not be used.

o The file size displayed shows not the exactly value because it is
rounded to whole KB.

7.2.1 Open File With a Default Editor

The "default" editor that has been installed on your computer is started by pressing
[OPEN]. The [OPEN] button has the same function as double-clicking the selected
file.

For determining the "default" editor, the registry is explored in the following order:

e Determining the filename extension (e.g. .htm) and the notation (e.g.
NetscapeMarkup).

¢ The notation is searched for and the path of the editor is determined in
the section "shell" is used.
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o First the path of the keyword "edit" will be tried. If it cannot be used the
standard label of section "shell" (e.g. keyword "open") will be tried.

& Registry Editor

Reqgistry - Edit  Wiew Favorites  Help

=10l x]

-2 Metscape. TalkMav.1 ;I ame ! Type

Data

E{:l MetscapeMarkup
-] 151D

(21 DefaultIcon
{11 Insertable
{:I protacal

SRS <tel!

| [#B) (DeFaule) REG_5Z

-3 edit with macramedi
-] open
-3 print
@23 PrintTa
{23 Mebwark,
B new
#-41 news
{3 nntp iy
fev oy sy

open

|My ComputeriHKEY  CLASSES_ROOT\MetscapeMarkuphshell

| fld
4

If a different "default" editor than the one currently used should be started with this
function, the new "default" editor can be defined as follows:

The standard value of section "shell" can be set to the default setting with the

assistance of the Explorer:

j File = Edik * el Favorites. - Tools  Help

7 i T = e e
il wBack - = Folder Options

Address IQ [
J—T Generall ‘iew  File Types
Folders Bl i
e e eqistered file types:
@ Deskkop o 42 :
@ My Documents [l
B My Computer @ HLF Help File |
@9 314 Floppy 1 % HT HyperT erminal File =

=2 Local Disk (¢ [#]HTA
-8 OFFICES7F
(=] Contral Pan
Ty Mebwark Plag HTT
| @l Recyele Bin

a Internet Explore

HTHML Application
Metscape Hupertest Document

|

Delate I

Dietails for HTML' extenzion

Metscape Mavigatar

Opens with:

Change. . |

Files with extension HTRL' are of type 'Netscépe Hypertexst
| Document. To change settings that affect all Netscape Hypertest

Document’ files, click Advanced.
Advanced |

6 object(s) {plus 2 hidde i

Cancel | Apply
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21|

% I Metscape Hypertext Document Change Icon... I
Actions: i

dit Mew..,

dit with macromedia

pen Edit... |

rint o

HinkTo ___e_m_o_v_e_l

v Confirm open after dowrload
[ Always show extension

[ B othise in Same windo

OFK, | Cancel |

o Select [View] or [Folder Options] under [Tools] in your Explorer.

¢ In [Folder Options], select the respective file type from the list of [File

Types].

e Display the functions installed

for this type with [Advanced)].

e Select the respective editor and set it as the "default” editor with [Set

Default].

Comment:

To detect the program used behind the functions, [Edit] can be clicked. In this case,
for example, the calling of the Netscape/ the Composer is hid behind [Edit]:

R

Editing action for type: Net_'s_cgh.q:ajﬁ

Ackion:

2%

| Edit ok |
S : i Zancel I

Application used ko perform ackion:

I OMMURN-~1YProgramiietscape. exe -adit "1 Erowise, .. I

—Iv Use DDE

DDE Message:
| [edit(":1")]

Application:
i M55hel

DODE Application Mot Running:

Topic:
I Swstem
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7.2.2 Edit With an Alternate Editor

The list of all available editors (including the text editor) is displayed in the dialog
"Select Editor for:" that is opened with [Edit With]:

Select editor for: main_htm |
O peniafith Arwendungadatei von Windows Maotepad Execute I
O perinfith Metzcape Mavigator
edit NETSCP.EXE -edit
‘FPwebD efaul itPad. xe Lancel |

OpEn METSCP.EXE -url
Edit waith Testeditar  EditPad.exe

|lzer-defined
Default Editar;

The editor that is highlighted will be started when you double-click it or click
[Execute].

Click [Set] to define the highlighted editor as the default editor for this type of file.
Thereafter the editor you selected is started by the FP Web Configurator Tool when
you edit this type of file using [Open] or by double-clicking.

[Clear] resets the user defined default editor setting (FPwebDefault) to the actual
Windows default editor settings.

Comment:

If you are using Netscape Navigator but Netscape Composer is not your default
editor, only the browser is started while opening a *.htm file. When the page is shown
in the browser you can open Netscape Composer via the menu File -> Edit page for
editing the page.

7.2.3 Available Memory

The memory available on the FP Web-Server is calculated and displayed in a
separate window if you have pressed [Memory?] before.
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FP Web-5erver Available Memory

——

;-
Q) 89032 bytes free

This function is only available if an FP Web-Server unit has been selected with the
Find Server Function (on page 4-6) function before.

The FP Web-Server has 512KB FLASH memory on board. The remaining available
memory space depends on the size of the following components:

¢ Basic operating system (about 325KB)

¢ Matsushita firmware (about 26KB to 36KB, depending on the port
drivers used and whether email sending is enabled)

e FP Web-Server configuration (about 1KB)
e Predefined email text (1 to 128KB) if enabled

The remaining memory of about 148KB can be used for HTTP files.

Examples:

e One HTML page needs 4 KB of memory. You can create 36 HTML
pages (not 37 because 1KB of memory is kept free).

o After completely downloading the largest Configurator project
"Example2" to the FP Web-Server there are still 83KB (90KB with
hardware version 1.1 with BIOS 1.03) memory remaining and available
for additional HTTP files (i.e. about 20 medium-size HTML files with 4KB
per file).

The following values are estimated:

Function Memory

HTML only 153KB free

MEWTOCOL port reduction of 5kB

Transparent port reduction of 4.5kB

Email function reduction of 9kB (plus the length of static email texts)
Comment:

One 1KB (1024 Bytes) of available memory is permanently reserved for internal
system usage, therefore it cannot be used by HTTP files.
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7.2.4 Uploading the Selected File to the Remote Unit

The selected file is transferred to the remote unit by pressing [Send file]. This function
is only available if an FP Web-Server unit has been selected with the Find Server
Function (on page 4-6) function beforehand.

Before transmitting data to the FP Web-Server, a safety request is carried out:

FP-Web: What to do? =

e
<y
Q Tranzfer:

Computer --» FP 'Web-Server

Really rmodify the remaote unit?
: Mein |

The data transmission to the FP Web-Server starts after clicking [YES], whereupon
the any pre-existing file on the FP Web-Server will be irrecoverably overwritten.

The remote unit need not be rebooted because only files for the HTTP-Server are
updated on the remote unit. Please use the [Reload] button of the browser to update
the display of the browser with the new content of the file.

If the current Password (see "Password for Web Pages Containing PLC Data" on
page 5-6) of the FP Web-Server does not correspond to that of the Configurator
project, the user name and the password will be requested before data transmission.

If a transmission error occurs, an explanatory text will be displayed along with it. If

data transmission could not be carried out completely because of a transmission
error, the following error message is displayed at the end of the [Send file] function:

Problem ]

Q Errar: Remaote upload not successful. Configuration not completely uploaded!
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HTML files that contain PLC Data Fields (see "Data Fields for Displaying PLC Data
on HTML Pages" on page 7-10) are compiled automatically before data transmission.
In case the formatting errors are diagnosed when the PLC data fields are interpreted,
you will receive an error message similar to the following:

FP-%eb: Problem B

Error in HTML File 'dt200. htrn';

Error hurnber; -8

Errar best: 'PLC datafield length emor. Use {Typedddress Length/OnT est Format/OT ext)
Pozition in HTML file: 1264 [character count)

Source: . 4DT205_u_+di<fonts< Aok < 2b

<bre<bre...

In this case, data transmission is not carried out.

Comment:

To be able to provide HTML pages for the browser, the HTTP-Server of the FP Web-
Server has to be activated. See HTTP-Server Enable (on page 5-10).

7.2.5 PLC Addres s Range Definition

With this dialog you can define limited areas using the registers R, Y, DT, FL and LD
of your PLC.
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All values shown in the example are maximum values. With the button [Standard] you
can set the values to the maximum range, i.e. there will be no PLC write protection

(like in FP Web-Server version 1.0).

PLC address range definition |

The PLC reqgizter address range can be limited for HTTP
initiated write operations. *Wite enabled range:

F|| an.. F|| 999 F  Standard
b oo ..y 999 F Standard

o7 0 ...DT| 32765 Standardl
L[ 0 ..FL[32765 Standaid|
LD 0 ..LD| 32765 Standard |

Mate: HTTP contralled writing to the PLC can be completely

dizabled with DIF switch 2.
i Cancel |

Only the address area stated in this dialog can be used for writing data to the PLC by
HTML pages, e.g. browser command line parameters or {...} submit fields. You will
receive a message if the browser tries to access other address areas of PLC memory

that lie outside the range defined.
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8.1 Generalities on the Ethernet/ RS232C Ports

The FP Web-Server can work as an Ethernet to a RS232C interface converter.
Thereby all data the FP Web-Server receives via an Ethernet port (e.g. from a
computer) are routed to its RS232C port and vice versa (i.e. all data received at the
RS232C interface are sent back to the computer via the Ethernet). In this
configuration the FP Web-Server is the server and the computer is the client.

To setup an FP Web-Server port as a client, see Enable Transparent TCP/IP Client
Port (on page 8-9). With two FP Web-Server units that are setup as a pair of
transparent port server and client, two FP-Sigma can communicate with each other
via PLC Link protocol (take into account the timeout set in the PLC).

8.1.1 Server's Side

For this kind of data exchange, the FP Web-Server provides two special Ethernet
(respectively TCP/ IP) server ports that wait for an incoming connection from a client
(e.g. a computer or an FP Web-Server configured as a port client):

a) MEWTOCOL Communication with the PLC
e 3-pin RS232C connection is connected with the PLC

o preset TCP/ IP port number 9094 (Server)
e up to three client connections are possible (TCP/ IP)
e MEWTOCOL protocol for data- and program exchange

e can be switched off with DIP switch 1

b) Transparent Communication
e 9-pin RS232C connection is connected with any unit (also PLC...)

o preset TCP/ IP port number 9095 (Server or Client)
¢ only one client possible (TCP/ IP or UDP/ IP)
e arbitrary protocols (also MEWTOCOL) possible

e can be switched off with DIP switch 3
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Comments:

o If the PPP-Server or Internet email of the FP Web-Server is active and a
modem is connected to the 9-pin RS232C, transparent communication
is impossible.

e The current FP Web-Server firmware implementation supports up to 3
clients, i.e. up to three computers (e.g. with FPWIN Pro) can
communicate with a PLC! However, recognize that only one client is
allowed to use the MEWTOCOL monitor commands! This means that
only one client is allowed to use FPWIN Pro or FPWIN GR for data
monitoring.

e To elinate this problem where only one client is allowed to use FPWIN
Pro or FPWIN GR for data monitoring by admitting only one client. See
the parameter MEWTOCOL Number of Clients (on page 8-7).

e MEWTOCOL communication between a PLC and FPWIN Pro (or an FP
Web port client) can involve a very high data load, hence with only one
FPWIN Pro Client, communication can be hindered so gravely that
HTTP pages and email communication are slowed down significantly.

¢  While multi-frame communication (program download) is carried out,
MEWTOCOL communication for the other clients (incl. email and HTTP
functions) is temporarily stopped!

¢ For Information on DIP switch settings see PLC Connection, Cable
Drawings, Modem, DIP Switches (see "PLC Connection, Cable
Drawings, Modem, DIP Switches" on page 10-7).

8.1.2 Client's Side

At the client's side (computer or an FP Web port client) there are several possibilities
numbered A) to C) and/or software packages to communicate with the special
MEWTOCOL server ports of the FP Web-Server (to exchange data with the PLC):

A) Ethernet support integrated:

1. With FPWIN Pro, FPWIN GR, GTWIN or PCWAY it is possible to communicate
directly with the FP Web-Server, i.e. the PLC/ GT10 or GT30 via the Ethernet.

The following settings are required:
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Communication Setting
Metiwork type : IElhemal vl
Title:

L2 Lancel
;FP-WEB S
~ Camputer Initiglize

I¥ iicquire [P address sUtomaticalh:

Eefer,

Paddess: | 199, 199, 25, 178

Port Mo 1025 [0, 1025 - 32767)
SafonMe. [ 00 (1-64
 Destination

IF address: 193, 193, %, &2

Port Mo 9094 [1 - 32767)

Station Mo : | 1 [1-64]

Communication Time-out [Sec]: |10 s

Caonnection Time-out [Sec): =it} i

I Use ET-LAM unit

Entry List. | Add Entry |

Comment: Do not activate the checkbox "Use ET-LAN unit"!

Using a second FP Web-Server setup as transparent port client a RS232
communication via Ethernet can be established. Such a port client can be used
for:

Programs (DOS programs) with no Ethernet support that use the RS232 port
only

To upgrade any RS232 device with Ethernet connectivity, setup the

transparent port as follows:
— Tranzparent [9 ping]

¥ Enable port  Server I | Chent LDP I I'IEI2EIEI "I Baud rate
IE“]EIE TCRAIDF port number [1025... 32767 IE TI Drata bitz

{199 [199 |26 |53 | Femote server address IEll:Iu:I TI Parity

Mate: The enabled port can be temporarnily dizabled with DIF zwitch number 3.
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3. Also the FP2 ET-LAN unit can communicate with the FP Web-Server ports.
Using the ET1 library for FPWIN Pro makes PLC programming easy:

init, o s owow
| b ET1 init
- R9o14 - - - - - - - LEN ENG — - - - -
i Start Ready ——initOK -
o s De—t5latNr Error ——initError
- 192—— IP_High AR A
- 1B — 1P 3
1—IF 2
1— IP_Low
- 0—— Router

-1 —— MewtocolMNr

T E ~opent -
| _ET1_OpenC1 C

Start- - - - - - - - LIEN EiEE— - - - - -

J J' Start Ready ——openi Ok -

© o+ O Slothr Errar ——openError
- 16#0300 —— Opentdethode R

4000 —— SourceFort

+ 182 —— DestlP_High

- 168 —— DestlP_3

1— DestlP_2

o 2 DestlP_Low

4000 —— DestPort

- 2—— DestMewtocolir
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8.2 Configurator Parameters to the MEWTOCOL Port
Server

In the following, the input fields of the "Ports" screen of the Configurator concerning
MEWTOCOL communication with the PLC is described. The RS232C parameter of
the connection to the PLC is determined in the PLC Interface (on page 5-8).

~MEWTOCOL [3 ping]
¥ Enable Port

|3 "I M ax. clientz [But only one client can uze the monitar commands)

ISDS4 TCP Part [1025.. 32767)

Mote: The enabled port can be temporarily dizabled with DIF zwitch number 1.

e 3-pin RS232C connection is connected with the PLC

e preset TCP/ IP port number 9094

e up to three clients possible

¢ MEWTOCOL protocol for data- and program exchange

e can be switched off with DIP switch 1

For a detailed description of the cables and the DIP switch functions see PLC
Connection, Cable Drawings, Modem, DIP Switches (on page 10-7).

Comments:

e The MEWTOCOL port acts as a server , i.e. it waits to be connected
with a client, e.g. a PC or a Transparent Client Port.

e The Transparent TCP/IP Client Port (see "Enable Transparent TCP/IP
Client Port" on page 8-9) can also be a client of a MEWTOCOL server.

8.2.1 Enable MEWTOCOL Port Server

Enabling and disabling the MEWTOCOL communication from the Ethernet port to the
PLC (via 3-pin RS232C) connector:

If the MEWTOCOL port is enabled and a PLC is connected to the 3-pin connector,
FPWIN Pro or an FP Web-Server setup as transparent port client can communicate
with the PLC via the Ethernet and the FP Web-Server. For further information see
Ports, Servers and Clients (see "Generalities on the Ethernet/ RS232C Ports" on
page 8-2).

8-6



FP Web-Server Ethernet/ RS232C Ports

The RS232C parameter of the connection to the PLC is determined in the PLC
Interface (on page 5-8).

Only if the function is enabled in the Configurator, it can be switched off temporarily
with DIP switch 1, see PLC Connection, Cable Drawings, Modem, DIP Switches
(on page 10-7).

Comment:

Disable the MEWTOCOL port if it is not used to save the FP Web-Server's memory
(see "Available Memory" on page 7-39).

8.2.2 MEWTOCOL TCP Port Number

The TCP port server number for MEWTOCOL communication is determined here.
The presetting is set to 9094. The possible range is 1025 to 32767.

The port number set here must be known to the outstation, i.e. the client (FPWIN Pro
or an FP Web-Server setup as transparent port client).

For examples on client's settings see Client's Side (on page 8-3).

8.2.3 MEWTOCOL Number of Clients

Input of the maximum number of clients allowed that can access the PLC via
MEWTOCOL simultaneously.

If more than one client is active, be careful when using FPWIN Pro because only one
client is allowed to use MEWTOCOL monitoring commands. To be safe, it might be
better to admit only one client.

For a detailed discussion of this problem also see Server's Side (on page 8-2).
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8.3 Configurator Parameters for the Transparent Port

In the following, the input fields of the Configurator's "Ports" screen concerning
transparent communication is described.

— Tranzparent [3 pins]

¥ Enable port [; Client |  LDP | |4an|:| vI Baud rate
lE"JSE TCRAUDF port number [1025... 32767 IE vl [ ata bitz

I-I 33 I1 33 |2E |53 Remote server address | Odd - | Parity
Mote: The enabled port can be temporanily disabled with DIF switch number 3.

The FP Web-Server can act as a TCP/IP port server or a TCP/IP port client:

1. A transparent port server waits for a TCP connect (via Ethernet) coming from a
computer client or from an FP Web-Server set up as a transparent port client.
Both the transparent port server and the client have the following features:

- 9-pin RS232C connection is connected with any unit (also PLC, GT panel or
computer)

- preset TCP/ IP port number is 9095

- Point-to-point Server/ Client connect (no multiple connects)

- arbitrary protocols (also MEWTOCOL) are possible

- can be switched off with DIP switch 3

2. Using two FP Web-Servers (one as server, the other as client) to simulate an
RS232 cable via Ethernet, i.e. the RS232C data is routed via Ethernet from
one port to the other.

FP Web-Server version 1.3 can also act as a UDP/IP port server or a UDP/IP port
client or both at the same time. This mode is named “Multipoint UDP Transparent
Port. For more details, see “Enable Transparent UDP/IP Port”:

1. UDP-Server receives data from a distant UDP-Client and outputs via RS232C.
Additionally status information (client IP address) is output via RS232C.

2. UDP-Client receives RS232C data and sends it to the remote UDP-Server.
Additionally the IP address of the remote UDP-Server can be selected via
RS232C data.

For a detailed description of the cables and the DIP switch functions see PLC
Connection, Modem, Cable Drawings, DIP Switches (see "PLC Connection, Cable
Drawings, Modem, DIP Switches" on page 10-7).
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8.3.1 Enable Transparent TCP/IP Server Port

Enabling or disabling transparent communication from the Ethernet port to the unit
that is connected to the 9-pin RS232C connector of the FP Web-Server. Activate the
checkbox "Enable port" and select the option "Server".

Comments:

Disable transparent communication port if it is not used to save the FP
Web-Server's memory (see "Available Memory" on page 7-39).

If FPWIN Pro/ FPWIN GR and GTWIN should be able to communicate
via Ethernet with a GT10/ GT30 panel, the 9-pin port of the FP Web-
Server has to be connected to the RS232C port of the panel.

If the PPP-Server or Internet email of the FP Web-Server is active and a
modem is connected to the 9-pin RS232C, transparent communication
is impossible, i.e. either a transparent RS232C port or a PPP-Server for
external modem access (PPP Gateway to the Ethernet) is possible. If
the transparent port is activated and the PPP-Server is active at the
same time, you will receive the following message:

What to do? E2

Enable the tranzparent TCR/RS232C part and dizable the PPP zerver modem’?
Hein I

The RS232C/ Ethernet terminal program "TeraTerm" can be used to test
the transparent port server function. Note the following link:
http://hp.vector.co.jp/authors/VA002416/teraterm.html".

With two FP Web-Server units that are setup as a pair of transparent
port server and client, two FP-Sigma can communicate with each other
via PLC Link protocol (take into account the timeout set in the PLC).

Setting the baud rate too slow can lead to lost data because of no
handshake is carried out while using full duplex transmission. If the
transparent port does not support a half duplex transmission as
MEWTOCOL the baud rate has to be set as high as possible.

8-9



Ethernet/ RS232C Ports FP Web-Server

8.3.2 Enable Tran sparent TCP/IP Client Port

With the FP Web-Server it is possible to setup a RS232C/TCP port which acts as a
client and connects via TCP to an FP Web-Server.

\-/
™ ¢* PROCEDURE

1. Enter the IP address of the FP Web-Server into the address fields at
"Remote server address"”

2. Enter the TCP port number

The TCP port number must match the port number used at the server side.

— Tranzparent [3 ping)

[¥ Enable port  Sever | ; ; |1E|2E|E| vI Baud rate
IE'DE'E TCRAJDF port number [1025... 32767) IB vI [rata bitz

|1 33 I1 93 IEE |53 Remote server address | 0dd = | Parity
Mate: The enabled port can be temparanly dizabled with DIF switch number 3.

Acting as a port client:

1. Upon starting the FP Web-Server (or after errors or disconnects) the client port
will automatically connect to the specified server IP address and port number.

2. The server can be an FP Web-Server port setup as a MEWTOCOL (9094) or
transparent port server (9095).

3. With this RS232C communication via Ethernet can be established and used as
a normal RS232C cable.

4. With two FP Web-Server units set up as a transparent port server and client,
two FP-Sigma PLCs can communicate with each other via the PLC link
function (PLC Link protocol) (take into account the timeout set in the PLC).

For a detailed description of the cables and the DIP switch functions see PLC
Connection, Cable Drawings, Modem, DIP Switches (see "PLC Connection, Cable
Drawings, Modem, DIP Switches" on page 10-7).
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Two different system configurations are possible:

1. MEWTOCOL communication: From 9-pin port of one unit to the 3 pin port of a

second unit
Ethernet
Null modem cable
= Computer
FP Web-Server FP Web-Server F:u:mo

Example:

Setup of Server station (left side):
i~ Ethemnet I[P address————— - FLC interface

I GetlP address from DHEP server

[168 J17a |26 |52 | IF addess
[255 [ess [2e5 [0 | Metmask
ID ID ID |D Gateway

|192EID vl Baudrate
|8 vl Data bitz

Odd | Parity

|‘| vI PLE station address

Setup of Client station (right side):

~ Ethemet IP address
[ GetIP address fom DHCF server

- MEWTOCOL (3 ping)
¥ Enable Paort

I3 ‘I Max. clignts (But only one ¢
I9094 TCP Port [1025... 32767)

[168 J17a 25 |50 P addess
[265 f255 255 [0 | Metmask
ID lg ||:| ||:| Gateway

i Tranzparent [3 |':ninsj
¥ | Enable Paort | " Server % Clignt | I1EIEDD :] Batid rate
[3034 TCP Part (1025, 32767) [a +| Datatits
[168 |173 |26 |52 | Port server address Odd ~| Pty
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2. Transparent communication: From 9 pin port of one unit to the 9 pin port of a
second unit

Etharmet

Any RS232C Unit

Computer, Panel, PLC ...
Ay Protocol RS232C

Any R§232C Unit
RS232C Computer, Panel, PLC ...
— Arny Protocol

aseoecsa peanaicee |

:n;l:n:v Drosdcen

ey

&

FP Weh-Server FP Weh-Server

Example:

Setup of Server station (left side):
~Ethemet|P address———————————
[T GetIP address from DHCP server

168|179 28 |52 | IPaddiess
|55 J2s5 255 o Metmask
iD IIJ |IJ ID Gateway

— Tranzparent [9 binsj

¥ Enabie Part @ Sever O Clent | [19200 =] Baudrate
[s035 TCP Port (1025 32767) |3 -I Diata bits
I |1?‘:'| |28 |52 Pt server address Ddd | Paity

MNote: The enabled port can be temporarily disabled with DIP switch number 3.

Setup of Client station (right side):

~Ethemet IP addiess
[ GetIP address fram DHCP zerver

[162 |17 |25 |s0 P addiess
|55 |55 255 o | Metmask
iEI lEI ||:| ||:| G atewway

~ Tranzparent [3 pinz]
v Enable Port | € Serder % Client | |'IEI2DD ;] Baudrate

[a035 TCP Port [1025... 327671 [a ~| Data bits
168 173 26 |[52 | Port server addess [0dd ~| Paity

Mate: The enabled port can be tempararily dizabled with DIP switch number 3.
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8.3.2.1 Cables to connect to the 9 pin connector of the FP Web-Server

Use a null modem cable (see "PPP Communication via Null Modem Cable" on page
9-15) (crossed pair) to connect a computer with the of the FP Web-Server (9 pin
male).

For the connection of the FP Web-Server (9 pin male) with a modem a standard
cable (1:1) has to be used.

For a detailed description of the cables and the DIP switch functions see PLC
Connection, Cable Drawings, Modem, DIP Switches (on page 10-7).

8.3.3 Enable Transparent UDP/IP Port

8.3.3.1 General Explanations

With FP Web-Server version 1.3 the following new ‘Transparent UDP Multipoint Port’
function was implemented. This function uses UDP/IP protocol to realize an UDP-
Server and an UDP-Client at the same time:

1.) Transparent Port UDP Server:

e The FP Web-Server is configured to watch a specific port number (e.g. 9095)
for incoming UDP data packets

e Data received from a distant UDP-Client at this port is output via the FP Web-
Server’'s 9-pin RS232C

e The FP Web-Server memorizes the IP address of the distant UDP-Client
sending the data. If the distant UDP-Client (having an IP address
uuu.vvv.www.xxx) sends data the first time (i.e. the last data was received
from a different UDP-Client) the following happens:

- The special string “{iuuu.vvv.www.xxx}<CR>" is output via the FP Web-Server’s
RS232C port

- It is followed by the data received from the new, distant UDP-Client

2.) Transparent Port UDP Client:

e The FP Web-Server is configured with a default remote UDP-Server IP
address and port number

e The FP Web-Server sends data received via its 9-pin RS232C to the remote
UDP-Server. This is done in the following way:

- The data received via the 9-pin RS232C is buffered inside the FP Web-Server until
data is no longer received within the configured ‘packing time’ (e.g. 100ms).
- Then the buffered data is sent to the remote UDP-Server

On power up, the configured, default remote UDP-Server IP address is used
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e To enable multipoint communication the default remote UDP-Server IP
address can be changed in the following way:
- The data received via the 9-pin RS232C is analyzed for a data stream that includes
a special string like “{luuu.vvv.www.xxx}<CR>"
Note: <CR> stands for the carriage return code 13 decimal, i.e. 0D hex.

- If such a special string is received via RS232C, then the IP address
“uuu.vvv.www.xxx” is used as the new, next remote UDP-Server IP address

¢ Data following this special string is sent to the new remote UDP-Server
(having an IP address “uuu.vvv.www.xxx”).

3.) How the PLC can control the Transparent UDP Port:

When the FP Web Configurator tool is installed, the FPWIN Pro example
“IP_to_Dword.asc” is also copied onto the hard disk. This file can be found under the
default installation path:

“C:\Programs\NAIiS Control\Configurator\FP-Web\FPWIN-Pro_Example”

This example PLC program shows the handling of IP address strings. It converts IP
address strings to a DWORD (binary representation) to enable IP addresses to be
checked and compared. With this example function block it is also possible to
generate IP address strings from binary (DWORD) information.

For a detailed description of the connection to the FP Web-Server, see cables to
connect to the 9 pin connector of the FP Web-Server (see "Cables to connect to
the 9 pin connector of the FP Web-Server" on page 8-13).

8.3.3.2 Example for "Transparent Multipoint Port” Communication

All stations in the following examples use the ‘Transparent Multipoint UDP Port’
function. The UDP-Server and UDP-Client functions of all stations are configured to
use port number 9095.

The three example FP Web-Server stations are set up as follows:
Station ‘A’: ID = 199.199.77.11

Station ‘B’: ID = 199.199.77.12
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- Station ‘C’: ID = 199.199.77.13
PLC'B' FP-WebServer 'B' FP-WebServer 'A' PLC'A'
- UDP-Client UDP-Server s
9-pin RS232C — — — 9-pin RS232C
-~ UDP-Server |_ UDP-Client -
z|
PLC'D' FP-WebServer 'D* § | FP-WebServer 'C’ PLC'C'
- UDP-Client | UDP-Server -
gpinAS282c| .l ] 9-pin RS232C
- UDP-Server UDP-Client .
Example 1:
Station | Data stream received via its 9- Station | Data stream is output via its 9-pin
pin RS232C connector RS232C connector
A {1199.199.77.12}<CR>XXXXXXX - B {i199.199.077.011}<CR>XXXXXXX
B {1199.199.77.11}<CR>yyyyyyy - A {i199.199.077.012}<CR> yyyyyyy
Example 2:
Station | Data stream received via its 9- Station | Data stream is output via its 9-pin
pin RS232C connector RS232C connector
¢ {1199.199.77.012}<CR>XXXXXXX - B {i199.199.077.013}<CR>XXXXXXX
c B
YYyyyyy - YYYyyyy
Example 3:
Station | Data stream received via its 9- Station | Data stream that is output via its 9-
pin RS232C connector pin RS232C connector
A {1199.199.77.12}<CR>XXXXXXX - B {i199.199.077.011}<CR>XXXXXXX
1199.199.77.13}<CR>
{ J<CR>yyyyyyy ¢ |{i199.199.077.011}<CR>yyyyyyy

8.3.3.3 General Comments and Comparison between TCP and UDP

1. UDP/ IP (in short UDP) does not use a connect/ disconnect sequence. With
UDP it is possible to send data to a different station than one from which data

is received, both at the same time and using the same port number.
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2. UDP/ IP does no support automatic data error handling.

Using TCP the data is sent to the distant station and the distant station
automatically sends an "OK answer" back. The data package will be sent a
second time if the "OK response" is not received by the sender. This procedure
cannot be watched by the user (i.e. PLC).

Using UDP the data package is sent to the distant station and the receiving is
not automatically checked or repeated in case errors occur. The data is directly
forwarded to the user (i.e. PLC).

3. Data can ONLY get lost if you unplug the Ethernet cable. To handle this case it
is a good idea for the PLC to send an "OK response" back to the sender when
data is received.

4. Missing UDP data packages should be handled by the user protocol.
For example:

If 'Station A' sends data to 'Station B’ then 'Station B’ should send back
an answer to 'Station A’. 'Station A’ should also check the returned
answer with a timeout. If no answer is received within the timeout, then
'Station A’ should re-send the data package or send the data to a different
station.

5. The network administrator has to ensure that UPD packages are also
forwarded by all necessary routers and gateways.

6. Additional note: The usage of the special strings “{l...}<CR>" and “{i...}<CR>"
will restrict the range of user data sent and received via the Transparent Port.
The user must make sure that the string “{I” and “{i” does not appear in the
user data or protocol, i.e. the character combinations “{I” and “{i” can no longer
be used in the user data (because it is reserved for Multipoint communication).

7. The special string “{i...}<CR>" sent to the PLC string can be easily handled by
the PLC program because it has a fixed length.

8. The FP Web-Server (i.e. the “Transparent Port UDP Client”) buffers the data
received from the PLC via RS232C until none is received within the configured
‘packing time’ (maybe 100ms). The RS232C data sender (PLC or other
RS232C unit) must ensure that the data sent before the 100ms delay does not
exceed 2000 characters: the “Transparent Port UDP Client” RS232C receiving
buffer size is 2000 bytes.

9. The special string “{I” must be received by the FP Web-Server via RS232C in
one ‘package’, i.e. no delay longer than the ‘packing time’ (maybe 100ms) is
allowed between the special string's characters.

10. The Transparent Port Multipoint function can handle sending and receiving at
the same time. Also data can be received from two or three different stations at
the same time. The PLC gets the data one after the other.
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8.3.4 Transparent TCP/UDP Port Number

The TCP/UDP port number for transparent communication is determined here.

a) Port server:
The port number set here must be known to the client (RS232C redirector, FPWIN Pro
or GK panel).

b) Port client:
The port number specified here must match the desired server port to be accessed.

For examples on TCP client's settings, see Client's Side (on page 8-3).

For UDP multipoint setup, see Example for "Transparent Multipoint Port”
Communication(on page 8-14).

8.3.5 Transparent RS232C Baud Rate

The FP Web-Server receives its data for transparent communication via the 9-pin
RS232C port with the label "MODEM COM." (RS232C). For a detailed description of
the cables see PLC Connection, Modem, Cable Drawings, DIP Switches (see
"PLC Connection, Cable Drawings, Modem, DIP Switches" on page 10-7).

The following settings have to correspond to the settings of the external unit that is
connected to 9-pin RS232C port.

Baud Rate from 1200 to 115200 BPS:

The presetting is 19200 BPS.

8.3.6 Transparent RS232C No. of Data Bits

The number of data bits is 7 or 8:
The presetting is 8 data bits.

Further information: Transparent Port (see "Configurator Parameters to the
Transparent Port" on page 8-8), Enable Port (see "Enable Transparent TCP/IP
Server Port" on page 8-9), RS232C Settings (see "Transparent RS232C Baud Rate"
on page 8-17).
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8.3.7 Transparent RS232C Parity Bit

Tells you if there is a parity "None, Odd, Even" required and which one is to be used:
The presetting is the "odd" parity.

For further information see: Transparent Port (see "Configurator Parameters to the
Transparent Port" on page 8-8), Enable Port (see "Enable Transparent TCP/IP

Server Port" on page 8-9), RS232C Settings (see "Transparent RS232C Baud Rate"
on page 8-17).

8.3.8 Advanced Transparent Port Parameters

The settings for the idle timeout for MEWTOCOL Server Port are the same for
transparent server port as for transparent UDP port.

MEWTOCOL Part Server [3 ping]

The part server closes the TCP connection after the zpecified time with no
data communication. The client needs to reconnect for data transfer.

I 0 ldle timeaut in mz [0 = no timeot]

After the connection has been cancelled the client (PC, transparent client port...) has
to connect via TCP to the MEWTOCOL Server port again. Set the idle timeout only if
the operation of the server or client is often interrupted that causes troubles to
reconnect during connections are still open.
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8.3.8.1 Advanced S ettings of the TCP Ports

With the dialog "TCP / RS232C Port Timeouts" you can specify timeouts when the FP
Web-Server cancels the connection to the client if no data is transmitted for the
duration of the specified value for idle timeout. The idle timeout can be set to the
default value O (i.e. the FP Web-Server never disconnects automatically as in version
1.0) by clicking on [Standard].

TCP/R5232C Port Timeouts |

—MEWTOCOL Fart Server [3 pinz]

The part zerver clozes the TCF connect after the gpecified time with no data
communication. The client need to reconnect for data transfer.

|dle tirmeout; I 0 mz [0 = no timeoLt]

— Tranzparent Port [3 pinz]
— TCP-Server

The port server clozes the TCP connect after the specified time with no data
comrmunication. The client need to reconnect for data transfer.

Idle tirmeout: I [ mz [0 = no imeout]
— TCP-Client

The port client clozes the TCP connect after the specitied time with no data
communication. After receiving B5232C data a reconnect iz done.

Idle timeout: [—ﬂ ms [0 = no timeout)
Standard | Cancel |

MEWTOCOL Server Port, see Advanced Transparent Port Parameters (on page
8-18)

Transparent Server Port

After the connection has been cancelled the client (PC, transparent client port...) has
to connect via TCP to the Transparent Server Port again. Set the idle timeout only if
the operation of the server or client is often interrupted, which causes trouble
reconnecting while connections are still open.

Transparent Client Port

The FP Web-Server (acting as a client here) cancels the connection to the server if
no data is transmitted for the duration of the specified idle timeout. Next the client FP
Web-Server is waiting for incoming data at the RS232C port (9-pin male connector).
For incoming data the FP Web-Server connects to the port server again and data will
be transmitted. The connection will not be closed if data is sent or received.
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If the idle timeout is set to 0 by clicking on [Standard], the client FP Web-Server
connects to the server after initialization (also after an error or a disconnect from the
other server) and never disconnects automatically again.

Comment

With the function "idle timeout" it is possible that multiple TCP-Port-Clients can send
data to one TCP-Port-Server.

8.3.8.2 Advanced S ettings of the UDP Port

Clicking on [Advanced] opens the following dialog:

Ethermnet/R5232C Port Parameters |

—MEWTOCOL Part Server [3 pinz]
The port zerver clozes the TCF connect after the specified time with no data
communication. The client need to reconnect for data transfer.

I 0 ldle timeaut in mg [0 = ho limeot]

Tranzparent Part [9 pinz]

= UDP-Server anly

= UDP-Client only

% LDP-Multipaint
UDP-Server and UDP-Clent at the zame time. Plug I[P address control with
special string (P} received wia RS232C.

The R5232C data iz buffered before send via UDP. The buffered data iz zend
if o maore RS 2320 data iz received within the specified time belaw:

I 100 Packing ime [R5232C character imeout] in ms [5 ... B4000]

RS232C port handshake control lines:
&+ Mare ¢ RTS /CTS handshake

Standard | Cancel |

Click on [Standard] to reset all values to default settings.

MEWTOCOL Server Port, see Advanced Transparent Port Parameters (on page
8-18)

"UDP-Server only"

The transparent port UDP-Server waits on incoming UDP data from a distant UDP-
Client (FPWeb-Server set to UDP-Client) and outputs this via RS232C. Data received
via RS232C is sent to the distant UDP-Client (the one who sent data the last time).
The special strings {l...} are not generated/processed.
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"UDP-Client only"

The transparent port UDP-Client waits on RS232C data receiving. The RS232C data
is buffered and sent (after packing time with no receiving) to the configured, remote
UDP-Server. Only the configured remote IP server address is used. The special
strings {l...} are not generated/processed.

"UDP Multipoint"

UDP-Server and UDP-Client at the same time. Plus IP address control with special
string {IP...} received via RS232C. For details on the UDP multipoint server/client
communication, see link “Enable Transparent UDP/IP Port”.

"Packing time"

The RS232C data is buffered before being sent via UDP. The buffered data is sent if
no more RS232C data is received within the time specified here. Possible range is 5
... 64000ms. The default time is 100ms.

The RS232C data sender (PLC or other RS232C unit) must ensure that the data
before the packing delay does not exceed 2000 characters, i.e. the RS232C receiving
buffer size is 2000 bytes.

The special string “{I” must be received by the FP Web-Server via RS232C within one
‘packet’, i.e. a delay of longer than the ‘packing time’ (e.g 100ms) is not allowed
between the characters of the special string.

"RS232C handshake mode"

The RS232C of the FP Web-Server can be configured to do RTS/CTS handshaking.
By default the RTS/CTS handshake is disabled. RTS/CTS handshaking is handled
independent of the maximum allowed packet size of 2000 bytes (see above ‘Packing
time”).
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9.1 Dial-up N etworking Setup for Computer/ FP Web-
Server

The FP Web-Server can administer a modem that permits logging on of a "PPP-
Client" and establishing a TCP/ IP connection to the FP Web-Server via modem.

When the connection has been established, the functions are the same as the ones
described above for Ethernet communication.

Functions possible:

e HTTP-Server for Web Pages
e RS232C/ Ethernet Ports

e Remote configuration

In addition, the FP Web-Server provides a "Gateway" function that allows other FP
Web-Servers (that are connected to the "Gateway" FP Web-Server via the Ethernet)
to be accessed via a long-distance modem connection. For a description of the
gateway setup, see PPP Gateway Functions (see "FP Web-Server PPP Gateway
Functions" on page 9-12).

In the following paragraph, the installation of a Windows95 computer and modem is
described. Using its standard Windows Dial-up Networking (PPP-Client) functions
you can call up a FP Web-Server.

For a detailed description of the parameters for the PPP-Server in the FP Web-Server
see PPP-Server Configurator Inputs and Parameters (on page 9-17).

9.1.1 TCP/ IP Netw ork Installation of a Windows Client

To make it possible for a computer to communicate with the FP Web-Server via the
network, the TCP/ IP network protocol has to be installed. These settings are
independent of the decision whether the communication is carried out via the
Ethernet or via the dial-up networking modem. For details on the TCP/ IP installation
on a Windows computer, see TCP/ IP Setup for Configurator/ Browser Operations via
LAN (see "TCP/ IP Setup for Configurator/Browser Operations via LAN" on page 10-
14).

Comment:

The following screenshots were taken from a Windows 2000 operating system. The
layout of other Windows operating systems may differ slightly.
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9.1.2 Modem and Dial-up Networking Installation of a Windows Client

Configure and test the respective modem under "system settings”, "modems". (For
example, a "standard 28800 BPS modem" to COM 2 was used.) Do not forget to set
the optional parameters correctly before closing "modem”, "system settings".

-
¢ PROCEDURE

1. Open the dialog "Phone and Modem Options"

Phone And Modem Options E ed [£3

Dialing Rules Modems |Advanced|

The following modems are installed:

Modem I Attached To I
2 FP Madem ELI

Standard 28800 bpz Madem COM2

Add... I Bemaove | Froperties |

oK I Cancel | Apply |
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2. Press [ADD] to add a new modem

Add/Remove Hardware Wizard

Inztall Mew Modem
Do you want Windows to detect your modem?

witidows will now by to detect pour modem. Before

‘\ continuing, vou should:

1. I the modem iz attached to your
computer, make sure it is turned on.

2. Quit arw programs that may be using
the modenn.

Click MHext when vou are ready to continle.

V¥ Don't detect my modem: | will select it from a list.:

emove Hardware Wizard

Inztall Hew Modem

o Select the manufacturer and model of your modem. If vour modem is not listed, or if you
[ hawve an inztallation disk, click Have Dizk.

Manufacturers: Models:
[Standard Maodem Types) :A:i Standard 2400 bpz Modem
ACam Standard 9600 bpz Modem
s Standard 14400 bpz Modem
Aceey Standard 19200 bps Modem
Acer Standard 2 [ bps Madem

bkl Standard 33600 bps Modem
_il.._....w.,mj E Chamd ard FENNN ke K BEFlas bl ndanm _ZJ
Have Digk... I

¢ Back I Mest » ] Cancel !

3. Windows95: Install the dial-up networking and restart the computer
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In "system settings", "network", a dial-up networking adapter with TCP/ IP protocol
(Optional: the client gets his address automatically from the server.) should be
installed now. For details on the TCP/ IP installation on a Windows computer, see
TCP/IP Setup: Configurator/Browser Operations Via LAN (see "TCP/ IP Setup for
Configurator/Browser Operations via LAN" on page 10-14).

4. Double-click "Create New Connection” in the folder "Dial-up Networking"
and create a new entry by entering the respective data

Documents

Settings

,@ Make Mew Connection
@ FP-WebServer PPP diap-up

= Local Area Connection

Search >

Printers
a Taskbar & Start Menu, ..

Help

Run...

E@ Shut Down...

imstart “ @ e ﬂ] “ @Network and Dial-up Con... !

Metwork Connection Wizard

Network Connection Type
You can choose the type of netwark. connection you want to create, bazed on

your netwark, configuration and your netwarking needs.

{* ‘Dial-up to private network:
Connect using my phone line [modem ar ISOM].

" Dial-up to the Internet
Connect to the Internet using my phone line [modem or ISDM].

" Connect to a private network through the Internet
Create a'Virtual Private Metwork [WPMN] connection or 'tunnel’ through the Internet,

" Accept incoming conneclions
Let ather computers connect to mine by phane line, the Internet. or direct cable.

{" Connect directly to another computer
Connect using my zenal, parallel, or infrared port.

< Back I Mest > I Cancel
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Metwork Connection Wizard

Phone Humber to Dial
ou must specity the phone number of the computer or netwark, pou want to

connect to,

Type the phone rumber of the computer or netwaork, you are connecting to. If you want
wour computer to determine automatically how to dial from different locations, check Lize
dialing rules.

) ; Fhone number:
I ] |ns24g4a2

Metwork Connection Wizard

Connection Availability
Y'ou may make the new connection available to all users, or just yourself.

You may make this connection available to all uzers, or keep it only for vour own uze, A
connection stared in pour profile will not be available unlez: you are logged on.

Create thiz connection:
&

£ Onily for myzelf

¢ Back I Mext » I Cancel J
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Metwork Connection Wizard

Completing the Network
Connection Wizard

Type the namea you want to uze for thiz connection:

iFF' web-Server PPP dialup

To create thiz connection and save it in the
Metwark, and Dial-up Connections folder, click
Finizh.

Ta edit this connection in the Metwark, and Dial-up
Connections folder, zelect it, click File, and then click
Properties.

¥ Add a shortcut ta my desktop

< Back I Finish I Carncel

5. After having completed the "New Entry"”, double-check the "Properties™

FP-webServer PPP dial-up 2] x|
General I Dptionsl Securityi Networkingi Shalingi

Connect using:
@ tModem - Standard 28800 bps Modem [COM1)

~ Phaone nurnber

Area GOt Phone number;

| =l 1080248482 Altenates |

{rEQOn cad

™ Uze disling ules

V¥ Show icon in kaskbar when connected

oK Cancel
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FP-wehServer PPP dial-up

il N B

-
g
Tone o]
e B
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FP-wehServer PPP dial-up

Genelall Dptionsl Secuity  Metworking l Sharingl

Type of dial-up server | am calling:

Settings I

Components checked are uged by this connection;
T Internet Pratocal [TCRAR)

[ 2 File and Printer Sharing for Microsaft Metwarks
O /= Cliertt for Microzoft Mebworks

Install.. Uninstall Froperties

~ Description

Tranzmizzion Control Protocol/lntermet Protocol. The default
wide area network, pratocaol that provides communication
acrozs diverse interconnectad nebworks,

Ok l Cancel I

Internet Protocol {TCP/IP) Propetties

General |

You can get IP settings assighed automatically if your network,
supparts thiz capability. Otherwise, you need to azk pour netwark
adrinizstrator for the appropriate P settings.

=" Obtain an |P address automaticall

— (" Lge the following IP address: -

& Obtain DNS server address automatically

" Use the following DNS server addresses——

Advanced.. I

ak. ’ Cancel i

6. Enter the password that was defined in the Configurator project before in
lower case only
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7.

Also see Base Configuration/ User Name and Password (on page 5-6) and
preinstalled passwords and safety instructions (on page 10-28).

Example:

Even if the password was "Abc1", it has to be entered as "abc1" for dial-up
networking.

Connect FP-WebServer PPP dial-up 2| =]

User hame: IUSBf

B I xxxxxxxxxxxxxxxx

¥ Save Pazswaord

Dial I Cancel | Properties | Help |

The Windows computer and the FP Web-Server should NOT be connected
additionally via Ethernet.

As soon as the connection is established, the application that accesses the
FP Web-Server (via TCP/ IP protocol) can be started
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The browser, Configurator, FPWIN Pro, etc. can be used in the same way with an
Ethernet connection.

FP-webServer PPP dial-up Status

FP-%ebServer PPP dial-up Status

Server type FFP
Tranzports TCPAP
Authentication FaP
Conpression [hone]

PFP multilink. framing O

Server P address 192163, 206.4
Client IP address 192168 206.5
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9.1.3 FP Web-Server PPP Gateway Functions

The PPP-Server can be called up via modem by a PPP-Client, e.g. laptop with dial-up
networking functions, see Modem and Dial-up Networking Installation (see "Modem
and Dial-up Networking Installation of a Windows Client" on page 9-3). As soon as
the connection is established, you cannot only access the PLC and the FP Web-
Server functions of the PPP-Server with this distant PPP-Client, but also contact all
the other FP Web-Servers in the network via Ethernet!

The Ethernet (LAN) network and the dial-up networking connection have to be
regarded as two separate networks, each with its own network address! For notes on
IP addressing and distinguishing the network's and the unit's address, see IP and
TCP/ IP (on page 10-12).

Within the LAN there is only one PPP-Server gateway allowed, i.e. if several FP Web-
Servers are connected in a network via the Ethernet, only one of the FP Web-Servers
in this network can assume the function of a PPP-Server.

When the IP configuration of the FP Web-Server is carried out, you can specify a
default LAN gateway. As soon as a modem connection with the PPP-Server is
established, this gateway address is replaced by the PPP configuration.

‘\,I ¢ EXAMPLE

Configuration for an Initial Test:

All FP Web-Servers in the Ethernet network need to have entered the gateway
address of that FP Web-Server that implemented the PPP-Server access.
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Configuration example for the FP Web-Server that implemented the PPP-Server

access:

w‘ﬂ[ﬁnnliguratol Project: Unit_1_Gateway

Project Confia | Email | HTML | Parts | PPP |

 Ethemet IP &ddiess———————  ~ PLC Interface

™ GetIP address from DHCP serves |192m j Baud rate

[172 [148 is0 1 [IPaddess | [5™ =] patabis

|55 J2s5 255 |o | Metmask Odd +| Pty

[172 [148 Jreo J1[Gatenay [[T =] PLC station address
— Passward Protection——————————— 1~ Main Functions

Iuse[ u ¥ HTTP server enable
S e " EMail zending enahls
[ Basshard ¥ MEWTOCOL TEPAP port

™ Transparent TCPAIP part server
™ Transparent TCPAP part client
¥ PPP server enable

‘Web pages showing PLC data:
HTHML contralled | = | Password

|F-:-r cottext-zensitive help, highlight buttan or entry fisld [use TAB key] and press F1 ke

Hilfe |
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The following parameters need not to be changed and can also be used for your PPP

gateway setup.

“T| Configurator Project: Unit_1_Gateway

Froject | Config| Email | HTML | Ports

[192 [168 206 |4 | IP addiess
[265 |55 [256 [0 | petmask
13z J1ea 206 |4 Gateway
13z [1gs 206 |5
PAP > | Authentication mode

|192UD 'I RS5232C [modem) baud rate

|E| Seconds idle timeout [0 recommended)

FFP

% Modem ¢ Mull modem cable [windows)

€ Mull modemn cable [Linte)

— Motes

*In a LAM there iz only one
PPP zerver gateway
allowed,

* The default LAN gateway
address iz replaced by the

Remote / Client addiess | PPP gateway address during

a miodem connection.

* The PPF client is to be zet
to accept the remote [P
addrezz from the PPP server.

* There are problems if the
zervel is conhected bo a
client via modem and via
LA&M at the zame time,

|Far context-sensitive help, highlight button or entry field [use TAB key) and press F1 key.

Hilfe |

Configuration example of a second FP Web-Server in the LAN:

“T| Configurator Project: Unit_2

Project  Confia | Email | HTML| Ports | PPP |

— Ethernet IF &ddress
[ iGet IP address from DHCP server

17z [148 J1eo 2 | IPaddess
|55 |z55 255 o | Metmask
[172 [148 a0 1 | Gateway

- PLC Interface

|192DE| vI Baud rate
|8 'I [rata bits

0dd | Parity

|1 vI PLC station address

- Pagsword Protection-

s Pazsword

“Web pages showing PLC data:

|HTML controlled 'I Paszword

IUSET zer name

— Main Functions
[¥ HTTF zerver enable

[ EMail sending enable

¥ MEWTOCOL TCPAP port

[ Transparent TCR/IP part server
[ Transparent TCP/P port client
[ PPP server enable

i[!-:o_r?onte:-tt-sensitive Help, highlight buttan or entry field [use TAB key] ancﬁr_ess F1 key.

Hilfe: |
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Configuration example of a third FP Web-Server in the LAN:

m[ﬁonfiguralm Project: Unit_3

Project Config | Email | HTML| Pots | PPP |

—Etkhermet IF Address————————  ~PLC Interface
[ iGet P addiess from DHCP server |‘|92|jD j Baud rate
[172 [148 Jiso |3 [IPaddess) | 5™ To] pata bits
|55 255 285 [0 | Metmask Odd | Paity
[172 |48 J1e0 |1 Gateway |1 vl PLC station address
-Pagsword Protection————— [~ Main Functions
Iuser_ . [¥ HTTP server enable
SELHANG [ EMail zending enable
I ““““““““ Password ¥ MEWTOCOL TCRAR part
e g e [ Transparent TCRAP port server
HTML cotraled = F'assu.\lnrd [ Transparent TCPAP part client
[ PPP server enable

|For contest-sensitive help, highlight button or entry field [use TAB key] and press F1 key.
Hilfe |

With this configuration example, it was possible to test the IP_forwarding
successfully, i.e. a Windows computer that dialed up the FP Web-Server gateway
was able to communicate with the other FP Web-Servers in the Ethernet LAN (were
the Gateway-FP Web-Server is in). However, the [FIND] command of the
Configurator (located on the remote Windows computer) could not find these FP
Web-Servers because the IP broadcasts (using the [FIND] command of the
Configurator) may not be forwarded via a gateway. See the description of [FIND] (see
"Find Server Function" on page 4-6) and details at enter IP address manually (on
page 4-7) how to configure these FP Web-Server via TCP communication.

9.1.4 PPP Commu nication via Null Modem Cable

Some Windows versions allow a PPP connection to be established to the FP Web-
Server via RS232C and null modem. Such an "RS232C - null modem cable" replaces
both modems of the PPP connection, i.e. the computer's RS232C COM port is
directly connected to the FP Web-Server's 9-pin port via a null modem cable.

Use a standard null modem adapter having 9-pin, female, RS232C connectors on
both sides. The minimum wiring should look as follows: 2-3 ; 3-2 ; 5-5. (This is the
minimum number of wires needed.) The minimum wiring connects the GND and the
data lines only. A 25-pin connection should look as follows:
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P < —
7 ahd - 7
B —
Nm— —
Comments:

The bridges 4-5 and 6-20 on each side are not absolutely necessary.
They are only essential for questions of compatibility.
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9.2 PPP-Server Configurator Inputs and Parameters

In the following, the input fields of the "PPP" screen of the Configurator for the PPP-

Server configuration are described.

wﬂ[ﬁnnfiguralnl Project: Example2

Project | Corfig| Email | HTML | Pats  PPP

¥ Enable PPF server
192 [16e 208 4 |1 addwess
|5 Jes5 [285 [0 Metmask

P9z J1es [208 |4 Gateway
IERIEREE Fiemate / Cliert address

FAP | Authentication mode

|192EID 'I RS232C [modem) baud rate

IBEI Seconds idle timeout [0 recommended]

& Modem © Mull modem cable [windows)
€ Mull modem cable [Linus)

—Mates

“Wfith LAMN there iz anly one

FPPP server gateway
allowed.

* The default LAM gateway
address iz replaced by the
PPP gateway addrezs during
a modem connechion.

* The PPP client is to be zet
to accept the remote P
addrezz from the PPP server.

* PPP modem and

tranzparent TCP/RS232C
part cannot be used at the

zame hme.

|F|:|r contert-zenzitive help, highlight buttan or entry field [uze TAB key] and press F1 key.

End

Hilfe |

Comments:

o The PPP-Client has to be set up in such a way that it accepts the
remote IP address from the PPP-Server.

e The modem and the transparent TCP/ RS232C port cannot be used at

the same time.

¢ The modem has to be connected to the 9-pin RS232C port of the FP
Web-Server. For a detailed description of the cables and the DIP switch
functions see PLC Connection, Cable Drawings, Modem, DIP

Switches (on page 10-7).

9.2.1 PPP-Server Enable/ Disable

Enable/ disable the PPP-Server, i.e. the gateway function between the modem (at the
9-pin RS232C port) and the Ethernet network.
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If the PPP-Server of the FP Web-Server is active and a modem is connected
to the 9-pin RS232C, transparent communication is impossible, i.e. either a
transparent RS232C port or a PPP-Server for external modem access (PPP

gateway to the Ethernet) is possible. If the PPP-Server is activated and the

transparent port was active at the same time, you will receive the following

message:

FP-Web: What to do? I

-
® Enable the PPF modem and digable the tranzparent TCR/RS232C port?

Mein |

9.2.2 PPP-Server IP Address

The fixed IP address of the FP Web-Server for a dial-up networking connection has to
be entered here.

The IP address consists of 4 numbers (any 0 to 255). The first numbers define the
network address, the other numbers define the participant's address.

The Ethernet (LAN) network and the dial-up networking connection have to be
regarded as two separate networks, each with its own network address! For notes on
IP addressing and distinguishing the network's and the unit's address, see IP and
TCP/ IP (on page 10-12).

For an example of an initial test configuration see PPP Gateway Functions (see "FP
Web-Server PPP Gateway Functions" on page 9-12).

9.2.3 Netmask (Re mote Network)

The netmask of the dial-up networking has to be entered here. This netmask defines
the allocation of the address to the network's or the unit's address. This sub-netmask
applies to the dial-up networking, i.e. the PPP-Server IP address and the PPP-Client
remote IP address.
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For an example of an initial test configuration see PPP Gateway Functions (see "FP
Web-Server PPP Gateway Functions" on page 9-12).

9.2.4 PPP-Server Gateway Address

The IP address that provides the gateway function between the Ethernet LAN and
dial-up networking has to be entered here. It makes sense to enter the IP address of
the PPP-Server here see PPP-Server IP Address (on page 9-18).

For an example of an initial test configuration see PPP Gateway Functions (see "FP
Web-Server PPP Gateway Functions" on page 9-12).

9.2.5 PPP-Client Remote Address

The IP address that is assigned to the PPP-Client (e.g. laptop) during a dial-up
networking connection has to be entered here. The PPP-Client should be configured
as described in Modem and Dial-up Networking Installation of a Windows95 Client
(see "Modem and Dial-up Networking Installation of a Windows Client" on page 9-3),
such that no fixed IP address is used for the dial-up networking connection but that
the IP address assigned by the PPP-Server is accepted.

For an example of an initial test configuration see PPP Gateway Functions (see "FP
Web-Server PPP Gateway Functions" on page 9-12).

9.2.6 PPP Authentication Mode for the Remote PPP-Client

The type of the authentication (password request) that should be used for a dial-up
networking connection, can be determined here.

With a Windows PPP-Client the "PAP" method should be selected.
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9.2.7 RS232C Baud Rate (Modem/ Cable)

The maximum baud rate for the RS232C connection from the FP Web-Server to the
modem has to be determined here. In case of noisy telephone lines a low baud rate
(e.g. 19200 BPS or 9600 BPS) should be selected. Normally, the connected modem
can automatically identify the baud rate used by the FP Web-Server.

9.2.8 Seconds Idle Timeout

The period of time after which the modem connection is disconnected by the FP
Web-Server (respectively the PPP-Server) if no data exchange is carried out is
defined here, i.e. if no data transfer has been carried out via the modem for a certain
period of time, the connection is automatically disconnected. Values range from 0 to
500 seconds.

The idle time should be set as short as possible because under certain circumstances
the predefined idle time must pass, before the FP Web-Server can accept another
connection. A value of 0 disables the idle timeout and the FP Web-Server does not
disconnect. This is recommended for Windows clients that get into trouble when a
PPP-Server disconnects the modem connection.

Comment:

The idle timeout of all examples (see "Description of the HTML Examples" on page
10-3) supplied with the FP Web-Server are set to 0.

9.2.9 Modem or N ull Modem Cable Selection

Some Windows versions allow a PPP connection via a null modem cable to the FP
Web-Server to be established.

The COM port of the computer is directly connected to the 9-pin port of the FP Web-
Server via a null modem cable.

For further information see PPP Communication via Null Modem Cable (on page 9-
15).
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10.1 Contents of the CD and Auxiliary Programs

You will find the following folders on the CD:

Folder Comment

Configurator Setup

Manual User's Manual

Adobe Acrobat Reader Acrobat Reader Setup

Please pay attention to possible license regulations!
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10.2 Description of the HTML Examples

The following examples supplied with the installation of the FP Web-Server
configurator show in a simple way the HTML functions of the FP Web-Server and
may be used as source material for advanced projects.

Example 1: First Steps with HTML Including PLC Data

First steps with HTML including PLC data. Shows basic functions for handling PLC
data with HTML pages:

o display of the value of a 16-bit data register, e.g. DT200.
¢ display and/ or change the condition of an internal relay, e.g. R100.
o Enter 16-bit data via an HTML page in the browser.

¢ Independent to the HTTP functions, FPWIN Pro is able to communicate
with the PLC that is connected to the FP Web-Server via Ethernet TCP/
IP port 9094.
Example 2: HTML Functions
Shows all detailed HTML functions of the FP Web-Server:

¢ Use of images to show conditions of relays.

e Automatic refresh of an HTML page after set duration.
o Check password for protected pages.

e Enter a series of 16-bit DT values with [Submit].

o Display of all PLC data in integer, floating point, double word and string
format.

o Enter PLC ASCII text (array of characters) and strings of FPWIN Pro via
HTML pages.

e Activate the email function of the FP Web-Server via HTML pages.

e FPWIN Pro is able to communicate with the PLC that is connected to
the FP Web-Server via Ethernet TCP/ IP port 9094.

Using this example it is recommended to download the FPWIN Pro example
Example2.asc to the PLC. This ASCII file can be found under "Programs/ NAiS
Control/ Configurator/ FP-WEB/ Example2".

Example 3: Condition of Relays

This example displays the condition of relays with active images, i.e. the images can
be clicked to change the condition of the relay.
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Example 4: Labels and Java Script

This example shows the use of labels (symbolic names) and the use of Java Script:

When addressing PLC registers within HTML pages, you can also use
symbolic names, e.g. Blinker, Counter instead of the absolute
addresses, e.g. DT200, R20. The correlation between the symbolic
name and the absolute address is stored in a *.CSV file that has to be
copied to the root directory of the project.

The use of Java Script can automate HTML pages. The script program
starts after loading and before displaying the HTML page. A DT200
value read from the PLC is set as a counter for a Java Script loop. For
each repetition of the loop, the character '-' is put onto the page, i.e. the
PLC controls the length of the '---' line.

Java Script offers a large library of programming instructions to build
convenient, special or automated HTML pages. Also the display and the
handling of the browser can be changed with Java Script.

Additionally it shows the usage of the version 1.3 feature to do an
automatic page reload on PLC data entry. For details on the usage of
the special HTML page “s_m_done.htm” see automatic page reload
on submitting PLC data (see "Automatic Page Reload upon Submitting
PLC Data" on page 7-29).

Example 5: Symbolic Names, Strings, Java Script

This example shows:

Symbolic names used instead of absolute PLC addresses.
Strings are stored on the PLC and

JavaScript is used with the FP Web-Server to program:

- a button to send multiple strings to the PLC

- receiving multiple strings from the PLC and buffer in variables
- a button to display buffered strings

- verifying data in the browser before sending

- generating its own "Error" and "OK" windows after data submit

In this case the JavaScript is in a separate file "javascri.js" which is called from the
HTML page. To enter some values on the "Billboard", you have to initialize some data
registers on your PLC. Therefore it is necessary to program the PLC as described in
"instruc.htm".
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Example 6: PLC data Sent via Email

PLC data is sent via email. This example requires the PLC program Example6.asc to
be run on the PLC. This PLC program converts PLC data into text before sending an
email. The new version of the FP Web-Server V1.2 supports email text of up to 32000
ASCII characters. The program file, the respective FPWIN Pro library and a brief
description (Readme.txt) can be found under "Programs/ NAiS Control/ Configurator/
FP-WEB/ Example6/ PLCprog".

Example 7: Internet Email

This is an example for using Internet email with the FP Web-Server. It is similar to
example 2, but sending email is set to Internet dialup.

e This example uses data of the ISP (phone number, DNS address) of the
provider "Freenet, Call-by-Call". These settings can only be used in
Germany. Please change the settings to another dial-up provider
according to your country.

o The example of the email ISP is also an account from "Freenet" and is
not for official use. Before you can use this example you have to register
an email account from Freenet (http://office.freenet.de/) or an other
provider. Modify the example settings for the email sender's address,
user name and password according to the email account you have
access to.

Example 8: Use of Frames
This example shows the use of frames.

e Using frames while displaying PLC data on the first page (Main.htm)

¢ When using frames one html page can consist of several independent
HTML files

¢ The file Main.htm of this example consists of two referenced pages. One
page is displayed in the upper frame, the other in the lower frame. The
upper frame is refreshed continuously, e.g. PLC data will be read
continuously. The lower frame is static for entering PLC data.

¢ Only edit MAIN.htm with a text editor, e.g. NotePad, do not use an
HTML editor.

Example 9: Bar Graphs

This example shows several uses for bar graphs, whereby images increase their size
according to PLC data. It also shows that all HTML tags, values and parameters may
be replaced by PLC values. Only edit *.htm pages with a text editor, e.g. NotePad, do
not use an HTML editor.
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Example 10, New HTML Features

This example shows the new HTML features of FP Web Configurator version 1.3.
These are list boxes, checkboxes, radio buttons and a reset button for entry fields.
Additionally it shows how to use the new feature: automatic page reload on PLC data
entry. For details on the using the special HTML page “s_m_done.htm”, see
automatic page reload on submitting PLC data (see "Automatic Page Reload
upon Submitting PLC Data" on page 7-29).

Edit this example's HTML pages with a text editor, e.g. Notepad.
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10.3 PLC Connection, Cable Drawings, Modem, DIP
Switches

Please also see the installation sheet " FPWEB_Server_Leaflet" supplied with your
FP Web-Server for important notes, cables and installation.

10.3.1 PLC Connection

WehServer

e 10BaseT (RJ45)
use standard Ethernet CAT.5 cable

RS232C (without handshake)

@€ Screw terminal (Phoenix 18 40 37 9)

Connects to the PLC

ETH ERHNET GOM
[(1I0BAZET)

PL:COM
[13k=rx ruh)
= R O

e
09 e |-
[RL E
oooooooo SEnoohook

2nd RS232C (Sub-D 9 male)
Compatible to IBM PC serial port.
e Use standard serial computer cables.
LY = ] 1.) Connects to a modem (PPP) or
C 2.) Transparent communication with
L= 2nd PLC, computer, panel ...

MO DB G OM. (REZEA

FP ER

24V DC use Matsushita power cable
Qrder number: AFP0581

- h brown = + 24VDC

. blue = GND
Attention: The green green = framing ground

wire must be connected
to FG!
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10.3.2 Cable Drawings and Modem

The possible cables for connecting the FP Web-Server to the Matsushita PLC:

BWRS232C(3-pin)

o
(14
(/2]

G(GND)=Signal Ground

R (RXD)=Receive data

S (TXD)=Transmit data

1.Tool port FPO/M/2/2SH/ X /FP-e using cable AIGT8192

FP Web-Server
Screw Terminal 3-pin

PLC Tool Port
Sub-D male 5-pin

G 1(Blown)
R 2(Red,White)
S 3(Orange,Green)

2.COM. Port FP1/M/2/28H/10SH,SDU FP2/3

using cable AIP81842

FP Web-Server PLC COM.Port
Screw Terminal 3-pin| Sub-D male 9-pin
G 7(Blown) o >
R 2(Red,White)
S 3(Orange,Green) ||
4
[
5
3.COM. Port FPO/FP-¢e
FP Web-Server PLC COM.Port
Screw Terminal 3-pin| Screw Terminal o
G G (/SG) o
R S (/SD) 7))
S R (/RD)
4.COM. 1 and COM.2 Ports FP £
FP-WEB | COM1 COM2 sG
G SG SG SG R2
cs S2
R SD RS S1(/S2) R1
S RD RD R1(/R2) S1
I: RS SD
CS

G (GND) = System Ground

R (RxD) = Receive Data

S (TxD) = Transmit Data

The 3-pin screw terminal is from Phoenix Contact: Phoenix product: MC1.5/3-ST-3.5
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PPP-

Server with modem:

Use a standard computer/ modem cable to connect the FP Web-Server to a modem:

Modem Cable

FP Weh -Server Mod em

Suh-D female Sub-D male

A pin 25 {9 pin
3— 2 (HTxD
22— 3(AHRxD
7 4 (N RTS
a A(B)CTS
] 7 (3 GMND

PPP-Server without modem:

Use a null modem cable to connect the FP Web-Server directly to a computer:

A minimum, self-made adapter can be built by using two female
connectors and 9-pin SUB-D connectors. The wiring should look as
follows: 2-3; 3-2; 5-5. (This is the minimum number of wires required.)

Or use a standard null modem adapter with full 25-pin, female RS232C
connectors on both sides to create a connection between the FP Web-
Server (with 25/9 adapter) and the computer's COM port.

The full wiring of a standard 25-pin null modem adapter should look as
follows:
1-1; 2-3; 3-2; 4+5-8; 6-20; 7-7; 8-4+5; 20-6

10.3.3 DIP Switche s

Upon delivery, the DIP switches of the FP Web-Server are set to ON.

/~ SMD DIP Switch o
O AR AT Factory Setting:
OM DIF All DIPs = ON
Begs DIP No.

gutd | 1: MEWTOCOL Port
2: HTML write to PLC
3: 2nd transparent Port

4: ON /
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* NOTES

The DIP switches can only switch OFF a function that has been
enabled (i.e. activated) in the Configurator before. If a function has
not been enabled in the Configurator, the DIP switch has no function!

The DIP switch settings are read by the FP Web-Server every second,
i.e. the FP Web-Server recognizes DIP switch changes automatically
and does not need to be restarted.

10.3.4 Special Note s for Service Technicians for Clearing Passwords

To clear the password (and the configuration) of a FP Web-Server, the following
steps have to be carried out:

\-,
AP ¢ PROCEDURE

1.

2,

Shut down the FP Web-Server, i.e. disconnect or switch off the 24V supply
Disconnect all RS232C cables (to the PLC and to the Modem)

Set the DIP switches: 1=ON 2=OFF 3=ON 4=OFF

Power up the FP Web-Server and watch the LEDs

After the initialization (which takes about 9 seconds) the 2nd COM LED is
activated for about 5 seconds

If the DIP switches are not switched ON during those 5 seconds, the FP Web-
Server deactivates the 2nd COM LED and resumes to normal operation

If all DIP switches are switched ON during the 5 seconds in which the 2nd COM
LED is lit, the following tasks are carried out simultaneously:

- CHIP.INI file on the FP Web-Server (holding the configuration and the
passwords) is deleted.

- 2nd COM LED stays activated.
- FP Web-Server stops its operation.

After this, proceed with the following steps:
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5. Shut down the FP Web-Server and power up again

The FP Web-Server will start with a DHCP address or will temporarily use the
fixed address 1.1.1.1

6. Start the Configurator and use the [OPEN] button to load a Configurator
project with the IP configuration and password set correctly for the
initialization of the FP Web-Server

7. Press the [FIND] button and select the appropriate FP Web-Server by
double-clicking

See also Select from List of Units Found (on page 4-7).

8. The confirmation message which pops up (before the IP configuration is
transferred) is to be answered with [Yes]

- Femate Unit:
Find I Serd | | mitralize | et |
FP-Web: What to do?

™ ID=02098 1P=193.199.26.52
1 The IP configuration of the selected unit is not right.

Update the remote unit IP configuration with the walues from the project’?

9. Wait about 15 seconds, then press [FIND] again and select the appropriate
FP Web-Server

The confirmation message should not pop up this time.

10. Press the [INITIALIZE] button to send the firmware and base configuration
to the unit

11. Press [SEND] (and optionally check the "HTTP files" checkbox) to transfer
the new configuration to the unit

12. Shut down the FP Web-Server and reconnect the RS232C cables.

13. Power up for normal operation
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10.4IP and TCP/ IP

Every Ethernet participant must have an individual IP address. This address may not
be used a second time in the same network. The IP address consists of 4 numbers
(any 0 to 255). The first numbers define the network address, the other numbers
define the participant's address.

The Internet Address:

To be independent from the medium as well as the platform, one should not adjust
the addressing of a single bus system when specifying the communication system.
The concept of the Internet is based on one's own address, i.e. the Internet address.
The Internet address is comprised of 32-bits and is divided into a network part and a
participant's part. While the Ethernet address is displayed hexadecimally, for the most
part, the decimal notation is normally used for the Internet address. Every byte is
represented by its decimal value. Valid address specifications are numbers between
0 and 255.

Example: 0011 1001 /0011 1101 /111 0010 / 0001 1001
would be displayed as: 57. 61. 242. 25

Therefore, special address conventions have been agreed upon:

E'_‘:;?"" . Metwiork Computer | Host |
Class B
128 - 191 ... . Siotmot Coupyts/ tost |
Class C
192-223___- Nebwork Computer / Host]

Class D

R 231',(- Multicast Address |
Class E - afrad Eormat

240 - 255 .. — -I

The following recipient's addresses are fixed:

o 255.255.255.255. broadcast "to all"

e Network address = 0 "the own network"

Computer:

For information of the TCP/ IP installation on a Windows computer see TCP/ IP Setup
for Configurator/ Browser Operations via LAN (see "TCP/ IP Setup for
Configurator/Browser Operations via LAN" on page 10-14).

FP Web-Server:
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The IP address of the FP Web-Server can be fixed or it can be allocated dynamically
by a DHCP-Server. See also Configurator (see "DHCP or Fixed IP Address" on page
5-4).

The following two decisions can be made to set up the IP configuration of the FP
Web-Server:

A) In a "self set-up” network (e.g. with only one hub) the fixed IP addresses can
be assigned by yourself. See also Setup of an Individual Ethernet LAN (on page
10-20).

In many cases a class C network is used. The network is identified by 3 numbers.
The participants (Computers, Units, FP Web-Server...) are distinguished by the
last number (1 to 254), e.g. 192.168.206.1 to 192.168.206.254.

In case this network is connected to a second network via a gateway (e.g. the
computer for configuration might be in this network), the gateway address also
needs to be specified, e.g.:

Computer in x.y.206.z Network with Netmask 255.255.255.0, using the x.y.206.1
Gateway.

FP Web-Server in x.y.60.z

The network should have the following settings:
- IP Add=x.y.60.31

- Netmask=255.255.255.0

- Gateway=x.y.60.1

B) In case the FP Web-Server should be connected to an existing network, the
following data must be asked from the network administrator:

- Is there a DHCP-Server in the network? If NOT:
- IP address: Which fixed IP address can be assigned to the FP Web-Server?

- Netmask: How is the network address set up (length of the network address
and/ or the participant's address)?

- Gateway: What is the gateway's IP address? (0.0.0.0 if there is no gateway to be
used).
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10.5 TCP/ IP S etup for Configurator/Browser Operations
via LAN

Browser Setup:

The HTML pages of the FP Web-Server can be displayed with a standard Internet
browser. For further information also see the initial browser test in chapter First
Steps (on page 3-1).

If the FP Web-Server is operated in an office network with Proxy to the Internet,
accessing the FP Web-Server HTML pages might take a long time. In this case, shut
off the Proxy function of the browser for this specific IP address of the FP Web-
Server. Enter the following necessary setting in the Netscape browser by clicking
"Edit", "Preferences" and "Advanced Proxy". Then press [View] and enter the IP
address of the FP Web-Server under "Exceptions":

LCategary:

=- A_ppearanca Corfigure praxies ta access the Internet
i Fontg
" Colars

[=1- Mavigatar A network proxy is used to provide additional security between your
Languages computer and the Intemet [usually along with a firewall] and/or o
Anplicat increase performance between networks by reducing redundant traffic
ity via caching.
L Smark Browsing

- Mail & Mewsgroups " Direct connection to the Internet

[l Aoaming Access ' Manual prosy configuration Wig.. I

[#- Cormposer

[+ Offline € Automatic proxy configuration

- Advanced Configuration |ocation (URL] I
- Cache

s Eielaad |

- SmartUpdate

ak. I Cancel Help
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M anual Proxy Configuration B

—Server
Type Address of proxy server to uze

HTTF: Ipruxy.server.lsl

Security:

ETF:

Gopher:

WAIS:

|
|
Socks: I
|
|

— Exception:

['o not uze proxy servers for domains beginning with:

193.193.2652

Use commas [,] to separate entries.

g

1] I Cancel

In the Internet Explorer you can find these entries under:

"Internet Options", "LAN-Settings", "Advanced", "Exceptions'

Internet Options

GEnEraIl Seturityl Content  Connections Ing

i1 Use the Internst Connection Wizard ko
connect your computer to the Internet,

i Dial-up settings

FP-WebServer PPP dial-up

& mever dial a connection
" Dial whenever a network connection is nat ¢
" Always dial my default connection

Current Ione

Local Area Networ!

—Aukomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ Automatically detect settings

™ Use automatic configuration script

21

Address I

—Proxy server

¥ Use a prozy server

Address: Iproxy.server.tst

™ Bypass proxy server for local addresses

r—Local Area Mebworl (LAN) settings

L&M Settings. .. |

K |

Cancel | Apply

Port: | 8080

Advanced... |
Proxy Settings 1

[ SErvErs

21x|

Type Proxy address to use Port

g HTTP: [proxy.server kst i [080
Secure! IW ' W
FTP: [prowpserverist im0
Gopher: W H W
Socks: l— 3 I_

¥ Use the same proxy server for all protocols

—Exceptions
Do nok use provey server for addresses beginning with:

£l |199.199.25.52 ﬂ

Use semicolons ( ; ) to separate entries,

|
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Comments:

e There are no Proxy exceptions to be specified if the browser is used to
request HTML pages from an FP Web-Server located in the Internet.
But the Proxy to the Internet must be setup not to buffer HTML pages
from the FP Web-Server. Be aware if the Proxy is reading HTML pages
from its internal cache memory instead of requesting them from the FP
Web-Server, changed PLC data cannot be seen!

e Please ask your network administrator, in case you have problems
reloading changed HTML data from the Internet (via Proxy).

Windows with TCP/ IP (and optional dial-up networking):

To make it possible for a computer to communicate with the FP Web-Server via the
network, the TCP/ IP network protocol has to be installed. These settings are
independent from the decision whether the communication is carried out via the
Ethernet or the dial-up networking modem. However, an Ethernet card is required for
LAN communication and a modem is required for a the dial-up networking
connection.

Screen prints of the "System Settings" and "Network" (a computer with Ethernet card
plus dial-up networking is displayed here):

L E.':S- Settings N = Control Panel

@ e : =] vial-up Col tions ¥ ,@ Make Mew Connection
2t
@ FP-WebServer PPP diap-up

== Local Area Connection

a Taskbar & Start Menu,..

i start H H & 3 |J ] Network and Dial-up Can,.,
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Local Area Connection Status E
Gereral i

.. EDI"II"IEClICII"I S Bt B s L e T L B o e e e S ......__._...‘i
; Status: Connected |
| Diuration: 31 sicrey B
Il i 100.0 Mbps
Aty — L
St s =1 s Heceived
! L4
| Packets: 4597 | 43548
i

1
Local Area Connection Properties E

General I

Connect uzing;

1 B8 3Com Etherlink 5L 104100 PCI For Complete PC Manage

Components checked are uzed by this connection:

[w] L':]. Client for Microzoft Metwarks
[w File and Printer Sharing far Microsoft Metwaorks
FInternet Pratocal [TCP/IP)

Install... Urinztall Properties

1= DHBEEIIHI e

wide area network protocal that provides communication

| Transmission Contral Protacal/internet Protocal, The defaul |
| |
: : |

acioss diverze interconnected networks. |

[ Show icon in taskbar when connected

(1] 4 Cancel
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Internet Protocol (TCP/IP) Properties )

General |

ou can get [P settings assigned automatically if your network supports
thiz capability. Otherwize, vou need ta azk pour network administrator for

the appropriate |P settings.

{+ [btain an IP address automatically

21X

—1 Usze the following IP address:

1P address: I . . .
Subret mask: I 1 . :

Diefault gatetwan: el el |
" Obtain DNS server address automatically

—1% Uze the following DNS server addrezses:
Preterred DMNS zerver: 193 193 . 26 . 20

Alternate DMS zerver: I s : ;

Advanced.. |

Ok, I Cancel |

Advanced TCP/IP Settings

IP Settings | DNS | wiINS | Options |

2l

— P addreszes

IP address | Subhet mazk

DHCF Enabled

add. | Edi.

Femoye |

— Default gateways:

Gateway | Fetric

193.199.26.1 1

Remaove

Interface metric: |1

Ok

Cancel
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Advanced TCP,/IP Settings ] 2 xl

IP Gettings  DNS | wiNg | Options |

DMS zerver addresses, in order of use:

Remove |

The following three settings are applied to all connections with TCP/IP
enabled. For rezolution of ungualified names:

& append primary and connection specific DMS suffives
¥ &ppend parent suffises of the primary DNS suffiz
€ Append theze DMS suffices [in order):

[5
=

sdd, || Edi Femove |

DS suffix far thiz connection: I

[V Reqister this conmection's addresses in DMS
[ Use this connection's DHS suffix in DNS registration

(]S | Cancel |

Advanced TCP/IP Settings

IP Settings | DNS~ WINS | Options |

~WINS addreszes. inorder of use:———

]

bdd. Edt. Femove |

IFLMHOSTS laokup iz enabled. it applies ta all connections for which
TCPAP 1z enabled.

¥ Enable LMHOSTS lookup |mport LMHOSTS.

€ Enable MetBI0S over TCRAP
" Dizable MetBIOS cver TCPAP
€ Use MetBOS setting from the DHCP server

ak. i Cahcel
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10.6 Setup of an Individual Ethernet LAN

If no connection to an existing Ethernet network is used, you will find a couple of
helpful remarks in the following paragraph.

In the following example, only one computer should be used for carrying out the
configuration of one or several FP Web-Servers:

If only one computer (with Ethernet card) should be connected with one
FP Web-Server pier-to-pier, a crossover-cable can be used between the
computer and the FP Web-Server. Please use the following pin
allocation for setting up a cable for connecting two Ethernet network
interfaces (hubs, cascading, FP Web-Server to computer, etc.):

- 10BASE-T Crossover Cable:

RJ45 Male Plug
(on Cable)
10BASE-T Crossover Cable

RJ45 #1 Pin RJ45 #2 Pin
1TX_D1+ 3RX_D2+
2TX_D1- 6RX_D2-
3RX_D2+ 1TX_D1+
6RX_D2- 2TX_D1-

If more than one FP Web-Server should be connected with one (or
several) computer, a hub or switch has to be used as a star coupler. A
standard Ethernet 10BASE-T hub can be used as a star coupler. When
using a hub, you can use standard Ethernet twisted pair cables along
with it.

For using the email functions in such a "mini-network", an Email-Server
has to be installed on the (or on one of the) computer. For example, on
the Matsushita Ethernet exhibition board the Email-Server "1st Class
Mail Server 2.0" by "1cis.com" was used successfully. See also Details
on the Email-Server (see "Generalities on the Email-Server" on page 6-
12).
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e If the IP address (and/or the data rate 10/ 100 MBPS) are not modified
very often, a switch might increase the performance of the network in
comparison to a hub:

Minimizing Collisions with the Help of Switches:

A switch is an intelligent unit with which you can subdivide the Ethernet in sub-
segments that are widely independent from each other. You can imagine it as a kind
of switch matrix. If a piece of information should be transferred to another segment,
the switch automatically establishes the respective connection. The other segments
are not concerned by this data transfer and can be run in parallel operation mode.
With the help of switches you can cut the likelihood of collisions drastically or even
eliminate them totally (e.g. in the extreme case of a "totally switched" network).

Unfortunately, the case that several stations want to send a message to the same
recipient cannot be defused by a switch. It has to be mentioned though that this
special case cannot be controlled with the conventional, deterministic bus system
either.

A switch receives a data package on one side. Based on the destination address, the
unit decides via which output bus the message should be forwarded. You have to
differentiate between switches that receive whole messages at once, analyze them
and forward them afterwards ("Store and forward"), and other switches that are toggle
controlled by the hardware as soon as the recipient's address is defined ("Cut
through"). Of course, the latter ones are somewhat faster.

The price for this ideal way to avoid collisions has two aspects to consider:

First, switches are not cheap. There is a lot of processing effort behind them. Second,
the effective wiring of the bus system is abandoned again and one returns to the
traditional pier-to-pier connection. Consequently, the wiring effort is increased
significantly.

Address Table
Addr | Port
121 AL
4335 | BL Control
18A3 | BL

E

2288
Input .
Buffer ¥

¥

i

TYYYTTYY

yYYywywy
YTYYVYYY
YrYYyy vy

Input Dutput
Port L Port

For generalities on TCP/ IP also see IP and TCP/ IP (on page 10-12).
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10.7 First HTML Page Including PLC Data

How to Create your first HTML Page for the FP Web-Server:

=
¢ PROCEDURE

1.

Select an editor, e.g. Word 2000, Frontpage (supplied by the Internet
Explorer), Netscape Composer (supplied by the Netscape Navigator)

Open Word 2000:

Input text, maybe an instruction that is compatible to a Matsushita PLC (e.g.
{DT200_6_u}).You can also create a hyperlink to jump back and forth between
pages.

[Save As] (.htm format): e.g. C:\Programs\NAiS Control\Configurator\Fp-
web\Example4\http\hello.htm

Start Configurator
Start\Programs\Nais Control\Configurator\Fp-web\FP WEB Configurator

Select proper FP Web-Server unit (e.g. ID:0209A) by clicking [FIND], select
project by clicking [OPEN], e.g. C:\Programs\NAiS Control\Configurator\Fp-
web\Example4\http

Select [HTML] Tab, click “hello.htm” and send the file from the computer to the FP
Web-Server by clicking [SEND FILE]. (Upon successful transfer you will be asked
to click [OK] twice more. The transfer cannot be carried out successfully if the
.htm file is still open in Word 2000. You can only open the .htm file with the help of
the default editor of the Configurator by clicking [OPEN], if you have entered the
editor used beforehand (Word 2000 is not entered), see also Default Editor (see
"Open File With a Default Editor" on page 7-36).

Leave the Configurator in the state it is and switch to the browser (e.g. Internet
Explorer, Netscape Navigator).

Start Browser, e.g. Netscape Navigator, Internet Explorer

Click [Netscape/Explorer]

Insert the IP address and the file name, by which the connection to the FP Web-
Server and the HTML file is established, in the Location field, e.g.
http://199.199.26.52/hallo.htm. Press <Enter>.

FP Web-Server page is displayed.
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To view the results of the request written down in the .htm file to the PLC, you
have to enter a command in the location field (all commands can be found in the
manual), e.g. http://199.199.26.52/plc?hello. Press <Enter>. (The .htm extension
has to be deleted to be able to carry out the task described above.)

When you encounter problems trying to display the FP Web-Server page or you do
not know the IP address by which the connection to the FP Web-Server is
established, proceed as follows:

\‘,
¢ PROCEDURE

1. Start Configurator

2. Click [FIND]

The new IP address is displayed after the ID No. of the respective FP Web-
Server, e.g. ID:0209A 1P:199.199.26.52 Project: EXAMPLE4.

3. Start Netscape
4. Click [Edit], [Settings], [expanded], [Proxies], [Display]
5. Enter the new IP address in the “exceptions” window

Make sure that you worked through the First Steps (on page 3-1) before you try out
the HTML functions of the FP Web-Server.

For generalities also see HTTP-Server Functions/ Web Pages (see "Details on the FP
Web-Server's Web Page Functions" on page 7-2). There you will also find information
on the following topics:

e HTTP Address, CGI Function PLC and Calling Parameter (on page 7-6)
¢ Data Fields for Displaying PLC Data on HTML Pages (on page 7-10)

¢ Inputs for Controlling PLC Internal Relays on HTML Pages (on page 7-
20)

e Defining Input Fields for PLC Data on HTML Pages (on page 7-21)

In the following paragraphs you can learn more on how to work with HTML pages:

ASCII Text Editor:

With a standard text editor like "NotePad" of the operating system, all HTML features
can be ideally utilized. Nevertheless it takes time to get used to the HTML format.
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For training purposes, the following links are recommended:

English: http://archive.ncsa.uiuc.edu/General/Internet/ WWW/
http://developer.netscape.com/
http://developer.netscape.com/tech/javascript/index.html
http://developer.netscape.com/tech/dynhtml/
http://WDVL.com/Authoring/HTML/
http://whatis.techtarget.com/
http://selfaktuell.teamone.de/links/

German: http://www.uni-siegen.de/help/html/
http://www.teamone.de/selfaktuell/index.htm

French: http://www.selfhtml.com.fr/

Spanish: http://www.selfhtml.com.ar/

The first HTML page that displays PLC data might look as follows (text file):

<htiml>

~head:>

<titler3how DTZ00</titlex

</ head:>

<hodys

<p>PLC data DTZ0O0: {DTZDD_S_u}<Ip>
</hody>

</ html>

An example with a [Submit] field (PLC data input) can be found in "Example1" of the
Configurator projects. The file FIRST.HTM would look as follows (text file):

<html:>
<head>
<titlerFirst Tesc</titlex
</ head:>
<hody>
<prDisplay DT201: {DT201 6 di</p>
<prhisplay Ti: {¥1_oOff Omi</ps
<p>¥1l Control <a href="plc?first&¥1=0">0FF</ax/
<@ href="ple?firste¥i=1">CN</ar</p>
<form ACTICHN="/plcpost™ METHOD="PO3IT" TARGET="IUBWIN"
CHEUEMIT="opensubwin (200, 100) ; ">
<prxEnter DT201 <input ZIZIE="6" VALUE="{DT201 & di"
name="DT201 & d"> </p»
</ forms>
</hodys>
</html>
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The HTML Editor:

FIRST.HTM can be edited further with an HTML editor, e.g. MS Word or the Netscape
browser (Netscape Composer). It would be best to start the Netscape Composer via the

Configurator or manually. See also Configurator HTTP Administration and Functions (on
page 7-35).

N
¢ PROCEDURE

1.

Search for the page FIRST.HTM to be edited with the Windows Explorer on

your local hard drive

Double-click the file

The Netscape browser is opened and the HTML page is displayed

e

HY First Test - Netscape

File Edit “iew Go Communicator Help

Reload Harne Search  Metzca

%% o

Display DT201: {DT201 6 d} e
Dusplay T1: {Y1_Of On}

¥1 Control OFF/ON

Enter DT201 [{DT201

< E
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4. Start the function [FILE], [EDIT PAGE] in the Netscape menu bar

o =

Mew Open = Publish  Presdiew

4 : e
* [Momal =] [vaisblewidh <] [12=] lz] A A 4

Display DT201: (DT201_6_d} —

Dizplay Y1: {Y1_Of On}

Y1 Control OFF/CN

&8
Enter DT201 €35 oo
]

e S

5. The HTML page can be edited

6. Use the right mouse button to edit hyperlinks and tags.

Character Properties

Character  Link |Paragraph|

r— Link source

Linked text:
OFF

r—Link to

Link to a page lacation or local fils: Choose File... Remaove Link

lplc?first&Y‘l =0

[Mo targetz in selected page) Show targets in:

& Curent page
" Selected file

Extra HTML... I
0K I Abbrechenl Ugernehn:&ni Hilfe |

HTML Tag

Enter tag name and any attributes or parameters for one tag only:

<form ACTION="/plcpost” METHOD="POST"
TARGET="SUBWIN" ONSUBMIT ="opensubwin200,100);"

-
| | »

QK. I Cancel Yerify | Help |

L]
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HTHML Tag

Enter tag name and any attributes or parameters for one tag only:

Eput SIZE="6"VALUE="{DT201_6_d}" name="DT201_BE_d"> “:-__]
A

.

ok l Cancel I Werify ! Help ]

For information on the format of {...} PLC data fields and other {...} commands
(e.g. {PW} to activate the password request) see HTTP-Server Functions/ Web
Pages (see "Details on the FP Web-Server's Web Page Functions" on page 7-2).

7. Save the HTML file by pressing [File], [Save]

Compiling and Transferring:

After editing the HTML pages, you have to compile them and transfer them to the FP
Web-Server. This is carried out with the Configurator.

Open the respective Configurator project with [OPEN], look for the respective FP
Web-Server with [FIND] and transfer the configuration together with the HTML pages
(after compilation) by pressing [SEND] (plus HTTP Checkbox). Another possibility is
to use the [Send file] button on the HTML Screen of the Configurator. See also:

e Foran initial HTML test: First Steps (on page 3-1)

e For operating the Configurator: Generalities about the FP Web-Server
Configurator (on page 4-2)

Comments:

o With http://199.199.26.52/ the browser downloads and displays
MAIN.HTM that may not contain PLC data fields or a password. This
main page should either provide links to the PLC display pages, e.g. a
link to http://199.199.26.52/plc?first, or you should enter this link into
the "Location" field of the browser. To activate an automatic refresh
(every 4 seconds), please enter the following into the "Location" field
(respectively the link of the main page):
http://199.199.26.52/plc?first&U=4

o To set the output Y7 to 1 automatically when the page is displayed,
please enter the following into the "Location" field:
http://199.199.26.52/plc?first&Y7=1

e To request the data from the PLC with address no.3 please enter the
following into the "Location" field: http://199.199.26.52/plc?first&A=3

e If something is entered into the input field of the HTML page, send it by
pressing <ENTER>.

e To update the page, press the [RELOAD] button of the browser.
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10.8 Preinstal led Passwords and Safety Instructions

User name and password can be preset in the Configurator project.

Overview of the preset passwords:

Service User Name: Password:

Factory Default Factory Default
Telnet tel user tel user
FTP ftp user ftp user
PPP ppps user ppps user
HTML Pages and PLC Data web user web user

The use of capital letter or small letters in the user name and passwords are not
analyzed, i.e. the user name and password check are not case sensitive. User name
and password should have 1 to 9 characters. Only ASCII characters are allowed. Do
not use umlauts or Japanese characters.

Exception:

For a remote dial-up connection (PPP connection) only lower case letters are to be
entered for the password on the client's side. For further information also see Control
Buttons (see "Password Window Popping Up Automatically" on page 4-13)/ User
Name and Password (on page 5-6).

To clear all passwords (and the complete configuration) see Clearing Passwords
(see "Special Notes for Service Technicians for Clearing Passwords" on page 10-10).

* NOTES

¢ Always change the password. Leaving the default password can
cause security problems. For the definition of the user name and the
password see also Password Protection (on page 5-6).

— Pazzword protection

luser Ilzer name
Iuge[ Password
“Wwieb pages showing PLC data:

[HTML contralled = | Password
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e The password of the PLC can be adjusted with the help of FPWIN

Pro.
FPIM Pro 4.0 - The IEC 61131-3 Programming 5ps
LR Change Password PLC I
a 1=} @
‘ | Pazzword I
— Modify
Download | Clear |
—FLC
Loagin | Logout |
OF.
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